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Preface

Ubiquitous computing is already with us and is changing our lifestyle, way of
thinking and quality of life. Everyday objects with embedded computing ca-
pabilities are now commonplace and, between mobile phones and RFID tags,
further deployment proceeds at an unstoppable pace. The next major step of
the ubiquitous computing evolution is the move, already partly underway, from
isolated smart objects to distributed systems of smart objects and appropriate
back-end infrastructure: microelectronics and communication technology con-
verging with healthcare technology, communication technology, sports and en-
tertainment, housing, vehicular technology, middleware, sensor networks and
SO on.

You will have noticed that many people in the field now use the word “ubig-
uitous” not to mean “present everywhere” but as a shorthand for “ubiquitous
computing and communications”—leading to otherwise inexplicable locutions
such as “the ubiquitous society”. Rather than continuing to fight this synec-
dochical use we have chosen to go with the flow, in so far as the change in
language is an indication of the global spread of the meme. We have therefore
chosen “ubiquitous convergence” as a concise description of the above view: a
systems-oriented perspective encompassing both the technology and its applica-
tions.

The First International Conference on Ubiquitous Convergence Technology
(ICUCT) was held on Jeju Island, Korea on December 56, 2006. This was the
first conference organized by the Institute of Electronics Engineers in Korea
(IEEK) to celebrate its 60" anniversary. This conference was organized to pave
the way for the ubiquitous society by contributing to the development of ubiqui-
tous technologies and their integration in the appropriate application domains.
This volume collects the post-proceedings of the conference.

At ICUCT 2006 we accepted only 30 papers from around 640 submissions.
We believe the acceptance rate of less than 5% is a clear indication of our com-
mitment to ensuring a very high quality conference. This would not have been
possible without the support of our excellent Technical Program Committee
members who accurately reviewed and ranked an extraordinarily high number
of papers under pressing deadlines. We express our extreme gratitude to all the
Program Committee members for their dedication and hard work.

Due to the overwhelming number of submissions, it was impossible to evaluate
all papers in one pass in the usual way. Thus, the evaluation process was twofold.
In the first round, each reviewer reviewed and classed around 30 papers. After the
first round of evaluation, 90 papers were selected. In the second round, 30 papers
were accepted. One no-show paper was excluded from the post-proceedings. In
addition, we invited Hide Tokuda and Yo-Sung Ho to deliver keynote talks, and
we thank them for their valuable contributions. Yo-Sung Ho also wrote up his
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talk as an invited paper. This volume therefore contains one invited paper and
29 refereed papers.

All accepted authors were asked to revise and update their papers after the
conference based on the written comments from the reviewers and on the formal
and informal feedback they received at the conference from other attendees fol-
lowing their presentation. In choosing which papers to accept we tried to achieve
a balance among important topics while keeping the paper quality high. Mobile
and wireless communication techniques, multimedia technologies, security issues,
RFID, sensor networks, applications and convergence aspects of relevant tech-
nologies are covered in this conference. These papers address both theoretical
and practical issues which, we believe, are of broad interest to our community.

We hope the reader will find this volume to be a timely collection of quality
papers that will help to advance the field of ubiquitous convergence technology.

December 2006 Frank Stajano
Hyoung Joong Kim

Jong-Suk Chae

Seong-Dong Kim
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Video Coding Techniques for
Ubiquitous Multimedia Services

Yo-Sung Ho and Seung-Hwan Kim

Gwangju Institute of Science and Technology (GIST)
1 Oryong-dong, Buk-gu, Gwangju, 500-712, Korea
{hoyo, kshki mt@i st. ac. kr

Abstract. Emerging ubiquitous multimedia services are expected to be available
anytime, anywhere, and using different computing devices. Video compression is
necessary for transmission of digital video over today’s band-limited networks,
or for storage constrained applications. This paper gives a short overview over
previous video coding standards and analyzes in more detail H.264, which is the
latest international video coding standard. Since scalable video coding (SVC)
provides the capability of reconstructing lower resolution or lower quality signals
from partial bitstream, it is a good paradigm to the streaming video application for
ubiquitous multimedia service. Hence, we also discuss several coding techniques
and frameworks for SVC including fine granular scalability (FGS).

Keywords: Video coding standard, ubiquitous, H.264, scalable video coding, fine
granular scalability.

1 Introduction

The deployment of multimedia services such as audio/video-on-demand, digital library,
remote camera surveillance, and distributed visual tracking is becoming ubiquitous.
Since limited transmission bandwidth or storage capacity stresses the demand for higher
video compression ratios, video compression has been a critical component of many
multimedia applications available today. Meanwhile, international study groups, VCEG
(Video Coding Experts Group) of ITU-T (International Telecommunication Union -
Telecommunication sector) and MPEG (Moving Picture Experts Group) of ISO/IEC,
have researched the video coding techniques for various applications of moving pictures
since the early 1990s.

ITU-T developed H.261 as the first video coding standard for videoconferencing
application. H.261 [1]] supports video telephony and videoconferencing over ISDN
circuit-switched networks. These networks operate at multiples of 64 kbps and the stan-
dard was designed to offer computationally simple video coding for these bitrate. The
coding algorithm is a hybrid of transform coding and inter-picture prediction with an
integer-accuracy motion compensation.The block-based inter-picture prediction is used
to removes temporal redundancy between consecutive frames. If the time domain data
is smooth with little variation then frequency data will make low frequency data larger

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 110l 2007.
(© Springer-Verlag Berlin Heidelberg 2007



2 Y.-S. Ho and S.-H. Kim

and high frequency data smaller. Hence, discrete cosine transform (DCT) is used to con-
vert data in time domain to data in frequency domain. In order to remove any further
statistical redundancy in the motion data and transformed coefficients, variable length
coding (VLC) is used.

The first MPEG standard, MPEG-1 video [2] was developed for the specific applica-
tion of video storage and playback on Compact Disks. MPEG-1 video was conceived
to support the video CD, a format for consumer storage and playback that was intended
to compete with VHS videocassettes. The standard uses block-based motion compen-
sation, DCT and quantization and is optimized for a compressed video bitrate of around
1.2 Mbps. MPEG-1 video is still widely used for PC and web-based storage of com-
pressed video files.

Following on from MPEG-1 video, MPEG-2 video [3]] (ITU-T adopted it as H.262)
standard aimed to support a large potential market, digital broadcasting of compressed
television. MPEG-2 video was a great success, with world wide adoption for digital TV
broad-casting via cable, satellite and terrestrial channels. For several years, MPEG-2
video has been improved, but it is reaching its theoretical limitations. Additional im-
provements were attempted, using other techniques, such as fractals and wavelets, with
no significant improvement in video results. The original MPEG-4 Visual[4] standard
attempted to bring the object-oriented perception into the compression world, with lim-
ited success, due to its complexity and overhead. In order to cover the very wide range
of applications such as shaped regions of video objects as well as rectangular pictures,
MPEG-4 Visual [4] standard was developed. This includes also natural and synthetic
video/audio combinations with interactivity built in.

In an attempt to improve on the compression performance of H.261, the ITU-T work-
ing group developed H.263 [3]]. This provides better compression than H.261, support-
ing basic video quality at bitrate of below 30 kbps, and is part of a suite of standards
designed to operate over a wide range of circuit-switched and packet-switched net-
works. The coding algorithm used in H.263 is similar to that used by H.261, however
with some improvements and changes to improve performance and error recovery. Half
pixel based motion compensation technique is used and some parts of the hierarchi-
cal structure of the data stream is provided optionally. There are now four negotiable
options included to improve performance: Unrestricted Motion Vectors, Syntax-based
arithmetic coding, Advance prediction, and forward and back-ward frame prediction.
After finalizing the original H.263 standard for video telephony in 1995, the ITU-T
Video Coding Experts Group (VCEG) started working on a long-term effort to develop
a new standard for low bitrate visual communications. This effort leads to the H.26L
standard draft, offering significantly better video compression efficiency than previous
standards [6]].

The organization of the paper is as follows. We first explain several key features of
H.264 in Section 2 and present the basic coding structure for MPEG-4 FGS and the
scalable extension of H.264 (JSVM) which is the newest SVC standard in Section 3. In
Section I'V, we show two kinds of experimental results: One is related to the comparison
of coding efficiency between H.264 and MPEG-4 visual and the other one is related to
between MPEG-FGS and JSVM. Section V draws conclusions and summarizes future
perspectives of video coding techniques for ubiquitous multimedia services.
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2 Overview of H.264/AVC

H.264 video coding standard has been developed to satisfy the requirements of appli-
cations for various purposes, better picture quality, higher coding efficiency, and more
error robustness. In this Section, we describe an overview of H.264.

2.1 Profiles and Levels

A Profile specifies a subset of entire bitstream of syntax and limits that shall be sup-
ported by all decoders conforming to corresponding Profile. There are three Profiles
in the first version: Baseline, Main, and Extended. Baseline Profile is to be applicable
to real-time conversational services such as video conferencing and videophone. Main
Profile is designed for digital storage media and television broadcasting. Extended Pro-
file is aimed at multimedia services over Internet. Also there are four High Profiles de-
fined in the fidelity range extensions [7] for applications such as content-contribution,
content-distribution, and studio editing and post-processing : High, High 10, High 4:2:2,
and High 4:4:4. High Profile is to support the 8-bit video with 4:2:0 sampling for appli-
cations using high resolution. High 10 Profile is to support the 4:2:0 sampling with up
to 10 bits of representation accuracy per sample. High 4:2:2 Profile is to support up to
4:2:2 chroma sampling and up to 10 bits per sample. High 4:4:4 Profile is to support up
to 4:4:4 chroma sampling, up to 12 bits per sample, and integer residual color transform
for coding RGB signal.

The Profiles have both the common coding parts and as well specific coding parts
as shown in Fig. 1. For any given Profile, Levels generally correspond to processing
power and memory capability of a codec. Each Level may support a different picture
size - QCIF, CIF, ITU-R 601 (SDTV), HDTV, S-HDTYV, D-Cinema [[7]. Also each Level
sets the limits for data bitrate, frame size, picture buffer size, etc [[7].

Lo s — 0
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Fig. 1. Profiles and coding tools in H.264/AVC
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2.2 Video Coding Algorithm

H.264 improves the rate distortion performance by exploiting advanced video coding
technologies, such as variable block size motion estimation, multiple reference predic-
tion, spatial prediction in intra coding, context based variable length coding (CAVLC)
and context-based adaptive binary arithmetic coding (CABAC). The testing results of
H.264/AVC show that it significantly outperforms existing video coding standards in
both peak signal-to-noise ratio (PSNR) and visual quality [6].

For encoding a block or macroblock in intra-coded mode, H.264 predicts a block based
on previously reconstructed blocks. The residual signal between the current block and
the prediction is finally encoded. For the luminance samples, the prediction block may
be formed for each 4x4 block, each 8x8 block, or for a 16x16 macroblock. One case is
selected from a total of 9 prediction modes for each 4x4 and 8x8 luminance blocks; four
modes for a 16x16 luminance block; and four modes for each chroma blocks.

Inter prediction is to reduce the temporal correlation with help of motion estimation
and compensation. In H.264, the current picture can be partitioned into block sizes up
to 4x4. For 16x16macroblock mode, there are four cases: 16x16, 16x8, 8x16 or 8x8,
also four cases: 8x8, 8x4, 4x8 or 4x4 for 8x8 mode. Hence, the inter prediction process
can form segmentations for motion representation as small as 4x4 block in size, using
motion vector accuracy of one-quarter of the sample. Sub-pel motion compensation can
provide significantly better compression performance than integer-pel compensation
[7]. The process for inter prediction also involve the selection of the pictures to be used
as the reference pictures from a number of stored previously-decoded pictures.

After inter prediction or intra prediction, the resulting prediction residual in a mac-
roblock is split into small blocks according to the size of transform. H.264 uses also an
adaptive transform block size, 4x4 and 8x8 (High Profiles only). In general transform
and quantization require several multiplications resulting in high complexity for im-
plementation. So, for simple implementation, the exact transform process is modified
to avoid the multiplications. Then the transform and quantization are combined by the
modified integer forward transform, quantization, scaling. For improved compression
efficiency, H.264 also employs a hierarchical transform structure, in which the DC co-
efficients of neighboring 4x4 transforms for the luminance signals are grouped into 4x4
blocks and transformed again by the Hadamard transform. In order to utilize correlation
among transform DC coefficients of neighboring blocks, the standard specifies the 4x4
Hadamard transform for luminance DC coefficients for 16x16 Intra-mode only, and 2x2
Hadamard transform for chroma DC coefficients.

Unlike fixed tables of variable length codes used in previous standards such as
MPEG-1, 2, 4, H.261, H.262 and H.263, H.264 uses different VLCs in order to match
a symbol to a code based on the context characteristics. In Baseline profile, all syntax
elements except for the residual data are encoded by the Exp-Golomb codes and resid-
ual data is coded with more sophisticated entropy coding method called context-based
adaptive variable length coding (CAVLC). In Main and High profiles, context-based
adaptive binary arithmetic coding (CABAC) is can be used for all syntax elements in-
cluding residual data. CABAC has more coding efficiency but higher complexity com-
pared to CAVLC.
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H.264 may suffer from blocking artifacts due to block-based transform in intra and
inter prediction coding, and the quantization of the transform coefficients. The deblock-
ing filter reduces the blocking artifacts in the block boundary and prevents the propa-
gation of accumulated coded noise. H.261 has selectively suggested similar deblocking
filter which was beneficial to reduce the temporal propagation of coded noise. However,
MPEG-1, 2 did not use the deblocking filter because of high implementation complex-
ity. However, H.264 uses the deblocking filter for higher coding performance in spite
of implementation complexity. Filtering is applied to horizontal or vertical edges of 4
x 4 blocks in a macroblock. The luminance deblocking filter process is performed on
four 16-sample edges and the deblocking filter process for each chroma components is
performed on two 8-sample edges.

Table 1. Comparison of standards MPEG-2, MPEG-4 Visual and H.264

Feature MPEG-2 MPEG-4 part 2 H.264/AVC
1616, 16 X8 16<16, 816, 16 X8
ME block si 88 : . 3 : ’
ki §X8 8X8, 4X8, 8X4, 4X4
Intra prediction No Transform Domain Spatial Domain
88, 4 %4 integer DCT
Transfor 8X8DCT 8X8DCT ’
ranson 44, 22 Hadamard
§ ; VLC,
Entropy coding VLC VLC CAVLC. CABAC
Fractional ME Ya-pel Yi-pel Vi -pel
Reference picture One One Multiple
In loop De-
blocking filter Ne Ne s
Picture types LP.B LP.B L P, B, SI SP
Profiles 5 profiles 8 profiles 7 profiles
Transmission rate | 2-15Mbps 64kbps - 2Mbps 64kbps - 150Mbps
Complexity Medium Medium High

3 Scalable Video Coding

In ubiquitous environment, many challenges rise from the heterogeneity in multime-
dia client and server capabilities, and their end-to-end resource availabilities. For ex-
ample, clients of a multimedia service may range from supercomputers to commodity
PCs and smart handheld devices such as palm-tops. The network connections between
the server and clients may range from high speed LANs to low speed dial-ups, from
wire-line to wireless. Furthermore (and less addressed), even for clients with the same
machine type and connection type, the amounts of resources available to each of them
may still vary, depending on their location, workload, and the time they make service re-
quests. In particular, the bottleneck resource in each client’s resource requirement may
be different. Therefore, to deal with the heterogeneity problem, any solution that only
targets one specific type of bottleneck resource (for example, the network) may not be
effective in all situations. Since scalable video coding (SVC) provides the capability of
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reconstructing lower resolution or lower quality signals from partial bitstream, it is a
good paradigm to the streaming video application for ubiquitous multimedia service.

Early video compression standards such as ITU-T H.261 and ISO/IEC MPEG-
1 [2]] did not provide any scalability mechanisms. MPEG-2 was the first standard to
include implementations of layered coding, where the standalone availability of en-
hancement information (without the base layer) is useless, because differential en-
coding is performed with reference to the base layer. All dimensions of scalability as
mentioned above are supported (spatial, temporal, SNR); however, the number of scal-
able bitstream layers is generally restricted to a maximum of three in any of the existing
MPEG-2 profiles. The video codec of the ISO/IEC MPEG-4 standard [5]] provides even
more flexible scalable profile called MPEG-4 FGS, including spatial and temporal scal-
ability within a more generic framework, but also SNR scalability with fine granularity
and scalability.

3.1 MPEG-4 FGS

As shown in Fig. 2, the basic information of the input signal is coded in the same way as
the traditional block-based coding method in the base layer. In the enhancement layer,
the residual signal that is not coded in the base layer is divided into 8x8 blocks and each
block is DCT transformed. All the 64 DCT coefficients in each block are bitplane coded
using four VLC tables [8].

o Bit-Plane R Bit-Plane| 1
D | per | | Shifting |—>| Find MSB VLC E—

Enhancement Layer

Input _ —~
—p

VLC [—m

Motion
Compensation

Base layer

Fig. 2. MPEG-4 FGS encoder

There are many advantages of using FGS for Internet streaming video applications:
it allows separation of encoding and transmission, the server can transmit enhancement
layer at any bit rate without transcoding, it enables video broadcast on the Internet to
reach a large audience, and it provides a solution to the video server overload problem.
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However, compared with nonscalable coding, which is the upper bound for any scalable
coding techniques, FGS is about 2-dB worse at the high end of the bitrate range.

3.2 Joint Scalable Video Model

In order to support fine granular SNR scalability, JSVM adopted progressive refinement
(PR) slices [9]]. Each PR slice is regarded as a FGS layer and coded with cyclical block
coding as depicted in Fig. 3.

uantization
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QP(Base) o0 Block Codlng
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¢\
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/‘5
Original Lower Layer Quantlzatlon Cyclical
Reconstructed Image QP(Base) A Block Coding

Quality Layer 1

7]

N

-

\

¢

=W
ot Quantlzatlon
o \.\ Residual
QP(Base) Coding
Base Layer
Original MCP Image Residual Image

Fig. 3. FGS coding structure in JSVM

In the cyclical block coding scheme, the coding is basically partitioned into two
passes, the significant and refinement passes. The significant pass first encodes the in-
significant coefficients that have values of zero in the subordinate layers. Then, the
refinement pass refines the remaining significant coefficients with range from -1 to +1.
During the significance pass, the transform blocks are coded in a cyclical and block
interleaved manner. On the other hand, the coding of the refinement pass is conducted
in a suband-by-subband fashion [9] [A1]).

In cyclical block coding, for each cycle, the coding of a block is continued until a
non-zero coefficient in zigzag order is coded. Particularly, the coding of each cycle in
a block includes an EOB symbol, a Run index and a non-zero quantization level. The
EOB symbol is coded prior to the other symbols for signaling whether there are nonzero
coefficients to be coded in a cycle. In addition, the Run index, represented by several
significance bits, is used for recording the location of a non-zero coefficient. To further
reduce the bit rate, each symbol is coded by a context-adaptive binary arithmetic coder
(13].

In Fig. 3, each FGS layer is represented as a group of multiple bit-planes. However,
these bit-planes are coded by a cyclic block coding instead of traditional bit-plane cod-
ing used in MPEG-4 FGS. The coding order of transform coefficient levels has been
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modified. Instead of scanning the transform coefficients macroblock by macroblock as
it is done in the “normal” slices, transform coefficient blocks are scanned in several
paths, and in each path only a few coding symbols for a transform coefficient block are
coded. Therefore, quality of the SNR base layer can be improved in a fine granular way.
With the exception of the modified coding order, the CABAC entropy coding is reused,
as specified in H.264/MPEG4-AVC [17]].

4 Experimental Results

In the experiment, we first compare the coding efficiency between H.264 and MPEG-4
Visual. The basic test conditions for H.264 are set as follows:

1) MV search range is 16 pixels for CIF
2) RD optimization is enabled

3) Reference frame number equals to 1
4) GOP structure is IPPPP

Fig. 4 shows some comparisons of the coding efficiency of MPEG-4 Visual ASP and
H.264 for the FOREMAN test sequence of CIF (352288) format. In these simulations,
no rate control was used and Rate-Distortion (R-D) curves corresponding to encoding
with different standards are presented. These are example plots and the results will vary
from one encoder to another and from one test video sequence to another. From these
plots we see that H.264 baseline profile provides about 2dB higher PSNR value over
MPEG-4 Advanced Simple Profile.

In the second experiment, we have tested the coding efficiency of JSVM (version 5.2)
according to the size of GOP. For GOP size of 2, we obtain the well-known prediction

FOREMAN CIF 30Hz

39 T
| = MPEG-4

- H.264 Main }

—=—H.264 Baseline

400
bit-rate [Kbit/s]

Fig. 4. Comparison of coding efficiency between MPEG-4 ASP and H.264
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structure (IBPBPB) where one B-frame is encoded between two P or, alternatively, I-
frames. For GOP size of 4, the coding structure of picture type is as follows: I B B B
P B B B P. Fig. 5 shows some comparisons of the coding efficiency for GOP size of
one, two, four, and eight. From Fig.5, we can know that the larger size of GOP provides
better coding efficiency.

FOREMAN CIF 30Hz

37 '. /I
36

Y-PSNR[dB]
AT
P

31

1000
bit-rate[ kbits/s]

Fig. 5. Comparison of coding efficiency of JSVM according to GOP size

5 Conclusions

This paper gives a short overview over previous video coding standards. The new video
standard known as H.264/AVC presents a rich collection of state-of-the-art video coding
techniques and it can provide interoperable video broadcast or communication with de-
grees of capability that far surpass those of prior standards. Since the scalable extension
of H.264 (JSVM) also provides fine granular scalable functionality and good coding
efficiency, it is also a good paradigm to the streaming video application. Therefore,
we believe these video coding technologies provide a powerful impact on ubiquitous
multimedia services in the years to come.
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Abstract. In this paper, a new residual signal compression method is
proposed based on the blind signal decomposition for video coding. Blind
signal decomposition is derived based on the fact that most of the natural
signals in the real world could be decomposed into their basis signals
and their weight values used in the composition process. In the proposed
video coding system, composite data generated by adding two or more
blocks are coded. Then the proposed decoder parses the coded bitstream
and reconstructs the composite residual. The reconstructed composite
residual is decomposed into the original residual blocks based on the
blind signal decomposition. In the proposed system, the blind source
separation is selectively used, depending on the performance of source
separation. It is found that we can achieve approximately 2 ~ 3dB gain
by embedding our algorithm into an MPEG-4 baseline encoder.

Keywords: ICA, video, coding, BSD, residual coding, MPEG.

1 Introduction

Many video coding technologies have been standardized as MPEG-1/2/4 and
H.264/AVC and widely used for many commercial multimedia applications [J.
Video compression is a key technology for better video quality with a constraint
channel capacity. There have been many attempts in either enhancing video
coding efficiency or adding new functionalities. However, all the coding stan-
dards are based on a hybrid motion-compensated transform coding, which is
confronted with difficulties in improving the coding efficiency. These days, a
model-based video coding technology has been proposed to resolve those prob-
lems. However, there is no new technology to significantly improve video coding
efficiency [1],[2],[3].

In this paper, we propose a new residual signal compression method based on
a blind source separation. The proposed video coding system encodes composite

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 11-[I9 2007.
© Springer-Verlag Berlin Heidelberg 2007
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data generated by adding two blocks. Then the composite residual is recon-
structed at a decoder side. The reconstructed composite residual is decomposed
into the original residual blocks based on the blind signal decomposition. The
latter is selectively used depending on the performance of source separation.

2 Independent Component Analysis (ICA) Algorithm

Independent component analysis is widely used as one approach for blind signal
decomposition [4],[5]. It was suggested for solving the cocktail-party problem. At
a cocktail party, there are mixed sounds consisting of peoples voices, music, and
other types of noise. If we want to either talk with a friend or listen to music
in the party, we need to separate either the friends voice or the music from
the mixed sound. Human beings can do this without any problem. However,
there is no perfect mathematical or computerized method to decompose all the
source signals, called as basis signals. For the decomposition, we need to estimate
not only the basis signals but also the mixture matrix that represents how the
basis signals are mixed. Independent component analysis was hence proposed
to find basis signals and a mixture matrix assuming that those basis signals are
statistically independent [6],[7]. This approach was successfully ap-plied to many
medical images and signal processing applications.

Let basis signals be denoted by (s1,s2,...,5;) and (x1, %2, ...,x;) represent
observed signals generated with a mixing matrix A. The observed signal can

then be defined by
Ti=Y  ais; (1)

where a;; is each element of A. By replacing x;, s;, and a;; with vector notations,
X ={x1,m2,...,2;}7,5 = {s1,82,...,5}T, and A. Fq. 1 can be denoted by

X =AS (2)

We can obtain the mixture matrix W, by
W=A" (3)
X=AS=W"1'S8 (4)

and the basis signals can be computed by

S=WX (5)

3 Proposed Video Compression Based on the BSD

Without any additional information, independent component analysis (ICA) can
separate mixed signals by assuming that the basis signals are statistically inde-
pendent. If the ICA can decompose the mixed signals into basis signals, the
intentionally mixed signal would also be decomposed. Figure 1 is the block dia-
gram for the proposed video coding system by applying the ICA algorithm to an
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Fig. 1. The proposed ICA-based residual composition and decomposition

intentional composite residual signal. At the encoder side, the block C(z,y) is
composed by adding the blocks A(x,y) and B(z,y), where A(z,y) and B(z,y)
are residual blocks by inter- or intra-predictions. Then C' is coded by the con-
ventional transform and quantization method, and the coded bits are sent to the
decoder. The decoder reconstructs A’and B’ blocks by decomposing the recon-
structed C” block with the BSD. The blocks A and B are considered as basis
signals, and the reconstructed A’ and B’ correspond to the original A and B
blocks. The reconstructed blocks contain the error caused from the quantization
and imperfection of the BSD. However, we can achieve coding efficiency by cod-
ing one composition block instead of two blocks. In this application, we know
the mixture model of basis signals and how many signals are composed, so that
the basis signals are likely to be accurately estimated.

— | —p Copy and
Ce Shift |

{

¢ | == Centering

2 Source Separation
(by ICA)

Fig. 2. Decomposition of the mixed block by the ICA

The decomposition procedure based on the ICA is performed with three steps,
as shown in Figure 2. For the first step called centering, the reconstructed C.’
is compensated by the average of the block, and this is defined by

XY

C’C'(rmy) = Cl(‘rvy) - (6)
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At the second step, C. should be generated by shifting C’.(z,y). For applying
the ICA algorithm to the source separation, the dimension of the input mixed
signal should be the same as that of the basis signals to be estimated. That is,

the virtual mixed signal, C. is generated by copy and shift operations.

4 Proposed Video Compression Method by the Selective
BSD

Figure 3 shows the block diagram of the proposed ICA-based video coding sys-
tem. As shown in the figure, the residual blocks are mixed by adding the residual
pixel values that are transformed and quantized. Then the entropy coded bit-
stream is decoded, and the mixed signal which is degraded by the quantization
is reconstructed. The degraded mixed signal via quantization is decomposed into
two residual blocks by the BSD. These two decomposed two residual blocks are
similar to the original residual block. However, they are different not only be-
cause the composite block is quantized but also the BSD cannot be perfectly
separated into its original sources.

Most of the conventional video coding systems including the MPEG-4 part 2
compress six 8 x 8 blocks per macroblock for the 4:2:0 format. One macro block
consists of four 8 x 8 luminance blocks and two 8 x 8 chrominance blocks, as
shown in Figure 4. The proposed algorithm should compress only three mixed
blocks. Note that the transform coding of the H.264/AVC is conducted on 4 x 4
blocks.

As mentioned before, the separated blocks are not identical to the original
residual blocks because two error sources introduced in the proposed video coding
system. Figure 5 shows two residual basis blocks (S), and the composite and
virtual composite blocks (X). In addition, S represents the separated signal block.
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Fig. 3. The proposed ICA-based video coding system
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—=  Encoding

Fig. 4. The proposed block composition and decomposition

S looks similar to the original source signal but is not identical to it. The error
is produced by the quantization, and the ICA can occasionally not perfectly
decompose the source signals, depending on the characteristics of the source
signals. Furthermore, ICA is based on the iterative statistical method so that it

s O e

Fig. 5. The separated block S* and original block S

may not converge into the solution. Figure 6 shows the proposed selective ICA-
based video coding system that selects the conventional transform coding or
the ICA-based residual coding, depending on the reconstruction errors. Figure 7
shows the flowchart of the proposed decision flow whether or not the conventional
DCT or ICA-based residual coding is used. At first, we need to calculate the
pure ICA error by subtracting the error of the conventional DCT method from
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the error of the ICA-based one. Then if this pure ICA error is larger than the
threshold, the conventional DCT approach is activated. Otherwise, the encoder
selects the proposed ICA-based transform coding. We need to send an indicating
bit to represent whether the ICA-based coding is used or not.
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5 Experiment Results

The coding performance of the proposed system was evaluated with several stan-
dard video sequences and was compared with that of the MPEG-4 baseline
video coding. We used “Stefan,” “Mother_daughter,” and “Mobile” sequences of
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176 x 144 (QCIF). In our experiment, we set QP from 4 to 12, and the intra
frame interval was set to 10.

Figure 8 shows several examples of reconstructed frames with the conven-
tional and proposed coding methods. Figure 8(a) is the reconstructed image
with MPEG-4 baseline, Figure 8(b) is the reconstructed image with the pro-
posed algorithm applying the ICA mode to all the macro-blocks. Figure 8(c)
shows the reconstructed images with the proposed selective ICA-based method.
We found that the reconstructed images with the ICA-based method have an-
noying artifacts in subjective quality than those of the anchor. However, the
proposed selective ICA-based method has comparable quality to the anchor al-
gorithm with relatively smaller bitrate usage.

Fig. 8. Examples of the reconstruct images with MPEG-4, ICA-based, and selective
ICA-based algorithms. (a) MPEG-4 baseline, (b) ICA-based method, (c) Selctive ICA-
based method (Threshold = 2).

Table 1 shows the PSNR and the generated bits for each image of the se-
quences shown in Figure 8. In “Stefan” sequence, the bitrate of the ICA-based
video coding method is one fourth of that of the MPEG-4 video baseline. How-
ever, we found that the PSNR drop is approximately 5dB. Because of the “Ste-
fan” sequence has high motion activity so that the ICA is deteriorated and does
not converge on a proper solution for several macro-blocks. As shown in the ta-
ble, the proposed selective ICA-based algorithm yields almost the same quality
with one third of the bitrate of the MPEG-4 video baseline by using the conven-
tional video coding method for five macro-blocks. We also achieved significant
gain for the rest of sequences. However, the selective ICA-based method has the
best performance for all the sequences.

Figure 9 shows the PSNR in terms of bitrates for the three test sequences. We
found that the proposed selective ICA-based algorithm can achieve approximately
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Table 1. PSNR and generated bits for example image in Fig. 8

Sequence MPEG-4 ICA-based | Selective ICA-based video
name baseline video coding coding (Threshold =2)

. . . Select  ratio
PSNR | Bits |[PSNR |Bits PSNR |Bits of ICA MB

Stafan [31.6 1879 |25.1 |588 30.8 |605 95/99
Mother_ |35.8 550 |35.8 |110 35.8 350 69/99
daughter

Mobile {29.9 1957 |26.4 |572 29.5 |708 98/99
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Fig. 9. Comparison of the RD performance for MPEG-4 and the proposed methods
(a) Mother_daughter (b) Mobile (c) Stefan

2 ~ 3 dB gain by embedding the proposed algorithm into the MPEG-4 baseline en-
coder. Generally, the proposed method exhibits better performance for low-activity
videos than high-activity videos. The selective ICA-based method yields the best
perform-ance, but without the selective approach, it occasionally deteriorated for
high-activity videos. For the “Mother_daughter” sequence, the ICA-based algo-
rithm without the selective approach shows moderate RD performance because the

sequence has low motion activity, resulting in a lower frequency of deterioration of
the ICA.
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6 Conclusion

In this paper, a new residual signal compression method was proposed based
on the blind signal decomposition for video coding. The composite data of two
or more residuals blocks were transformed and quantized. Then the composite
block was reconstructed by inverse quantization and IDCT. The reconstructed
composition block was decomposed into the residual blocks. The blind source
separation was selectively used depending on the performance of source separa-
tion. We found that the proposed selective ICA-based video coding can obtain
approximately 2 ~ 3 dB gain, compared with the MPEG-4 video baseline. Fur-
ther study will be focused on decreasing the amount of the pure ICA error by
modifying the BSD algorithm with other a priori assumptions.
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Abstract. In this paper, we propose new system for storing and re-
trieval of personal life log media on ubiquitous environment. We can
gather personal life log media from intelligent gadgets which are con-
nected with wireless network. Our intelligent gadgets consist of wearable
gadgets and environment gadgets. Wearable gadgets include audiovisual
device, GPS, 3D-accelerometer and physiological reaction sensors. Envi-
ronment gadgets include the smart sensors attached to the daily supplies,
such as cup, chair, door and so on. User can get multimedia stream with
wearable intelligent gadget and also get the environmental information
around him from environment gadgets as personal life log media. These
life log media(LLM) can be logged on the LLM server in realtime. In
LLM server, learning-based activity analysis engine will process logged
data and create meta data for retrieval automatically. By using proposed
system, user can log with personalized life log media and can retrieve the
media at any time. To give more intuitive retrieval, we provide intuitive
spatiotemporal graphical user interface in client part. Finally we can
provide user-centered service with individual activity registration and
classification for each user with our proposed system.

Keywords: life log system, spatiotemporal interface, activity analysis.

1 Introduction

Recently, a large number of researches have been proposed for recording and
retrieval for the information of personalized daily life due to the development
of ubiquitous computing devices. We call these personalized media life log me-
dia(LLM). Life log media include the thing that one can see, the sound that one
can hear, the information where one is, the state how one feels and so forth. Real-
time retrieval of continuously captured personalized LLM will assist to enhance
user’s memory. To do this, we propose the new system with semi-automatic an-
notation technique based on our speech and activity analysis engine. We can
give a cognitive assistants to people who want to organize their activity. To
do this, we, first, record events using intelligent gadgets which is composed of
wearable gadgets and environmental gadgets. Using captured LLM, we apply
learning based activity classification technique based on multimodal analysis.
After activity analysis, meta data for retrieval is created automatically. With
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described techniques, we can provide access to captured life log media at mul-
tiple levels of granularity and abstractions, using appropriate access mechanism
in representations and terminology familiar to application users.

Our proposed system is composed of several parts, such as intelligent gadget,
LLM device, LLM server and LLM browser. Figure [2 shows the relation of each
component. In intelligent gadget, there are two components, wearable gadget
and environmental gadget. Wearable gadget includes GPS, camera, microphone,
body sensors, and HMD which give a functionality of I/O for P-LLM. Environ-
mental gadget is built on the small and low power processing module and has a
wireless interface like a zigbee or bluetooth. It is attached to our daily objects to
give an information which is given to the LLM device of user. LLM device car-
ried by user can get the information from intelligent gadget and send captured
P-LLM to the LLM server at the idle time. In our LLM server, we can ana-
lyze the speech signal to identify speaker and classify speech from environment
noise. We can, also, analyze the video signal to detect the registered objects and
human faces. Besides, we can classify the pre-defined activity using multimodal
sensor fusion technique. After analyzing LLM data in the server, Meta data are
associated with A/V media data automatically and are used to retrieve. In our
LLM client shown in Figure Bl we make a web-based browser with spatiotempo-
ral query interface and tree-based activity search interface, such that user can
query intuitively and see the retrieved results at their own LLM device. The rest
of this paper is organized as follows. Section Rlreviews the related work in life log
system. We present the whole scheme of our proposed system in section 3 and
detail explanation about analysis for life log media data in section 4. Finally, we
show the experimental results and conclusions in section 5, 6 respectively.
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Fig. 2. Whole scheme for our proposed system

2 Related Work

There have been proposed several techniques for personal life log system . Gem-
mell et al. introduced SenseCam which is a device that combines a camera with
a number of sensors[2]. Data from SenseCam is uploaded into a MyLifeBits
repository, where a number of features, but especially correlation and relations,
are used to manage the data. Mann described EyeTap which facilitate the con-
tinuous archival and retrieval of personal experiences, by way of lifelong video
capture[3]. Vemuri et al. presented a method for audio-based memory retrieval[6].
They developed a pc based memory retrieval tool allowing browsing, searching,
and listening to audio and associated speech-recognizer-generated transcripts.
Aizawa et al. used audiovisual information as content to detect the conversa-
tion scenes and GPS data was applied as context to extract spatiotemporal key
frames from time and distance sampling[I]. Tancharoen et al. extended their pre-
vious work including content based talking scene detection and context based
key frame extraction using GPS data[9]. Recognizing general human activity or
special motions is important key for automatic annotation. Recognizing general
user activity has been tried by various authors. Randell et al. have done early
investigations of the problem using only single 2-axis accelerometers[§]. Kern
et al. presented a hardware platform to use multiple acceleration sensors that
are distributed over the body|[7]. They could capture 3-dimensional acceleration
data from up to 48 positions on the human body. It is especially designed for
robustness, allowing for recording even very dynamic activities, such as playing
badminton or climbing. Chambers et al. focus on the recognition of complex
gestures using Hidden Markov Models[]. Kern et al. summarizes work on au-
tomatically annotating meeting recordings, extracting context from body-worn
acceleration sensors alone, and combining context from three different sensors
(acceleration, audio, location) for estimating the interruptability of the user[10)].
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3 System Configuration

As shown in figure[Z] our proposed system consists of four components. In intelli-
gent gadgets, there are two modules, wearable gadgets and environment gadgets.
User can capture the LLM data and show the retrieval results with wearable
gadgets, such as camera, microphone, HMD and body sensors. These wearable
gadgets are connected to the LLM device which user always carry. LLM device
can also be connected to the environment gadgets which is embedded into the
articles for daily use. In figure [IL we show the example of intelligent gadgets.
We implemented the information gathering module and wireless communication
module, such as zigbee or bluetooth onto the gadget basic platform and at-
tached it to the objects for daily use. These intelligent gadgets are connected to
the LLM device with wireless module and then LLM device can gathering the
user’s information in realtime. In fact, user’s logging data must be sent to the
LLM server in realtime, however, it is impossible to be connected to the server in
everywhere. Practically, we use LLM device as a buffer for storing user’s logging
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Fig. 4. LLM server system architecture

data temporarily in case the network connection is unavailable. And also, LLM
device is used as a terminal for querying and browsing the retrieved results. Af-
ter the LLM data being transmitted to the server, the LLM server analyze the
user’s activity.

We implemented the LLM server on the Windows XP. Figure [ shows the
architecture of LLM server. For web server and database server, we use IIS
server, ASP.NET framework and PostgreSQL. In LLM server, user-dependent
activity analysis can be done using multimodal data fusion technique, such as
automatic video, speech and sensor data analysis. User can query and see the
retrieved results through the LLM browser, which is served as web service and
give user friendly spatiotemporal interface. In the following each section, more
detailed explanation for each component will be given.

4 Activity Analysis

As mentioned in previous section, the captured LLM data from intelligent gad-
gets will be uploaded to the LLM server. After LLM being uploaded, the analysis
will be started to classify the activity. Basically, our proposed system is based
on the semi-automatic activity analysis. For the activity analysis, we use mul-
timodal sensor fusion technique which is based on the speech analysis, video
analysis and pattern classification from various sensors, such as accelerometer,
gyro, physiological reaction sensors and environment sensors. In audio analy-
sis, we extract the information of time, sex distinction, the number of speaker
and captured environment as a meta data. Those information can be taken
from pattern classification using several feature vectors such as MFCC, ZCR,
Cepstrum energy and spectral differences. In video analysis, we used machine
learning technique to detect the indoor location and registered objects. First,
we select some pictures for specific area and familiar objects, such as corridor,
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meeting room, monitors and so forth, and then put them into the training data
set. We also processed on video stream to detect scene change using histogram
matching method and identify the registered users using fisher classifier. From
audiovisual analysis and action detection from smart sensors, we can transform
them to LLM meta data according to the hierarchical meta data structure in
figure

Fig. 5. LLM meta data structure

Multiple sensor data give a user’s action information to classify the user’s ac-
tivity, such as lie down, running and fast moving. We use four 3D-accelerometers
to detect the user’s activity. These are attached above the each knee and on the
each wrist of the user. Figure [0l shows the hierarchical sensor fusion process for
LLM. We adopted bayesian analysis for multiple sensor fusion to classify the
user’s activity. An example of meta data creation using sensor fusion process is
shown in Figure[7l However, it is impossible to define the user’s whole activities
automatically because the definition of activity is a sort of subjective evalua-
tion, therefore even though the same sensor value will not be assigned the same
category for the different users. For this reason, we define the general category
for user’s activity in advance, such as ordinary activity and extra-ordinary ac-
tivity. In ordinary activity is related to the activity in home or office. Generally,
the activities occurred outside of those area, they are classified as extraordinary
activities. In addition to these pre-defined activities, users can add their own
activity through our learning based structure.

To provide the user-dependent service, we need the definition for the individ-
ual activity for each user. To do this, as mentioned previous section, we let the
user annotate personally at once for the repeated behavior with same objects
and same time, as it is called learning process. After then, our activity inferring
engine can automatically annotate for the same action. Although there are some
intervention of user, when the user register the special activity on his/her own
browser, in our activity analysis engine, it is more robust way for classify the
user’s activity in comparison with full-automatic activity classification method.
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After learning process, we can calculate the probabilities of each sensors as a
hypothesis for maximum likelihood estimation.

5 LLM Browser

After the automatic annotation is completed, users can search the AV data when-
ever they want through our LLM browser. In our LLM browser, we provide the
user friendly graphical interface with spatiotemporal query interface and visu-
alization, tree based menu selection method and categorized activity selection.
Besides, users can access whenever/wherever they want as web service. We show
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the whole view of our LLM browser in Figure [J] and explain more specifically in
following subsections.

5.1 Timeline Control

In LLM browser, we develop scalable timeline control interface which is shown in
figure[® In timeline setting, user can see the annotated description, corresponded
video showtime in scalable view form. If user want to see larger thumnail image
in time line windows, user can control the size of windows[Fig.[]. As time goes
by, user’s data will increase, so that user cannot find his logged information at a
glance. For more efficient search, we developed adaptive timeline control mecha-
nism. User can select Day-hour, Month-day and Year-month pairs according to
user’s interest.

5.2 Map Control

We made our map control using Google Map API 2.0. There are several con-
trols for zoom, position control, map overview and tooltip. Besides mentioned
functionalities, we can display the user’s logged position using custom overlay
functionality. If the user’s logged position can be transferred by LLM device au-
tomatically, server writes XML file which include the user’s logged information
and then our map control module reads the XML file to render points on the
map. If user want to find logged information in some area, user can confine geo-
graphical area to select the boundary in the map by clicking the mouse button.
If user click the title of map, LLM browser can show the record in timeline and
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highlights it. In the same way, user click the title of timeline finds the record in
the map, and also highlights itself as well.

6 Conclusion

In this paper, we present a new system for capturing and searching of life log
media on networked environment. Our proposed system has four components,
such as LLM device, Intelligent gadgets, LLM server and LLM client, which is
connected on wireless network. LLM device is working as a gateway between
intelligent gadgets and LLM server to connect them if network service is avail-
able. LLM device works as a terminal for querying and viewing the query results.
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LLM server analyze the user’s activity from stored LLM data. Intelligent gadgets
which are attached to the daily supplies provide A/V data and multiple sensor
data of user to be used for activity analysis and memory enhancement. LLM
browser provides intuitive query interface to the user. For analysis of activity,
we developed the learning based activity classification technique to annotate the
captured LLM data. This learning based classification is a semi-automatic ap-
proach but we find it is more robust and adequate for user-dependent activity
analysis. In this paper, we proposed a new platform for personal life log system.
In this system, it is important that we can classify the user’s activities accurately,
therefore we have to investigate more robust activity classification technique in
near future. We also, will make more compact and user-friendly LLM device
with long battery life, which is basic problem to be solved.
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Abstract. In this paper, we propose an embedded variable bit-rate
(VBR) audio coder to provide the fittest quality of service (QoS) and
better connectivity of service for the ubiquitous speech communications.
It has scalable bandwidth for narrowband to wideband speech signal,
and embedded 8 32 kbit/s VBR corresponding to the network condition
and terminal capacity. For the design of the embedded VBR coder, the
narrowband signals are compressed by an existing standard speech cod-
ing method for the compatibility with G.729 coder, and then the other
signals are compressed hierarchically on the basis of CELP enhancement
and transform coding with temporal noise shaping (TNS) method. By
the objective and subjective quality tests, it is shown that the proposed
embedded VBR audio coder provides a reasonable quality compared with
existing audio coders such as G.722 and G.722.2 in terms of mean opin-
ion score (MOS) and perceptual evaluation of speech quality of wideband
(PESQ-WB).

Keywords: Embedded Coder, G.729EV, MOS, PESQ-WB, Scalable
Audio Coder, Ubiquitous Audio.

1 Introduction

The speech communications over the ubiquitous environment require better QoS
than the existing telephony, better connectivity of service among various kinds
of end points over the network, and the interoperability with the existing speech
terminals. In this paper, we propose an embedded VBR audio coder so as to cope
with the above requirements mainly for the ubiquitous speech communications.
To meet the requirements, we consider the wideband speech coder which covers
the full energy of human speech, and the embedded VBR audio coder in order
to adapt its bit-rates dynamically from 8 to 32 kbit/s according to the variation
of network especially between the different wireless networks and the capacity of
the remote terminals [I]. Moreover, for backward compatibility with the popular
narrowband speech coder used in the existing network, the proposed audio coder
has a standard G.729 speech coder [2], [3], [4].

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 30-39 2007.
© Springer-Verlag Berlin Heidelberg 2007



An Embedded VBR Audio Coder for Ubiquitous Speech Communications 31

Following this introduction, we will review the embedded VBR coder model
that has been developed in the current state-of-the-art digital communication
networks in Section 2. In Section 3, we will describe the structure of the proposed
audio coder. In Section 4, we will evaluate the performance of the proposed audio
coder by using the objective and subjective quality test method. Finally, we will
present our conclusions in Section 5.

2 Embedded Audio Coder Model

Audible frequency range of human voice is from 20 to 20000 Hz. This au-
dible frequency range can be divided into three parts, and we define these
bands as narrowband (300~3400Hz), wideband (50~7000Hz), and audio band
(20~20000Hz). Because the energy of human speech is generally located in nar-
rowband, narrowband speech coders have been developed and used. These speech
coders started in PCM method [5], currently 8 kbps CS-ACELP which is stan-
dardized as ITU-T Recommendation G.729 is widely used [2], [3], [4]. With the
advancement of network technology and internet service, many users have de-
manded the higher quality services and the research for wideband speech coder
has been advanced. At present, G.722 [6] and G.722.2 [7] are widely used. These
wideband coders have good performance for speech signals, but these cannot
provide the embedded VBR functionality to give good connectivity over the IP
network, as well as interoperability with the existing speech terminals. In this
paper, we define that the embedded VBR coder is an audio coder that can gen-
erate variable bit-rates gracefully by the control of its application and provide
scalable speech quality according to the changes of bit-rate by the structure of
hierarchical bit-stream.

______ }il‘_ L —_— _I_\'|',a,=]
. Low-pass Down | G.729
Audio Filter > Sampling [T ® Encoder
s[n] J
_____ 1 Skbps bit-stream
up | G.729
Sampling "i Decoder
S S
T~ sl
f o Embedded Variable bit-rate
1/ Higher Encoder bhit-stream

s,
Fig.1. A Block Diagram of the Embedded Audio Encoder Model
We propose a coder for the ubiquitous speech communications because its

quality, media bandwidth, and interoperability can be controlled to cope with
the requirements for the ubiquitous speech service. Fig.[land Fig. Blshow a block
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diagram of the embedded VBR, audio encoder and decoder model. Fig. [l shows
the block diagram of the embedded VBR audio encoder accomplished in the
transmitter. First, a decimator Hy(e?“) makes the input signal down-sampled
to 8 kHz

X(e7") = Ha(e™™) - S(e™), (1)

where S(e/?) is the input signal and X (e/%) is the down-sampled signal. X (e/*)
is the input signal to G.729 encoder. Then, G.729 encoder constructs 8 kbit /s bit-
stream for transmitting the narrowband speech from 50 Hz to 3.4 kHz. In order
to compute the remaining signal which is not coped with by G.729 encoder, the
decoded speech signal is generated by the G.729 decoder, then it is up-sampled
to adjust a sampling rate to the original signal by an interpolator H;(e/™).

Y(ejw) = Hi(ejw) : Sr(ejw)a (2)

where is the reconstructed signal by the G.729 decoder and is the up-sampled
signal. The remaining signal,, is computed by the difference between the original
signal and the up-sampled reconstructed signal as

san] = s[n] — y[n] 3)

In this computation, we consider the delay from G.729 coder. That is, it is con-
sidered that 5 ms look-ahead, pre- and post-processing delay times in G.729
coder and processing times needed for decimation and interpolation [§]. After
computing the remaining signal, the embedded high-layer encoder is performed.
It generates variable bit-rate bit-stream. Fig. [2] shows the block diagram of em-

8 kbps bit-stream Hle™)

| |

I |

G.729 b Up |

Decoder s [n] : Sampling I

—-——3 5 ;I_.

VBR bit-stream Reconstructed
audio

Embedded

Higher Decoder ¢ ] 1n]
“d

Fig. 2. A Block Diagram of the Embedded Audio Decoder Model

bedded VBR audio decoder accomplished in receiver. Transmitted bit-stream is
divided into two parts, 8 kbps bit-stream and VBR bit-stream. 8 kbps bit-stream
is decoded by G.729 decoder and VBR bit-stream is decoded by the embed-
ded high-layer decoder, respectively. After up-sampling of the decoded signal by
G.729 to adjust a sampling rate, two signals are merged and the complete signal
r[n] is reconstructed.

rln] = @, [n] + saln], (4)



An Embedded VBR Audio Coder for Ubiquitous Speech Communications 33

where x,[n] is the reconstructed narrowband signal by G.729 decoder, and sq4[n]
is the reconstructed remaining signal by the embedded high-layer decoder. When
we reconstruct the final signal, we consider the delay from G.729, the embedded
high-layer coder, and an interpolator similar to computing Equation ().

3 Proposed Embedded Variable Bit-Rate Audio Coder

To enhance the quality of voice for the ubiquitous applications, wideband speech
codec technology was the first consideration for better quality of media source
itself, since the performance of speech codec affects the quality of VoIP directly.
And in order to provide robustness against the fluctuation of effective band-
width over the ubiquitous network, we paid attention to the embedded VBR
wideband speech codec described in Section 3. G.729 based embedded VBR
coder(G.729EV) [9] was defined at SG16 of ITU-T. The main features of ToR
of G.729EV coder are summarized in Table [Tl

Table 1. Main Terms of Reference for G.729EV

| Terms | Requirement |
Core layer G.729
Bandwidth [300, 3400] ~ [50, 7000] Hz
Sampling rate for input signal| 16 kHz
Frame size 20 ms
Bit rates 8, 12~32 kbit/sec
Granularity of bit-rates 2 kbit/s
Algorithm delay < 60 ms
Complexity < 40 WMOPS
Quality Not worse than G.722@56kbit /s
Target application Packet Voice(VoIP)

As shown in Table [Tl the features of G.729EV provide high-quality internet
telephony service for wireline and wireless networks providing two strong advan-
tages. One is bit-level interoperability with legacy G.729 core codec, which is
very popular for VoIP services in Asia, Europe, and North America. Also, since
the frame size of G.729 is very short as 10ms, it gives the easier interoperability
with the mobile phone. The second and main advantage of G.729EV for internet
telephony over ubiquitous network is its scalability for the capacity of terminals
and bandwidth. It adapts data rates according to the status of network from 8
and 12~32kbit/s with the steps of 2 kbit/s.

3.1 Encoder

The block diagram of the proposed encoder is given in Fig. 3. 16 kHz wideband
input is low-pass filtered and then down sampled to 8 kHz. This down-sampled
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Fig. 3. Block Diagram of the Proposed Embedded VBR Audio Encoder

narrowband signal is encoded by the core layer and CELP enhancement layer.
The core layer is based on ITU-T G.729 standard codec.

This layer is interoperable with ITU-T G.729 standard codec in the level of
bitstream. The fixed codebook error signal of the core layer is processed in CELP
enhancement layer in order to improve the quality of core layer. Thus the output
of this layer is narrowband signal and the bit-rate is 1.5 kbit/s.

The difference signal between the delayed wideband input and up-sampled
output of local decoder is processed in wideband extension layer. The difference
signal is transformed using modified discrete cosine transform(MDCT). The co-
efficients are divided into several bands. The scale factor and normalized shape
vector of each band are quantized respectively. The core layer is similar to G.729
standard codec except the LPC analysis window, pre-filtering, and post-filtering.
The pre-filtering and post-filtering are suppressed. The length of the cosine part
and the center location of the LPC analysis window are changed [10] and the
look-ahead size is increased from 5 ms to 10 ms. The CELP enhancement layer
is designed to improve the quality of core layer. In this layer, the fixed code-
book error signal of core layer is represented by two algebraic pulses in every 10
ms. Signs and positions of the pulses are quantized with 15 bits. The pulses are
scaled with the fixed codebook gain of core layer.

An input signal X,[n] of the wideband extension layer in the Fig. 3 is the
difference between the delayed wideband input signal and the up-sampled version
of locally decoded narrowband signal, and the signal is processed on every 20 ms
frames. X5 [n] is transformed first using MDCT. The MDCT is performed on 40
ms windowed signal with 20 ms overlap. The MDCT coefficients, X(k), is split
into two typical bands, one for [0, 2.7 kHz] and the other for [2.7, 7.0 kHz]. The
coefficients of the first band are quantized in MDCT domain and the coefficients
of the second band are quantized on Linear Predictive Coding(LPC) residual
domain. Finally, all of the quantized parameters are encoded and packed into a
bitstream at the bit-packing block according to the predefined order.
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3.2 Decoder

The decoder also comprises three layers: core layer, CELP enhancement layer
and wideband extension layer as shown in Fig. 4. The operation of each layer
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Fig. 4. Block Diagram of the Proposed Embedded VBR Audio Decoder

depends on the size of the received bit stream. A frame erasure concealment algo-
rithm is also applied in order to improve the synthesized quality in frame erasure
condition. The frame erasure concealment algorithm of core layer is partly mod-
ified based on a state machine [I0]. The pitch gain and fixed codebook gain
is reconstructed by an attenuated version of the previous pitch gain and fixed
codebook gain respectively. The attenuation coefficient depends on the state. In
the case of voiced frame, the fixed codebook gain is set to zero. In wideband ex-
tension layer, an erased frame is recovered by multiplying a randomly generated
shape vector by the attenuated scale factor of the previous frame.

4 Performance Evaluation

We evaluate the performance of the proposed embedded VBR audio coder in
terms of the quality, algorithmic delay, complexity, and the size of memory. The
quality of proposed coder was evaluated formally by ITU-T subjective [I1] and
objective test methods [12]. The complexity was calculated by weighted million
operations per second(WMOPS) defined in ITU-T P.191 [13].

4.1 Quality Evaluation

In order to evaluate the speech quality, we perform the subjective and objective
tests for obtaining MOS and PESQ-WB scores which are formally defined each
in the ITU-T P.800 and P.862.2 recommendations. Table 2l shows MOS score for
narrowband speech, and compares its quality with the existing G.729A coder in
order to evaluate the enhancement of quality.
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Table 2. MOS Scores for narrowband speeches

Coder Male |Female | Mean
Direct 4.375 | 4.229 | 4.302
G.729A 3.667 | 3.688 | 3.678
Proposed@8k 4.042 | 3.938 | 3.990

Table Bl shows the MOS score for the wideband speech, and compared its
quality with the existing G.722 at 48 and 56 kbit/s, and G.722.2 at 8.85 kbit/s
coder in order to evaluate the quality.

Table 3. MOS Scores for the wideband speeches

Coder Male |Female | Mean
Direct 4.521 | 4.563 | 4.542
G.722.2@8.85k | 4.063 | 3.917 | 3.990
G.722@48k 3.896 | 3.875 | 3.885
G.722@56k 4.146 | 4.125 | 4.135

Proposed@14k | 4.313 | 4.354 | 4.333
Proposed@24k | 4.313 | 4.188 | 4.250
Proposed@32k | 4.458 | 4.271 | 4.365

Table @ shows the mean value of PESQ-WB scores of the proposed audio
coder in order to evaluate the linear quality enhancement of the embedded VBR
audio coder for wideband. For the objective test, we use 5 languages; Korean,
French, Japanese, German, and English.

Table 4. PESQ-WB Scores for the Proposed Coder

Bit-rates(kbit/s)|[PESQ-WB Score||Bit-rates(kbit /s) [PESQ-WB Score
14 3.28 16 3.29
18 3.37 20 3.55
22 3.58 24 3.60
26 3.61 28 3.62
30 3.62 32 3.69

Table [ also shows better quality of the proposed audio coder compared with
reference coders at -16, -36 dB signal levels and noise conditions. All of the
experiments involved four talkers (two males/two females), three samples per
talker, and three panels of 8 listeners each (24 listeners total).

The result concludes that the proposed audio coder has 10.85% better quality
than the existing G.729A coder at the same 8 kbit/s in terms of MOS score.
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Table 5. MOS Scores at different signal levels and noise conditions

Proposed Reference
8k (-16dB) 3760 | G.729A@Sk (-16dB) | 3.688
8k (-36dB) 3896 | G.729A@Sk (-36dB) | 3.500
32k (-16dB) 4.188 G.722A@56k (-16dB) 4.344
32k(-36dB) 4.292 G.722A@56k (-16dB) 3.458
8k (Music) 4.240 G.729AQ8k (Music) 4.219
8k (Office) 4.198 G.729A@8k (Office) 4.083
8k (Babble) 4.625 G.729A @8k (Babble) 4.354
32k (Music) 4.396 G.722AQ@Q56k (Music) | 3.969
32k (Office) 3.396 G.722A@56k (Office) 4.219
32k (Babble) 4.458 G.722A@56k (Babble) | 4.188

At 14kbit /s mode of the proposed coder which is the minimal bit-rate of wide-
band, it shows 10.86% quality enhancement than G.722.2 at 8.85kbit/s. And at
32kbit/s mode of the proposed coder, it shows 10.86~11.24% quality enhance-
ment than G.722 at 48 and 56 kbit/s.

4.2 Algorithm Delay

The algorithm delay of the proposed audio coder is 40.75ms, which comprises
20 ms framing delay, which is the same value of frame size of the coder, 10ms
look-ahead, 10ms MDCT overlapping window, and 0.75ms up/down sampling
delay.

4.3 Complexity and Memory

To calculate the complexity for the implementation of the proposed coder, we
use the WMOPS which are defined in ITU-T P.191 recommendations. The com-
plexity and the size of memory are summarized in the Table [ and Table [
respectively. In table G the complexity is evaluated in the worst case. The total
values are given by the sum of the three layers and other functions such as re-
sampling. The overall complexity of the proposed codec is about 37.85 WMOPS.

Table 6. The Worst Case Computational Complexity (WMOPS) of the Proposed Coder

Components Encoder Decoder
Core layer 11.683 2.612
CELP enhancement layer 5.707 0.042
Wideband enhancement layer| 9.692 4.265
Other functions 2.519 1.372
Total 29.601 8.291
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Table 7. Memory Requirement of the Proposed Coder(Word)

Memory Types| Encoder Decoder Total
PROM 3,704 2,943 6,647
DROM 22,865 22,865
DRAM 4,295 | 3,807 8,192
Total 37,704

The DROM takes into account all the constant tables. Same tables are used in
both encoder and decoder. Thus the DROM in table 6 is the summation of the
encoder and decoder. The DRAM corresponds to the memory of all the static
variables and worst case of the dynamic RAM usage.

5 Conclusion

In this paper, we have proposed an embedded VBR audio coder in order to pro-
vide the fittest quality of service and better connectivity of service for the speech
communications over the ubiquitous network environment. After dividing input
signal into narrowband and wideband, it performs coding procedure in each part
hierarchically and the bit-rate for providing the fittest quality between the ubig-
uitous end points is determined dynamically according to the channel conditions
and terminal capacities. This embedded VBR architecture of the proposed audio
coder provides the fittest speech quality of service, better connectivity of service,
and excellent service completion ratio among the various ubiquitous end points.
Therefore, the proposed audio coder is useful for high-quality speech communica-
tions such as voice over IP, conversational e-learning, audio conferencing, remote
monitoring, conversational internet games, and other multimedia services over
the ubiquitous network. For the interoperability with legacy voice terminal, the
proposed audio coder has the compatibility with existing G.729 coder. Moreover,
it uses G.729 enhancement coder to improve quality of the narrowband signal
and to provide the basis of better quality of the higher band. This higher band,
which covers all bandwidth of human speech, provides better quality compared
with the voice quality of analog telephones. The merit of the interoperability
of the proposed coder enables wider reuse of the existing voice over IP systems
such as G.729/G.729a terminals and gateways. As a result, the proposed coder
has a reasonable performance compared with the existing wideband audio coder
by the subjective and objective evaluation measures of speech quality.
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coder. The work was supported by the Ministry of Information and Communi-
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Abstract. To provide the bit stream with some level of protection
against channel errors, standard image and video techniques add a con-
trolled amount of redundancy. This redundancy may take the form of
resynchronization makers which enable the decoder to restart the de-
coding process from a known state in the event of transmission errors.
The Error Resilient Entropy Code(EREC) is a well known algorithm de-
signed to reduce the added redundant information. We propose a more
error robust algorithm, EREREC, for the bit stream of DCT and SPIHT
based coding techniques, which greatly improves its ability to maintain
the compressed image quality in the event of random errors. The simula-
tion results of proposed algorithm shows that the quality of transmitted
image is improved for the principal coding techniques.

Keywords: Error Resilient Entropy Coding, Set Partitioning in Hierar-
chical Tree, VLC(Variable-Length Code), Wavelet Transform, DCT.

1 Introduction

One inherent problem with any communications system is that information may
be altered or lost during transmission due to channel noise. This effect of such
information loss can be devastating for the transport of compressed image and
video.

Transmission errors can be roughly classified into two categories: random bit
errors and erasure errors. Random bit errors are caused by the imperfections
of physical channels, which result in bit inversion, bit insertion, and bit dele-
tion. When fixed-length coding is used, a random bit error will only affect one
code word. But if VLC is used, random bit errors can desynchronize the coded
information such that many following bits are undecodable until the next syn-
chronization code word appears. Erasure errors can be caused by packet loss
in packet networks due to physical defects, or system failures for a short time.
Random bit errors in VLC can also cause effective erasure errors since a single
bit error can lead to many following bits being not decodable and hence use-
less. Therefore, there is no need to treat random bit errors and erasure errors
separately.

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 40-E9] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Many error handling techniques have been suggested, such as Layered Cod-
ing[1], Forward Error Correction(FEC)[2], Multiple Description Coding(MDC)
[3], Error-Resilient Coding[4],[5],[6] and so on. The layer coding ought to guar-
antee the delivery of the most important base layer over channel, since a loss in
base layer can lead to a disastrous defect in the decoded visual quality. FEC do
not work well in highly compressed digital image and video, since FEC uses lots
of redundancy bits. The source coder with MDC assumes that all coded bits will
be treated equally and that all are subject to loss in parallel channels. And the
relatively overhead associated with MDC is appropriate only for channels that
have relatively high loss or failure rates. Error-resilient coding which reduces
redundancy due to channel coding, nonetheless protects against error propa-
gation. An error-resilient coding technique for image and video transmission
has been proposed which uses a bit rearrangement technique in Error Resilient
Entropy Coding (EREC)[4]. The EREC algorithm has attracted considerable
attention, because it allows the spatial propagation of transmission errors to be
significantly improved without any sizeable overhead. The EREREC(Efficient
and Robust EREC)[6] algorithm described in our previous work significantly
improves on the EREC[4] algorithm, by considering the statistical distribution
of the long and short blocks.

In this paper, we propose a new method which combines the EREREC|6]
algorithm with the SPTHT[7] algorithm, in order to accomplish better error re-
silience. We use the structures of the spatial orientation tree[7], in which each
tree is coded independently, and group the wavelet coefficients according to the
corresponding spatial blocks. By doing so, a highly efficient source coding can be
obtained in order to search for self-similarity fully in the coefficients across the
different scale-levels of the wavelet transform. Then, EREC is applied to reorga-
nize these variable-length data bits into fixed length slots for transmission over
erroneous channels. At the receiving end, the start bit of each slot can be auto-
matically determined in order to synchronize the data bits. Error propagation
has less noticeable effects on bits located at low frequency band.

We simulated the proposed algorithm, EREREC, for the bit stream of DCT
and SPIHT based coding techniques, which greatly improves its ability to main-
tain the compressed image quality in the event of random errors. The simulation
results of the proposed algorithm will show that the quality of transmitted image
is improved for the two principle coding techniques.

2 Error Resilient Entropy Coding

Error resilient entropy coding(EREC) was originally proposed in [4] to handle
the sequential transmission of variable-length coded DCT data blocks over noisy
channels. In the case of DCT based block image coding schemes such as JPEG,
H.263 etc., the length of the coded binary bits in one block is generally dif-
ferent from those of the other blocks. The key idea behind the EREC is the
re-organization of the variable-length data blocks into fixed slots.
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The EREC scheme allows for resynchronization at the start of each block
without the additional overhead of inserting redundant resynchronization mark-
ers. It does this by cleverly rearranging the existing blocks so that they fit into a
predetermined number of fixed length slots. The basic operation of the EREC is
to rearrange the M variable-length blocks (of length b;) of data into fixed-length
slotted structure (M slots with length S) in such a way that the decoder can
independently find the start of each block and start decoding it. The encoder
first chooses a total data bits length size Ltotal which is sufficient to code all the
data. Therefore, total bits length L;utq; of M slots is given by eq.(1). The value
Liotq; needs to be coded as a small amount of protected header information.

M M
Ltotal - Z Sz > sz (1)
1=1 i=1

where b; is variable-length bits of each block. Overall variable-length bits of
image M blocks do not exceed the total slot length Lyt bits. Slot length S
is determined as the average variable-length code bits of image M blocks given

eq.(2).
Al
o=l (&)]

where [e] is the ceiling function as integer value.

Next the encoder splits Liotq; into M slots of length S chosen to be even
approximately. An N —stage algorithm is used to place the variable-length blocks
of data into each of the fixed-length slots. At each stage k, a block i with left
uncoded data searches in slot j. Therefore this relates to offset (@) at k—stage
which is searching j = i 4+ k(mod M) for space to code some or all of the
remaining data from block i. @ is an offset sequence.

3 Set Partitioning in Hierarchical Tree

Set partitioning in hierarchical tree(SPIHT) image coding algorithm was devel-
oped in 1996 by Said and Pearlman|[7] and is another more efficient implementa-
tion of the embedded zero tree wavelet (EZW) algorithm. The wavelet transform
using 9/7 tap wavelets is applied to an image.

The main algorithm works by partitioning the wavelet decomposed image into
significant and insignificant partitions based on the following function.

b= 3)

_J1, maz; jyer {|Ci,;

Sn(T) = {0 , otherwise
where S, (T') is the significance of a set of co-ordinates, T', and C;,; is the value
of the coefficient value at co-ordinate 7, j. There are two passes in the algorithm
- the sorting pass and refinement pass. The sorting pass is performed on the
list of insignificant sets(LIS), the list of insignificant pixels(LIP) and the list
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of significant pixels(LSP). The LIP and LSP counsist of nodes containing single
pixels, while the LIS contains nodes having descendants.

During the sorting pass, those co-ordinates of the pixels which remain in the
LIP are tested for significance by using eq.(3). The result, S,,(T"), is sent to the
output. Those co-ordinates which are significant will be transferred to the LSP,
as well as their sign bit to the output. Those sets in the LIS which consists
of nodes with descendants will also have their significance tested. Those that
are found to be significant will be removed and partitioned into subsets. Those
subsets with a single coefficient which are found to be significant will be added
the LSP, or if they are insignificant, they will be added to the LIP.

During the refinement pass, the n” most significant bit of the coefficients
in the LSP is sent to the output. Then, the value of n is decreased by 1, and
the sorting and refinement passes are repeated. This continues until either the
desired rate is reached or n = 0, and all the nodes in the LSP send all their
bits to the output. The latter case will result in almost perfect reconstruction,
as all of the coeflicients are processed completely. Moreover, the bit rate can be
controlled precisely in the SPIHT, because the output is produced in the form
of single bits and the algorithm can be terminated at any time.

3.1 Block Composition of a Content Similarity Tree of SPIHT

After the hierarchical wavelet decomposition, coefficients corresponding to the
same orientation componets of the image at different decomposition levels are
grouped into a wavelet tree structure. This wavelet tree is rooted in the lowest
frequency sub-band and, out of each 2x2 root node, one node has no descendent
and every other coefficient has four offspring in the high frequency sub-band of
the same orientation, thus forming trees. In each tree, If one node is insignificant
with respect to a given threshold, all of its offspring will most probably be in-
significant with respect to the same threshold. This is a well known self-similarity
property in insignificant across different wavelet frequency scale levels.

The set of four coefficients at the lowest frequency band and their descendents
(if any) can reconstruct the square block-based wavelet transform. The left-hand
side of Fig.1 shows the spatial orientation wavelet tree structure formed by the
self-similarity property and the right-hand side of Fig.1 is its equivalent square
block image content when all coefficients in the wavelet tree are grouped|8].
These data are the frequency component for a specific image area with the same
block size at the corresponding position.

We use the structure of the spatial orientation tree[7] using self-similarity, in
which each tree is coded independently, and group the wavelet coefficients ac-
cording to the corresponding spatial blocks. After the coefficient grouping, one
tree corresponds solely to one image block. For each wavelet tree, the SPTHT is
employed to encode it independently. By doing so, multiple wavelet tree coding
can be considered as the re-organization of the single SPIHT coded bit-stream
into multiple variable-length segments, and each variable-length segment corre-
sponds to a single wavelet tree and, thus, a single spatial block in the original
image. In consequence of multiple wavelet tree coding, the coefficients of low



44 J.-S. Kim and K.-Y. Lee

j#»

Wavelet Spatial Orientation Treein SPIHT Image Block Domain

Fig. 1. Wavelet Tree and block composition from the tree

frequency band that is located in front of the each slot can be used to synchro-
nization of data bits. This is especially important in the case of the block based
SPIHT, because the low frequency band include more important information
than the high frequency band. So, the coefficients of low frequency band in mul-
tiple wavelet tree less affect than that of the single SPIHT bit-stream in random
bit errors and the error propagation has less noticeable effects on bits located at
low frequency band.

Therefore, we propose a new algorithm which adds the EREREC function.
The proposed algorithm has good performance.

4 Robust Bit-Streaming Algorithm

In image compression algorithms, DCT and Wavelet are the most popular trans-
form therefore we suggested the algorithm which is the simultaneously effective
performance enhancement of Error Resilient Entropy Coding between DCT and
Wavelet. A Simple block diagram of DCT and Wavelet is shown Fig.2.

Error Resilient

Entropy Coding Bitsiream

Input
Image

8x8 DCT Variable-
Block Partitions| &Qunatization Length Code
Wavelet Block Quantization &
— "
Transform Composition SPIHT

Fig. 2. DCT and SPIHT based image coding

Error Resilient
Entropy Coding

Input

Imege Bitstream

The data in the blocks is allocated to the corresponding slots, starting from the
beginning of each block. Blocks that are larger than the slot size are truncated
and the remaining data are put into other slots having available space according
to a predefined offset sequence. Therefore, at the receiving end, the start of each
block can be automatically determined as the start of each fixed length slot.
In the absence of channel errors, the decoder can follow the same algorithm to
recover all variable-length blocks using the same offset sequence. When channel
errors occur, error propagation in EREC decoding will more likely affect the data
close to the end of each block than that close to the beginning of each block.
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This characteristic fits well with the DCT and wavelet tree embedded coding we
used.

In our scheme, coefficients are encoded from the lowest frequency band to the
highest frequency band. Therefore, the importance of the coded data generally
decreases along the bit-stream from the beginning to the end. In the case of
noisy channels, error propagation will more likely affect the higher frequency
band, which results in less distortion energy.

4.1 Efficient and Robust Error Resilient Entropy Coding

Efficient and Robust Error Resilient Entropy Coding(EREREC) uses the cor-
relation of consecutive long and short blocks using high probability between
the coding lengths of the transformed blocks. The initial searching position and
offset value are selected by the VL.C block properties.

We first describe some definitions that will be used to explain the EREREC
method. Let d;,i = 1,2,..., M denote the i — th block of data to be placed in
M slots of equal length S. Here, M corresponds to the total number of output
blocks from the Huffman encoder, and S is the average code length. Let I(d;)
denote the number of bits in block d; to be placed into the slots, and I(m}) be
the number of bits in slot m; at stage n of the algorithm. The indicator func-
tion is denoted by I in the definition given below, and we drop n for convenience.

Definition 1. The set F'={m;, mjy1,...,my} is called a full cluster if I;;(,,,)> s}
=1,75=11+1,.. .,k,[{l(m171)<5} =0 and I{l(mk+1)<S} = 0.

Definition 2. The set E = {m;, mit1,...,my} is called a partially full cluster
if I{l(mj)<5'} =0,7=1,1+1,..., kvl{l(mi71)25} =1 and I{l(mk+1)25} =1.

Therefore, the probability of block d; finding a partially full slot m; is high for
j > i+ 1 when l(d;) > S, since those output blocks whose length exceeds S are
more likely to be followed by similar blocks. That is, the clustering of blocks is
highly correlated with the VLC block length. So, a block has to cross the full
cluster and reach the partially full cluster in the consecutive stages to be placed
in a slot. If F1,F5, ..., F,. and E1, Es, ..., Es; denote the r full clusters and the
s partially full clusters, respectively, then the average length of each cluster is
given by

Ly = [ + o + -+ O] (@)

L.= E [C(Ey) +C(E2) + -+ C(Eg)]—‘ (5)

where C' denotes the cardinality of a set and [-] is the ceiling function. The
searching step size(SP) is given below

(6)

Sp — ’VLf +Le-‘

2
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Since spatially neighboring blocks have similar properties, there is a chance
to reduce the slot searching time. This property can reduce the searching step,
which involves searching for empty slots and filling the unfilled bits in these
slots with the extra bits from the remaining large slots, so that, in the proposed
method, the extra bits from the large slots are placed in nearby slots. We calcu-
late the maximum number of consecutive long blocks(L;) and short blocks(Ly),
rather than the average slot length(.S). Then, we find the start position(Ppyax) of
L; consecutive long blocks and the start position(Ppyin) of Ls consecutive short
blocks, using eqs.(7).

p+L

Prax = arg mazx, Z I(d;) (7)
i=p
p+Ls

Prin = arg min, Z I(d;)

i=p
By using these values, the initial position(P;,iziar) is given by eq.(8)
Pinitial = (Pmin - Pmax + M) mod M (8)

where M is the total number of blocks. Pj,tie; means the spatial distance be-
tween the consecutive long blocks with the summation of maximum block bits
and the consecutive short blocks with the summation of minimum block bits,
so the chance that the large slots can find small slots can be maximized with
this offset value. Therefore, we suggest that the initial position be used as the
initial offset value(®;), and we use it to calculate the offset sequence values of
the consecutive stages.

Once the SP is decided by eq.(5), the offset sequence values are calculated by

eq.(9)

o _ (@1 +k SP)mod M , k= odd o)
LT (@ — k- SP)mod M, k= even

where £k = 1,2,3,..., and the ‘+’ and ‘-’ symbols refer to the forward and
backward searching directions, respectively. @1 is the number of searching
iterations. We must examine eq.(9) carefully. Since the offset value increases as
SP, if we chose some SP, all offset values are not searched in any case (i.e, the
offset value can have the same value as the previous offset after some iterations).
Therefore, we find the necessary condition to avoid offset repetition. If a prime
factor of the SP is {1, 21, x2,...,2, } and a prime factor set of the total slot is
{1,y1,92,--.,Yn}, then offset repetition can be decided as follows.

If any value of z;(i = 1,2,...,m) does not match y;(j = 1,2,...,n) except 1,
then all of the offset sequence values can be selected once by eq.(9). On the other
hand, the values of the offset sequence cannot be selected once only if the above
condition is violated. In that case, we adjust the SP value to assure that the
necessary condition can be satisfied. The detailed operations are shown below,
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Detail-1: When the same factors exist between the prime factors of the S P value
and the prime factors of the total slot, with the exception of a prime factor of
1, eq.(9) cannot search all of the offset values and, hence, repetition occurs.

Detail-2: The value of SP increases one by one until the necessary condition
is found. Then, new offset sequence values are decided by using the value of the
new SP in eq.(9).

In the above explanation, the SP value can be incremented or decremented.
Since the probability of finding an empty slot is higher with a large offset value,
due to the spatial correlation of the neighboring blocks, we increment the SP
value. EREREC changes the initial offset more adaptively than the existing
EREC methods and depends on the characteristics of the image blocks.

4.2 Bit-Stream Structure of EREREC

By doing so in previous section 3.1, a single SPITHT coded bit stream can be
considered as the multiple wavelet tree coding with variable-length code corre-
sponding to a single spatial block in the original image. In using the multiple
wavelet tree, the coefficients low frequency band including more important in-
formation are located in front of the each slot in order to synchronize the data
bits. In the other side, the coefficients of low frequency band in single SPTHT
can not located in front of bit stream and not synchronize the data bits. When
bit errors occur, the coefficients of low frequency band in single SPIHT more
affect than that of the multiple wavelet tree due to absence of synchronization.

‘ pCT | | Wavelet ‘
Applying VLC to each blocks Block Composition and SPIHT
lvici[viczcd vica [ [vicn] [tree1| Tree 2 [rrees] Treea |-+ meen]
EREREC EREREC
[Sot 1] Sot 2] Sot3 [Sot 4] - [SotN] [Sor1]Sot2] Sor3[sota] - [SorN]
Bitstream of DCT Bitstream of SPIHT

Fig. 3. Bit-Streaming of SPIHT and DCT based coding for EREREC

EREC re-organizes these multiple variable-length parts in order to obtain
an error resilient coding. According to using the EREC, error propagation is
conversed into the coefficient bits of high frequency band and the coefficients of
low frequency band including more information can be more safety against the
bit errors. Fig.3 shows the proposed basic idea compositing the blocks of DCT
and SPIHT based coding for the EREREC algorithm.

5 Simulation Results

We simulated the 512x512 8 bits/pixel Boat image on the algorithms described
in previous sections. EREC and EREREC algorithms are applied to the bit
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(8) SPIHT-EREC (a) SPIHT-EREREC () JPEG-EREC (8) JPEG-EREREC

Fig. 4. Reconstructed image with 104 bit errors at 0.397bpp

streams obtained from 1024 trees of SPTHT and from 4096 blocks of DCT based
coding in order to compare the performance of two methods.

In our experiment, we obtained self-termination by utilizing the value of the
stop-layer for the encoding and decoding of each wavelet tree. Fig.4 shows the
reconstructed image with 104 bit errors at 0.397bpp. Fig.5 shows the BER versus
PSNR at 0.397bpp and the table 1 describes the numerical values of Fig.5.

We can summary the simulation results as follows; The quality of image is
strongly affected by bit error. So the most of algorithms have low PSNR at the
high error condition. In the given range of bit errors, EREREC has high image
quality that means more error resilient, when compared to previous EREC.
SPIHT-EREREC shows the best quality that is 2dB (in PSNR) higher than
that of DCT-EREREC from the image quality point of view.

- -~ - SPIHT-EREC —a— SIHT-EREREC L
35 —a— JPEG-EREC — % JPEG-EREREC
g 30 T -
z 2 - et ———
i 20 L — a __::
15 : : : :
000005 00001 00005 0001 0003
BER
Fig.5. BER vs. PSNR at 0.397bpp
Table 1. BER vs. PSNR at 0.397bpp
BER Number of SPIHT SPIHT JPEG JPEG
FErrors —FEREC —FREREC —FEREC —FREREC
5%x10°° 5 29.3183 29.9360 21.4529 27.1074
1x10~4 10 27.7035 30.1774 22.3958 27.1420
5x107% 52 25.3664 27.3722 20.9569 25.4653
1x1073 104 23.6026 24.8483 19.8813 22.6863
3x1073 313 22.4548 23.5462 19.0420 20.7721
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6 Conclusion

The Error Resilient Entropy Code is a well known algorithm designed to reduce
the added redundant information. We proposed a more error robust algorithm,
EREREC, for the bit stream of DCT and SPTHT based coding techniques, which
greatly improves its ability to maintain the compressed image quality in the
event of random errors. The simulation results of the proposed algorithm showed
that the quality of transmitted image is improved for the two principal coding
techniques.

Therefore, the proposed EREREC algorithm showed better image quality
than the previous EREC algorithm for the range of BER. So we can say that
our proposed EREREC algorithm has good performance on image quality and
robustness for error prone wireless communications environment.
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Abstract. The media community service and user interface that can be
supported in an ubiquitous environment is a basis for sharing through
various media informations and personalized service. Experiments on the
conceptual and technical elements and its application were carried out
in this study. Some mobile devices, which were equipped with sensor
network with a 900 MHz, 2.4GHz frequency substitution and a media
server, which was equipped with sensor gateway for arbitration of each
media device, were used to establish a multi-substitution ubiquitous me-
dia community environment. Under such an environment, the context
information of a device was exchanged with another through a gateway
in a media server and each device was able to interwork by context infor-
mation generated on a different mobile device, in a different substitution,
effectively.

1 Introduction

The sensor network is different from passive RFID and is semipermanent. Us-
ing a low power technology, it can transmit data to a long distance through ad
hoc technology. It is developed in a 900 MHz and 2.4 GHz frequency band and
studied in a various fields, such as bridge monitoring, necklace tag, temperature
detection and position tracing. But we tried to apply sensor network to the media
device for sharing a public media information and viewing a personal informa-
tion and then eventually, to design a media community for ubiquitous society.
So, we assumed that a current home looks like a ubiquitous and we established
a local ubiquitous network under multi-band sensor networks. For instance, the
media server is used as a sensor network gateway, each mobile device connect to
it by sensor network and each device is able to exchange another with the me-
dia information or interwork each other through it. Receiving and transmitting
sharing information between devices by sensor network, showing the necessary
information based on user interface or interworking other networks through the
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media server, a wide media community environment is able to established. On
this supposition, we adopted a media environment for digital broadcasting as a
subject of study. The details of this paper is described as follows. The existing Ul
related study is introduced in a Chapter 2. The sensor working together technical
contents between devices are shown in a Chapter 3. An individualization Ul tech-
nology is described in a Chapter 4. The simple experiment results are shown in a
Chapter 5.

2 The Trend of Researching Electronic Program Guides

Nowadays, a various EPG services are studied and built for applying digital
broadcasting with a different method by many researchers. One of the exam-
ples is to use a only character information. This type of information includes
the general characteristics of a TV program guide, that is, time, station, title
and date, etc. of news, an interviews, sports, documentaries and movies. These
are categorized into some more detailed types and is currently used by EPG
of TiVo[1] and Diego [2]. It is a very generous method to navigate a electronic
program guide and support services for Digital TV. Second is to use an audio
Pattern Information. After analyzing an audio characteristic of a TV program,
it separates a jenre of TV program using a probable variance of analyzed data.
The analyzed audio patterns are saved in the storage and can be used for video
indexing and segmenting of TV programs. The electronic program guides uses
simple text based information about genre for whole programs, but this deter-
mines genre information at the level of program segments.[3] And third is to use
medatata. The Metadata means 'data about data’, and can be divided into 4
categories: Content Description Metadata, Instance Description Metadata, Seg-
mentation Meta data, and User Preference. It can be provided more detailed
program information than a current electronic program guide. In this way it is
called, Advanced EPG.[4] Finally, it is to use a habit information. The broad-
casting channel becomes larger than an analogue broadcast, and a lot of trouble
occurs in a channel search or channel setting. In order to solve these troubles, it
uses a recommendation method that an audience make a favorite TV program
select based on the watching time, favorite program, preference, age, sex, job,
etc. It is called, Personalized Program Guide(PPQG).[5],[6]

3 Sensor Network Synchronization Technology Between
Different Bands

3.1 SGMI Fragment Data Format

The SGMI data is transmitted to another device with a Fragment Data Section
part in the Sync Agent Protocol Message structure and it has a 17 bytes length
at this time. The front 1 byte is set up as the ID value, which can partition
off SGMI data for 17 bytes, and the last byte is set up as the value that can
confirm whether a normal data transmission exists. An explanation about of the
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meaning of an each field is as follows for Fragment Data. The identity ID is a
random value that can confirm an agreement of SGMI data transmitted in 4 bits
in size, and a random value is used, and 16 kinds of SGMI data acknowledgement
codes are made. The class ID is the value that SGMI data transmitted in 4 bit
size can classify any kind of data into. 0x00 is meaningless with NULL, 0x01 is
UI, 0x02 is the User Preference, 0x03 is the EPG data, and 0x04 0xOF is the
reserved value. SGMI Data means the SGMI data that are transmitted from
source to 15 bytes size, and Checksum is the value that can confirm whether the
data transmitted to Fragment Data Section are normally data that have been
received in 1 byte size.

Header Payload Checksum

R L £

CRC
(2 byte)

Sync Message
(Tos Msg) Dest Addr | HandlerlD GrouplD Msg Len

(2 byte) (1 byte) (1 byte) (1 byte) Data (24 byte)

SGMI Fragment
Data Message

Cmd Msg Typd Sequence No Dest Addr |Fragment Num| Total Fragment

(1 byte) (2 byte) (2 byte) (1 byte) (1 byte) Fragment Data(17 byte)

Checksum
(1 byte)

Identity 1D Class ID

(4 bits) (4 bits) SGMI Data(15 byte)

Fig. 1. A Structure of SGMI Data in TOS Message

3.2 Sync. Agent

Sync.Agent is an agent technology that it is able to control the sensor network
between devices and transmit data on it. It is necessary for a user to share infor-
mation with a local community even if a user does not intend to send contextual
information through the sensor network module attached to the media device.
An explanation about working together between devices using Sync. Agent is as
follows.

Figure 2 shows the operation stream of a synchronization protocol. It broad-
casts using the MMP Sync Agent which generates a MMP Discovery Req Mes-
sage for User SGMI DB configuration in a Data Aggregator module of an
embedded media station for a different kind device user SGMI data collection
if media server is run, and accesses the sensor network for each band. It trans-
mits an ID Beacon Message which the environment recognition Sensing value
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900 MHz USN 2.4 GHz USN Sensor Gateway
Mobile Device Mobile Device Media Server

Discovery Req. Message

Discovery Req. Message

ID Beacon Message

ID Beacon Message

SGMI Sync. Req. Message

SGMI Sync. Req. Message

SGMI Segment Message

SGMI Sub Sgmt. Req. Message

SGMI Sub Sgmt. Message

SGMI Segment Ack Message

SGMI Segment Message

SGMI Sub Sgmt. Req. Message

SGMI Sub Sgmt. Message

SGMI Segment Ack Message

Fig. 2. Sync. Agent Synchronization Protocol Operation Flow

that Sync Agent Device Id, SGMI Version, to have gained of the MMP device
that received the MMP Discovery Req Message which a broadcasting becomes
with each band is simple was included in to media server for one second. It is
composed Sync Agent Tree existing through Id Beacon Message parsing trans-
mitted through multi-hop routing to a band star. It transmits SGMI Sync Req
Message to the specific device that corresponds to each band through thed ac-
cessed Sync Agent if it carries out the User Profile and Version Matching that
exists in the User SGMI DB as for the media server while making its round a
node of Sync Agent Tree, and transmission of new SGMI data are requested.
It is not a compulsive transmission, and it transmits multi-hop routing through
the re-broadcasting method of a Sync Agent node in the case of this message.
That is, it distinguishes whether its own ID value can be compared with the
Destination field value, and the node that received the SGMI Sync Req Message
was transmitted from a message to itself. It broadcasts again, and it transmits
the message that it is not a message transmitted to itself, and is received by
all nodes in the RF Range. The Sync Agent of MMP carries out segmentation
in order to transmit the User SGMI Info accumulated in a device. Because the
Payload size (25bytes) of the SGMI Segment Message transmitting User SGMI
Info is limited, it is transmitted through a message fragment. It is assigned to
the media server that received the first SGMI Segment Message according to the
Total Fragment value of the Message Slot, and the SGMI Segment Message is
transmitted in the order it is saved in the corresponding Slot and Assembling
make another User SGMI Messag. The SGMI Sub Sgmt Req Message ordering
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the Segment that was not received again is transmitted from the transmitted
Segment Message to an MMP device by packet loss if receipt becomes inferior.
Reset does the Slot which massage receipt judges an impossibility if the SGMI
Sub Segment Message request that is not received in media server is requested
by three times, and Req Count reaches 3, and massage receipt is canceled, and
was received. Also, a receipt failure node is deleted from the Sync Agent Tree
generated by the media server. If the divided User SGMI Info is received all in
order, and the SGMI Slot is filled, the media server lets the SGMI Segment Ack
Message to be transmitted to an MMP device, and it is received successfully.

4 The Context and Method for UI Presentation

The user interface is different from the technical interface (the interface used be-
tween devices). The technical interface is performed through direct interaction,
but the user interface is performed indirectly through the interface with a com-
puter. Also, it is not hard to make this interface. It is played in the order that the
data in a system are seen, or may be changed. A command had more easily and
clearly communicated through the technical interface. These can be seen with
the basic structure of the basic user inter-face, and Ul-related researchers have
thought about the basics. D-UI (Dynamic UI) supports enough six Factor of
Usability in this study,[7] and is done with the aim of providing a user interface
that can adapt itself to variety in an ubiquitous environment. The details are as
follows.

4.1 The Transmitted Context Information

Program Context. Seeing the ATSC(Advanced Television Systems Commit-
tee) document, a various standard table information transmitted from the digital
terrestrial /cable broadcasting station is described, and a various information
such as time information, program information, version information is transmit-
ted along the MPEG-2 stream using these tables. An EIT(Event Information
Table) that transmits information related to a program is mainly used in this
study and all kinds of information about some program, that is, Video PID,
Audio PID, the start/stop time and the like is tranmitted. [8]

User Context. A user context is composed of 4 types of informations: user ID,
Device ID, user symbol information and device information. The User ID is used
to confirm that transmission of the users context information to a network was
authorized. The User ID value, which confirms that the user is registered to use
the device, is extracted from the related media device. An random hexadecimal
number value for the user was used in this study. Adding a mobility to a dynamic
EPG in a wide meaning, the device ID is the value that describes the type of
related media device. The broadcast-related information that a user prefers in a
media device (jenre, actor, etc) is recorded in the user preference information.
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UI Context. Because the Ul context used in this study is applied to electronic
program guide technology in digital broadcasting, it will be described with re-
striction. The background screen, date, time interval, broadcasting station and
a program output screen were drawn on one screen on an electronic program
guidebook. The screen explained a program with 6 sub-screens. The structure
of this part and 1:1 mapping were got completed in this study, and to connect
to a component one individual was made. EPGBack, EPGData, EPGTimeln-
tercal, EPGStation, EPGProgram, EPGDescription are the components that
correspond individually, and a structure that can express the information that
a user set up information about this with fluid by a foundation was designed.

4.2 Software Structure

MIPM(Meta Information Processing Module). The SGMI(Self Gener-
ated Meta Information) information that is the inputted Meta information is
transmitted from the outside through a network (a sensor, TCP/IP) to each
media device. This information is composed of user-related preference informa-
tion or Ul information and other a lot of information, and is transmitted in a
regular structure to a remote media device. The Meta Information Processing
Module was necessary, and the structure is shown in Figure 3 in order to extract
UI data of the form that a user wanted through these data.

Context Concatenator

Context Classifier ;
User
Data

Context Demuxer T ——

SGMI Stream %

Fig. 3. A Meta Information Processing Structure

Three MIPM were executed (Context Demuxer, Context Classifier, Context
Concatenator.). The Context Demuxer extracts data to make ID agree with the
ID value set up at the receivubg device when a lot of data are transmitted to
the SGMI Stream. The Context Classifier classifies the data extracted from the
Context Demuxer. This information includes what kind of data have been clas-
sified in the SGMI Stream, and role to gather the information at the place that
did data to have information with a base at the same day is carried out. The
Context Concatenator is made from the total data size from the source before
the transmitted data have been classified in the Context Classifier from source.
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Virtual Framework Creator

Element Classifier Data

Element Analyzer

Fig. 4. A Rendering Structure

That is, the size of the date should be small, and the data that have been divided
are put together, and the original data are made.

RM(Rendering Module). The data skipped through MIPM are different
from the actual GUI with data of a text form.Therefore, the middle intermediate
which can let convert it in the middle in order to express data of a text form
to a screen with a picture must be, but it is Rendering Module(RM) to play
this. The meaning of each Element is interpreted, and, as for the data that RM
deals with, this can make a structure to see from XML-like data skipped in
pure MIPM.Four RM are executed: the Element Analyzer, Element Classifier,
Virtutal Framework Creator and Data Storage. The Element Analyzer separates
the XML-like data. They are analyzed with the structure Element for Element,
the User Preference for Ul and Element for data are separated, and can be dealt
with. The Element Classifier separates these analyzed data into a group. That
is, data for UI do it in order to connect the each object to an event in GUI,
or User Preference does it in order it is classified particularly, and to be able
to deal with each ID. The Virtual Framework Creator functions before being
shown in an actual screen in order total configuration tries to be expressed with
a virtuality, or to monitor it. It is played in order it is marked by an actual
screen, and to be able to all inspect it internally. Data Storage saves the data
transmitted through a network, but the data of this time are saved according to
the rules that were predefined so that it is used suitably when UI is expressed.

GPM(Graphic Processing Module). The GPM deals with the D-UI finally
so that the GUI that a user requests on an actual screen is expressed, and the
interaction is presented to a user.

The GPM performs three executions. Virtual Framework Analyzer, Graphic
API Mapper, and Presentation Engine. The Virtual Framework Analyzer
analyzes the Virtual Framework information generated in RM. The informa-
tion that was analyzed here is communicated with the Graphic API Mapper,
but graphic API and 1:1 mapping are done so that it can be marked by an
actual screen. This information is displayed on the screen by the actual graphic
engine.
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Presentation Engine

Graphic API Mapper

Virtual Framework Analyzer

Fig. 5. A Graphical Process Structure

5 Experiment

If a mobile media device get into the local media community environment, the
user information and UI information saved in a device is transmitted to the
media server through a sensor network, and the information transmitted to a
media server is saved per user. At this time, it is confirmed whether there is
relevant user information on the media server if a user requests an EPG screen
display in a mobile device. If there is a registered user information, it is displayed
EPG on a screen based on the information by using a electronic program guide
program. If not, it is displayed EPG supported basically. Figure 6 is a mobile
device equipped with sensor network for experiment and Figure 7 shows an
experiment environment.

The user context information that is transmitted from a mobile device to a
media server is used for EPG context extraction from the MPEG-2 stream. An
UI context information transmitted from a mobile device is used for configuring
UI components and properties so that an complete electronic program guide
screen is made. Because there are a lot of media community environments in real
life and we cannot configure it, so we was only used the restriction of a cable

8500 MHz, 2.4 GHz Sensor Network Module

Fig. 6. A mobile device equipped with sensor network for experiment
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1.Transferring User/GUI Context Information Using Sensor Network

900 MHz A 3.Request of EPG Display by User

................ 2.Storing & Analyzing Conte;'e‘t
................................ Information E

Fig. 7. An experiment environment

network based on an ATSC standard in this study. The local media community
environment was composed through a sensor gateway of the media server with a
sensor network of different bandwidths and lots of mobile device are arbitrated
to communicate with each other by a media server. In this study, we showed the
possibility of the EPG service with a User Context/UI Context/EPG Context
using a sensor gateway. But it took a considerable time to transmit the EPG
Context and the same large data restricted the transmission speed of a sensor
network, and the bottle-neck phenomenon to have obeyed transmission occurred.
But the application was able to show that considerable possibilities for a media
environment that uses a sensor network.

6 Conclusion

Although a lot of burdens follow, it was very effective in a measure to use a sensor
network within a virtual ubiquitous environment. While one is unconscious, some
data were transmitted to another device, reproduced in a media device and
displayed on a screen. Even though a media device is under a multi-band, the
media community was established through media server with sensor gateway
and the information was shared each other. As a result of a study, we proved
that a sensor network can be used to transmit some information in a media
environment and applied to a ubiquitous media environment sufficiently.
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Abstract. This paper proposes a remote diagnostic protocol and sys-
tem for U-Car, which has same functionality of conventional scanners,
automobile diagnostic instruments. It consists of a remote server, mo-
bile handsets with an application and a connecting device. The remote
server has vehicle diagnostic database. The application program on mo-
bile handsets relays diagnostic signals and controls the flow of data pack-
ets based on the dedicated protocol. The connecting device is used for
converting the signal level and protocols between automobiles and hand-
sets. Since the remote server diagnoses vehicle directly, diagnostic his-
tory can be accumulated automatically. Therefore, value added services
such as connecting service-shop directly based on diagnostic results are
possible. New automobile systems can be easily dealt only by changing
diagnostic database of the remote server. Although the proposed system
is constructed based on mobile handsets, it can be easily extended to
car-PCs and other systems for U-car.

Keywords: U-car, Telemetry, Vehicle diagnostic system, Mobile hand-
sets.

1 Introduction

With the advance of communication technologies, automobile systems become
more and more intelligent. U-car means such intelligent car systems based on
network capability. Many value-added services such as navigation services based
on real-time traffic information, car office based on car-PCs, and automated
highway system can be possible from network capability using various media.
Among these, mobile handsets are important and powerful media.

Telemetry services are remote control and measurement services. Users can
control local devices remotely using mobile handsets that connect to remote

* Corresponding author.

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 60-G8] 2007.
© Springer-Verlag Berlin Heidelberg 2007



Remote Diagnostic Protocol and System for U-Car 61

control servers, which are physically connected to the controlled devices. Mean-
while, different from this common concept of telemetry services, the concept of
Smart Telemetry Service(STS)[1] has been proposed. In STS, the local device is
controlled from the remote server by physically connecting with mobile hand-
sets, which is easy-to-carry and hence very important media in the ubiquitous
environment.

Vehicle Diagnostic system is one of the important part in U-car systems.
In automobile diagnosis market, the functionality of conventional scanner are
imported to telematics devices that are customized for each type of car systems.
Although new car systems accord to the international standard ODB-II, there
are many previous car systems using other protocols. Therefore, it is difficult to
make telematics devices that accommodate these various car systems.

In this paper, we propose a diagnostic protocol and system for U-car. The pro-
posed system is based on Smart Telemetry Service technology and uses remote
server, simple connecting devices(or converting board), and wireless handsets. It
is possible to cover various car systems by downloading an application on mobile
handsets and upgrading the server.

Moreover, to resolve time delay problem in mobile networks, a dedicated pro-
tocol is designed for vehicle diagnostic systems. In the proposed method, vehicle
diagnostic operation is executed directly from remote server. Additional car sys-
tem can be covered by only upgrading diagnostic database on the server. Various
services can easily be deployed based on the diagnostic history accumulated au-
tomatically in the server.

This paper is organized as follows. At first, we explain the concept of Smart
Telemetry Services and the configuration of remote diagnostic systems. Then
the problem of time delay is discussed and the dedicated protocol to resolve this
problem is explained briefly. To show the effectiveness of the proposed method,
experimental results are shown. Finally, future works are discussed.

2 Smart Telemetry Services

Different from general telemetry services, Smart Telemetry Service(STS) is based
on the mobile handsets carried by users. STS makes remote server control local
devices directly which do not have network capability. That is, it requires users
to carry mobile handsets or other devices with network capability. It is useful in
the cases when most operations can be executed in the remote server without
changing local devices.

It is also different from the previous data communication scheme that uses
mobile handsets as simple CDMA modem. The difference of previous scheme
and the proposed method is depicted in Fig.1.

Fig.1 (a) shows the previous data communication scheme. In this scheme,
notebook or PDA systems connect to remote server by using mobile handsets as
CDMA modem. In this case, it can be applicable only for network-capable devices
such as notebook or PDA. That is, it cannot be applicable for the previous
network-incapable local devices.
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Fig. 1. Comparison between previous schemes and the proposed scheme

Fig.1 (b) shows a typical scheme controlling these network-incapable local
devices. In this scheme, using notebook or PDA, local devices can connect to
remote server through wired or wireless network. Recently, market trend goes
to converge mobile handsets and PDA. However, due to time and cost, it is not
appropriate for common users.

Fig. 1 (c) shows the proposed scheme that remote server controls local devices
through mobile handsets. In this case, mobile handset operates as a virtual cable
interconnecting local devices and remote server over CDMA networks.

The proposed scheme is effective for controlling previous network-incapable
local devices from remote server. It is done by downloading application for mobile
handsets.

In this scheme, one of the important problem is the time-delay in wireless
networks and internet. For most vehicle diagnostic protocols including ODB(On-
Board Diagnostics)-I1, it is required to exchange signals within pre-defined time
for establishing connection and for keeping connection after connection estab-
lishment. Since such conditions cannot be guaranteed in wireless networks, it is
necessary to design a dedicated protocol that resolves this time-delay problem.

3 Configuration of the Proposed Vehicle Diagnostic
System

In Fig.2, the configuration of the proposed vehicle diagnostic system is depicted.
The remote server and the application on mobile handsets exchange information
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Fig. 3. Procedure of the proposed vehicle diagnostic systems

on TCP/IP. Mobile handset application does the functionality of user interface
and relaying data for remote diagnostic operations to ECUs(Engine Control
Units) through the converting board. Mobile handsets and the converting board
are connected through UART with voltage level of 0 to 3.3[V] and the convert-
ing board changes voltage levels and communication schemes for the ODB-II
protocol or others.

Users can select automatic diagnostic operation for pre-registered car system
or do manual diagnostic operation for other car systems using user interface
menus provided by the remote server. After selecting the type of car system
and connecting the cable between the converting board and ECUs, users can
start diagnostic operation. According to the protocol between mobile handsets
application and the remote server, the control data from the remote server by-
passes to ECUs through the converting board that converts signal levels and
communication schemes.

Through the pre-defined establishment sequence and the diagnostic protocol,
ECUs and the remote server exchange data for diagnostic operation. Then, the
remote server analyzes the diagnostic data. Finally, users can check the results
through mobile handsets. Such results are saved automatically on remote server
and various additional services such as automatically connecting to nearby ser-
vice shops can be provided easily based on the results.

In this paper, we concentrate on the parts of Diagnostic Trouble Codes(DTC)
and MIL (Malfunction Indicator Light) codes which are frequently used for com-
mercial stand-alone scanner. Although commercial stand-alone scanner has ad-
ditional functionality like analog signal measurements, this functionality is rarely
used. For the proposed cost-effective diagnostic system, we have no choice but
to consider only the parts with digital signals.
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Fig.3 shows the procedure of the proposed system briefly. The procedure can
be summarized as follows:

— Step 0: The handset and ECUs of the automobile are connected using a
converting board.

— Step 1 and Step 2: The handset sends the service request signal to master
server.

— Step 3 and Step 4: ECUs of the automobile (local device) is connected to
the controlling server through the wireless handset.

— Step 5: Using virtual data link, data is transmitted and analyzed. After that,
the results are displayed in the handset.

Note that the functionality of Master Server and Controlling Server in Fig. 3
can be located together in one remote server or can be distributed on more than
two servers with load-balancing capability.

4 A Protocol for Resolving Time-Delay Problem

To illustrate the basic concept of the protocol for resolving time-delay problem
in wireless networks, exchange of diagnostic data is depicted in Fig.4. Here,
square parts represent messages for users from the stand-alone scanner(or the
remote server) and elliptic parts represent the key input of users to the scanner(or
mobile handsets). Arrow lines represent data flow between the scanner(or mobile
handsets through the converting board) and ECUs.

Remote Mobile Converting
Scanner ECU Server Handset  board

MEMU
election

ECU

Selection =
1
- Cornecton B
Establishment = Connection
_ Establishment
: —
Selection
- . MEMU o
e Keephg Selection Tt | Keeping
a Connection an 4o---m77TT | Gonmection
Diagnosis T Diagnosis
Results o | Keeping T | keeping
- Conrection PRSI Connection

(a) Communication sequence (b) Communication sequence for the pro-
between the scanner and ECUs posed system

Fig. 4. Communication sequence of data for diagnostic operation
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(d) Data format of Data field in (b) (random pattern)

Fig. 5. Data format of the dedicated protocol

There are several timing requirements in the protocol between the scanner
and ECUs. Typical examples are related to the connection establishment and
keeping connection. When the scanner sends signal 1 to the ECU for connection
establishment, the ECU responses signal 2 within pre-defined time to notify
ready condition. In this case, the scanner should send signal 3 within a certain
amount of time. However, if the remote server checks signal 2 and sends signal
3, such timing requirements cannot be satisfied. It is due to the unpredictable
time-delay in wireless networks and internet.

To resolve this problem, we design a dedicated protocol that manipulates
local response. Using this protocol, the application program on mobile handsets
generates local response directly while sending response to the remote server.
Therefore, timing requirement of the vehicle diagnostic protocol can be satisfied
while notifying server that connection is successfully established.

After connection establishment, it is also necessary to send connection keeping
signal within pre-defined time to make connection alive. If remote server sends di-
rectly these signals for keeping connection, due to the unpredictable time-delay in
wireless networks and internet, it is impossible to guarantee timing requirement
for keeping signal. Moreover, unnecessary data exchange on wireless network
results in the increase of the cost for data communication. With the dedicated
protocol for keeping connection, the application program on mobile handsets can
generate these signals periodically after first receiving command related to this
operation. Therefore, we can satisfy timing requirement for keeping connection
and also reduce unnecessary data exchange through wireless networks.
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To show the details of the dedicated protocol, we depicted data format of
the commands for the converting board in Fig 5. Using configuration command
of Fig. 5(a), we can change baudrate and polarity, synchronization method,
channel selection, pull-up selection, and handshaking method to support various
car systems. Fig. 5(b) shows communication setup command that is used for
establishing command. It selects initialization method of 5 bps mode and wakeup
pattern generation mode which generates 50ms wakeup patterns. initialization
configuration contains the length of 1st ECU response data and the length of 1st
acknowledgement data. If initialization method is 5 bps mode, data fields in Fig.
5(b) is in the form of Fig. 5(c). For random pattern mode case(wakeup pattern
generation mode), it is in the form of Fig.5(d). In both cases, data fields in Fig.
5(b) contains the value of initialization code, 1st ECU response data, minimum
delay for response time, and 1st acknowledgement data. After checking with
this 1st ECU response data, converting board sends 1st acknowledgement data
to ECU after minimum delay for response time.

5 Experimental Results

To show the applicability of the proposed system, we construct a diagnostic
program for remote server, an application program for mobile handsets and a
converting board respectively. In constructing database on the remote server for
vehicle diagnostics and the hardware/software systems for the converting board,
we cooperated with Nex-tek Cooperation, one of the major makers of commercial
stand-alone scanners(5].

A diagnostic program for the remote server works together with multi-process/
multi-thread TCP/IP server module and database for vehicle diagnosis. An ap-
plication program on mobile handsets is implemented on BREW environment|[6].
LCD display and keypad of mobile handsets act like dummy terminal through
which users can select type of car systems or desired diagnostic operation. They
can also be used for checking the results of diagnostic operation. 8-bit micro-
controller (PIC16C73 of Microchips Co.) is used for the converting board. The
program of the converting board is coded in assembly language to enhance real-
time performance. For serial communication between the converting board and
mobile handsets, internal serial ports are used. On the other hand, a software-
generated serial communication scheme through digital input/output pins is
used for communication between the converting board and ECUs. As mentioned
above, schemes in the commercial system is referenced in designing hardware of
the converting board for signal level conversion and output pattern selection for
various car systems.

Fig. 6 shows the waveforms of diagnostic operation. the ECU of ATOS
(Hyundai Motor Company)[7] is diagnosed. The upper waveforms of (a) and
(b) show signal on K-line through which the converting board and the ECU
communicate diagnostic data, while the lower waveform of (a) shows signal on
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Fig. 6. Waveforms of diagnostic operations

TX(transmit) line from mobile handsets to the converting board. After connec-
tion establishment, the application program on mobile handsets generates signal
for keeping connection periodically as shown in the lower waveform according to
the protocol and the command from the remote server.

Although the response of the ECU is sent back from the converting board to
mobile handsets though RX(receive) line as shown in the waveform of (b), to
remove unnecessary data exchange on wireless networks, it is discarded according
to the protocol and the command from the remote server.

6 Conclusion

In this paper, we propose a diagnostic protocol and system for U-car with mobile
handsets, which has same functionality of conventional scanners, automobile
diagnostic instruments. Since diagnostic algorithms are located on the remote
server, we can construct cost-effective vehicle diagnostic systems.

Experimental work shows the validity of the proposed protocol and system.
Although the proposed system is constructed based on mobile handsets, it can
be easily extended to car-PCs and other systems for U-car.

Further works can be done in two ways. One is for applying the proposed
scheme to other systems for U-car which has cost-effective network capability
than mobile handsets. The other is for elimination of wired connection between
mobile handsets and the converting board by using wireless PAN(Personal Area
Network) technologies.
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Abstract. In this work, we propose a semantic-map building method
and localization method for ubiquitous service robot. Our semantic-map
is organized by using SIF'T feature-based object representation. In ad-
dition to semantic map, a vision-based relative localization is employed
as a process model of extended Kalman filters, where optical flows and
Levenberg-Marquardt least square minimization are incorporated to pre-
dict relative robot locations. Thus, robust map-building performances
can be obtained even under poor conditions in which localization cannot
be achieved by classical odometry-based map-building. To localize robot
position and solve kidnap problem, we also propose simple, but fast lo-
calization method with a relatively high accuracy by incorporating our
semantic-map.

1 Introduction

To navigate and plan a path in an environment, the intelligent ubiquitous service
robot has to be able to build a map of the environment and to recognize its loca-
tion autonomously. SLAM(Simultaneous Localization And Mapping) is a popu-
lar technique to accurately localize the robot and simultaneously build a map of
the environment. Numerous studies of SLAM have been performed, as this has
been one of the important issues in the intelligent mobile robot community for
a long time. Since the 1990s, methods using extended Kalman filters have been
focused on by a number of researchers interested in SLAM [3I[8]. Most algorithms
using extended Kalman filters combine two methods. One is relative localization,
which is the method used to compute the current position with respect to an
initial location. The other is the method using a map composed of landmarks.
Odometry is often used for relative localization. However, it has many errors
caused not only by systematic factors such as a difference in wheel diameter,
inaccurate gauging of wheel size, and others, but also non-systematic factors
such as slip, poor condition of the floor, ete. [4] proposed an algorithm to reduce
such systematic errors. Their algorithm consists of three steps: odometry error
modeling, error parameter estimation using the PC-method, and estimation of

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 69-[T9 2007.
© Springer-Verlag Berlin Heidelberg 2007



70 Y. Park et al.

the covariance matrix. Even so, it is hard to overcome the error of estimation
caused by non-systematic factors.

Building the map of the environment is an issue with SLAM. The map consists
of landmarks which are used for ubiquitous service robot localization. Davision
uses three-dimensional corner points as landmarks, which are obtained by a
Harris corner detector and stereo matching [5]. Se uses keypoints obtained from
SIFT(Scale Invariant Feature Transform) [6I10]. However, simple coordinates or
features within the image are not enough to facilitate interaction with humans.

Robot localization has been another issue in robot navigation system. A va-
riety of methods have been proposed to locate robot position. One of those
methods are to update robot position by utilizing odometer history. In indoor
environments, those methods probably yield good results. But, when the robot
moves without the odometer history update as in the kidnapped robot problems,
robot cannot locate itself. And, robot position should be determined by other
sensor information in the map. In solving the kidnapped robot problems, due
to uncertainties and incorrectness of map and sensor information, estimation of
robot position yields errors. Determining accurate robot position by estimated
values from these incorrect measurements is also challenging task [9].

In this work, we propose the semantic-map building method for ubiquitous
service robot. For building the semantic-map, we use vision-based relative lo-
calization process as the process model of our extended Kalman filter. This ap-
proach is robust enough for environments which cannot be supported by encoders
that measure values such as the number of rotations of the robot’s wheels. And
we also propose a technique to locate robot position in a realtime while ensuring
accuracy, where our semantic-map and stereo vision are employed.

2 OFM-Based Robot Localization and Semantic-Map
Building

In this work, we propose a three-dimensional object feature model (OFM) with
essential properties and propose a method to use the OFM for improving the
performance of vision-based SLAM. Figure [0l shows the block diagram of our
SLAM method using a three-dimensional OFM.

We use images taken by the stereo camera as the only sensor information in
this work. Our system is composed of three parts: the real-time relative localiza-
tion part which estimates robot location in real-time, the landmark recognition
part which builds up and/or observes landmarks by using SIFT-based object
recognition, and the data fusion part which combines two observation data using
an extended Kalman filter.

2.1 Real-Time Relative Localization

Image-based relative localization is a method that applies the motion between
corresponding points within consecutive image sequences to localize the robot.
Thus, matching between feature points is a crucial factor for localization perfor-
mance.
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Fig. 1. Block diagram of the proposed map-building

Tracking of corner features. To track the camera motion, it is necessary to
obtain the feature points in the current frame corresponding to the feature points
in the previous frame. Note that the corner points satisfy the local smoothness
constraint. Lucas-Kanade optical flow performs well in tracking corner points
with that property [7]. However, Lucas-Kanade optical flow is best suited to small
motion tracking. It is not sufficient to follow the movement of the ubiquitous
service robot. Thus, pyramid Lucas-Kanade (PLK) optical flow using a Gaussian
image pyramid is used for relative localization, where it is known to track a
relatively wide area.

Relative localization. The feature points extracted from the initial frame
are used as 3D point landmarks. Note that we use the stereo camera as the
input sensor, and we obtain a stereo image pair. The 3D coordinates of the
extracted feature point are calculated using the disparity of the stereo camera
images. The stereo camera is previously calibrated. When we know the exact
relationship between the 3D coordinates of the landmark and the corresponding
2D coordinates which are projected to the image, the projection matrix indi-
cates the mapping relationship between points of 3D space and points of the
image.

The projection matrix is composed of two parts. One is the intrinsic parameter
matrix which includes internal information of the camera. This matrix represents
the relationship between the camera coordinate system and the image coordinate
system. The other part of the projection matrix is the extrinsic parameter matrix.
This matrix represents the translational and rotational relationship between the
3D space coordinate system and the camera coordinate system.

Therefore, if the projection matrix is estimated with coordinates of corre-
sponding points in 3D space and in the 2D image, we can obtain the motion
of the camera and the relative location of the robot. It is a non-linear problem
to estimate the projection matrix with numerous corresponding points. In this
work, we estimate the rotation and translation components using the Levenberg-
Marquardt least square minimization (LM LSM) method.
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2.2 Extended Kalman Filter-Based SLAM Using Object Landmarks

In most previous research works on SLAM, landmarks were composed of lines
of the environment. They were obtained using a range finder or feature points
of camera images. These maps only involve coordinates of feature points. Thus,
the use of these maps for high level purposes, such as delivery tasks or in-
teractions with humans, requires an anchoring technique to link point-based
landmarks with their associated semantics. Alternatively, in this work, objects
are recognized using SIFT and then features of recognized objects are regis-
tered as landmarks. Therefore, we can create the semantic-map supporting the
location of main objects in the environment without any additional anchoring
process.

In most SLAM methods using Kalman filters, odometry-based robot kinemat-
ics or dynamics are used as the process model. However, those performances are
very poor because of systematic factors such as the difference of wheel diame-
ter and non-systematic factors such as slip. Moreover, in the case that a wheel
encoder does not exist, such as for a humanoid robot, odometry-based methods
are difficult to apply.

Therefore, to resolve such drawbacks, we propose the extended Kalman filter-
based SLAM that integrates PLK optical flow and LM algorithm-based relative
localization with object landmarks.

XZ-plane of

Pos.of Y absolute COORD.
os. of
x
Landmark ! > X
A I

Sso o _®/< )

yi=(X Yi Z)T N absolute
~ | COORD. z Loc. of robot

X=xz6

Fig. 2. System coordinate for the robot location and the landmark position

The state vector and covariance. We assume that the robot is located on
a plane as in Fig. Bl so position and orientation of the robot is represented by
x, = (x 2 0)T. The position of each landmark is denoted as y; = (X; Y; Z;)T.
Here, SIFT keypoints of objects recognized by the three dimensional OFM are
represented as absolute coordinates. To regulate uncertainty of landmarks and
relationships among them we use the system state vector and covariance model
proposed by [I]. Thus, we can represent the state vector p and covariance matrix
X as

2 2 2
Lo O—ﬂéuﬂﬁu ﬂéuyl O—ﬂéuyz
Y1 Ung ngl Uglyz
p= o=, o2 - (1)

Y2 | vozo Tyayr Tyoyo
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Three dimensional object feature model. The three dimensional object
feature model(3D OFM) is defined as the model which is composed of the three
dimensional SIFT keypoints extracted from object images. To make the three di-
mensional object feature model, we rotate and object by 20 degrees with respect
to the center of gravity and then take the images using the calibrated stereo
camera. This process is repeated to get 18 views images. SIFT keypoints are
extracted from each image and are given three dimensional coordinates calcu-
lated with the stereo vision technique. SIFT keypoints having three dimensional
coordinate are called as the three dimensional SIFT keypoints. The three di-
mensional SIFT keypoints in objects recognized by using 3D OFM are used as
landmarks.

Process model. In EKF, we define the process model as the estimation of
current location and its covariance for the robot and landmarks referring to
the state vector and its covariance matrix for the previous system. We apply the
displacement Ax, Az, Af obtained by PLK optical flow and LM algorithm-based
relative localization to the process model. Let the process model of our work be
given as

x Az,
o (k+ k) = f(zo(k|k),u(k) = | 2| + | Az | . (2)
0 Af

In @), Az, and Az, are given as
Az, | | cos(0+ A0) sin(0+ A0) | | Ax 3)
Az, | | —sin(0+ Af) cos( + A9) | | Az |~

The current location for the robot z,(k + 1|k) is estimated by function f as
shown in ([@). z,(k|k) and u(k) represent displacement of the previous location
and motion of the robot respectively. Az, and Az, are the displacement which
are transformed to the reference coordinate system of the map from the esti-
mated displacement Ax and Az referring to the camera coordinate system of
the previous location.

yi(k +1[k) = yi(k|k), Vi. (4)

In @), y;(k+1|k) represents the estimated current position of the i-th landmark,
and we assume that landmarks are fixed.

The covariance for the system o2 o?  and Jzi are obtained as

ToToy? ~ ToYi Yj

03, (k4 1K) = Vo, f05 . (KIE) Vo, [T+ Vufoy (klE)VufT,

03 ik +1lk) =V, fol  (k|k), (5)
U?i:?!j (k + 1|k> = O-;iyj (k|k)’

where V., f and V, f represent the Jacobian of the estimation function f for
the state vector of the robot and the displacement respectively. These are
given as
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af af @ of of @
Ve, f = [a_i a_J,: 3—5]7 quf: [ﬁ 8Afz a—Afé)]Tv
where  Of /0x=[100]", 0f/0z=[010]",
—sin(0 + AQ)Ax + cos(0 + Af) Az
9 — | —cos(0 4+ A) Az — sin(6 + AP Az | |
1
Of |0Ax = [cos(0 + Af) —sin(6 + A9) 0],
Of|0Az = [sin(0 4+ A) cos(0 + A) 0],
—sin(0 + AQ)Ax + cos(0 + Af)Az
2L = | —cos( + AD) Az — sin(0 + Af) Az
1

Here, (Az Az Af) is the movement of the robot estimated by the LM algorithm.
In (), 02 is the covariance matrix due to the noise in the process of camera
motion estimation.

Measurement model. Let the measurement model be given as h;(k + 1) =
h(y;, z(k 4+ 1]k)). Observation for landmark is the three dimensional coordinate
of landmarks based on the calibrated stereo camera coordinate system. Measure-
ment prediction model of h; is given as

T cosf 0 —sinf
hi(k+1)=[R]yi — )], where z), =0 ,R=| 0 1 0 . (N
z sinf 0 cosf

Three dimensional absolute coordinate of landmark is denoted as y;. And h;
is the function to transform absolute coordinate to camera coordinate system.
x) represents planar coordinate of the robot based on the absolute coordinate
system. Rotation between the absolute coordinate system to the camera coor-
dinate system is denoted by R. 6 in matrix R denotes the orientation of the
robot.

Observation and matching. Matching between landmarks and observed three
dimensional coordinate of SIFT z; = [X; Y; Z;] is accomplished through SIFT
matching algorithm. To determine searching area for matching, we can use the
innovation matrix and its covariance.

The innovation matrix v;;(k + 1) between the predicted measurement h;(k +
1]k) for landmark y; and observation z; is given as

vij(k+1) = [zj(k +1) — h(ys, p(k + 1]k))],
U%N,ij = vzv h’z ' O’i’uﬂ:v ' Vzv h’ZT + Vzv h’z ' O-:%uyb : vy7 h’ZT (8)

g2 . T R T 2
+Vyhi-oy Ve, hi +Vyhi-oy, - Vyhi +0p,,

where U?{’i represents the covariance of the measurement.
Searching area is determined with the Mahalanobis distance and threshold
constant g2 such as

vig(k 4+ 1) - o7 45 - vij(k+1) < g° (9)
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Using SIFT matching algorithm, matching is accomplished between the land-
mark y; and the observation satisfying the criterion shown in (@).

Estimation of the system state vector and covariance. Kalman gain K
can be calculated as

2 2
Oy, onT J:suyi onT
_ 2 T -2 _ _ i -2 o2 i -2
K =0V, hi ~opn = YiTy orn, t | “vivi OIN,s (10)
. 0xy . 0yi
where 02 , ., 02, and o7, are 3 x 3 blocks of the current state covariance

matrix ¥. o7, is the scalar innovation variance of y;.
The updated system state and its covariance can be computed as

plk+1lk+1)=pk+1k)+ K -v;(k+ 1), (1)
o (k+1k+1)=0?(k+1lk) - K o}y (k+1)- KT

This update is carried out sequentially for each innovation of the measurement.

Registration and deletion of landmarks. When new three dimensional
SIFT feature points are found on a recognized object using 3D OFM, absolute
coordinates of those are computed using yy,(z,, h,) of the measurement model.
The computed absolute coordinates are added into the system state vector. We
can also delete landmarks by deleting all rows and columns related to target
landmarks from the covariance matrix.

3 Semantic-Map-Based Localization

The kidnapped robot problem refers the case where robot is lifted and manually
repositioned in a different location in the environment, and has to relocate itself
based on new sensor evidence. Our goal is to solve the kidnapped robot problems
to locate robot position by only stereo vision information together with our
semantic-map.

The relationship between absolute coordinate and relative robot coordinate
system as shown in Fig. [2lis given as

Tabs | | cosO sinb | | Tre Tt
{zabs} - {—sinﬁ cos@] {zrel] T [ZJ ’ (12)
where 6 is the angle between relative and absolute coordinate and [z 2] is the

robot position in absolute coordinate. Subtraction with two matched 3D SIFT
points, we can obtain the relation as

[m«abs] _ { cost sme} {AM} | -

AZabs —sinl cost | | Azye
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where [Az.ps Azaps]? and [Az,; Azpe])T are the vectors of difference between
matched points in absolute coordinate system, and in relative coordinate system,
respectively. So, we can obtain the angle 6 between the absolute coordinate
system and the relative coordinate system by using two matched 3D SIFT points.
The 6 can be obtained by

[Axabs AzabsHAxrel Azrel]T
”[A(Eabs Azabs}T” ' ||[A(E7‘el AZT@I]T” .

cosh = (14)

And the robot location is computed by
Ty | _ | Tabs | _ co§0 sinbd | | Tre . (15)
2t Zabs —sinb cosl | | zrer

Ideally, if absolute and relative vectors of two pairs are correct, the robot

can locate itself accurately. However, the estimated position has uncertainties
because of errors in measurements and map building.
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Fig. 3. The statistics of the robot localization

As shown in Fig.[B] the angle distribution indicates Gaussian-like distribution.
In such a distribution, this function has a peak at the mean value. Thus, the
mean value of 6 is determined as the direction of robot in the absolute coordinate
system. The process of robot localization is summarized as follows;

1. Eliminate outliers of # : eliminates the outside of standard deviation

2. Compare the magnitudes of absolute and relative vectors :
If ||[A$abs Azabs]T”/”[A-Trel Azrel]T” > 1.5
or ||[[Azabs Azabs]T||/||[ATabs Azaps|T|| < 0.66, the robot position estimated
by Eq. () is discarded.

3. Determine the angle of the robot : the averaged value of # is adopted as the
estimated angle of the robot in the absolute coordinate system.

4. Determine robot position with the 6 : averaged vector of the robot location
is chosen as the estimated location of the robot.
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environment in which the map- of the experimental space
building is performed

Fig.6. The map building by only Fig.7. The map building by odo-
odometer meter and 3D SIFT

4 Experimental Results

4.1 Performance Evaluation for Map-Building and Localization

To determine how much the map-building is accurate, we solve the kidnapped
robot problem at a given position of the robot. By comparing the solution of
kidnap problem with the given position, we can measure the accuracy of the
map.

Figure @ shows the scene of the real indoor environment in which the map-
building is performed. The circle in Fig. Bl represents the actual position of robot
in the absolute coordinate system. And, robot is made to find its location by
solving the kidnapped robot problems with one of maps in Fig.[6lto Fig. @ as well
as 3D SIFT features, not using odometer information. The resulting estimated
position in each map is marked with circle as shown in Fig. [d to Fig.

Figure [@] shows the map which is built by relative localization by odometer.
we abbreviate this method as ODO-LOC. Due to noisy odometer information,
we obtain the distorted map as in Fig.
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Fig.8. The map building by odo- Fig.9. The map building by 3D
meter and 3D Harris corners Harris corners and 3D SIFT

Table 1. Averaged error between the robot actual position and the position estimated

[IMETHOD | X (mm)[Z (mm)[f (degree)]
ODO-LOC 277.17 | 880.19 19.47
ODO-SIFT-KAL 107.37 | 558.70 10.34
HARI-LOC 174.30 | 758.83 8.85

HARI-SIFT-KAL 127.01 | 218.51 8.87
(proposed method)

Figure[lshows the map which is built by extended Kalman filter using odome-
ter and 3D SIFT features. We will call this method as ODO-SIFT-KAL. As
shown in Fig. [d the map appears to be more accurate when compared with the
map built by ODO-LOC. This can be also observed from Table [[l by comparing
solutions of kidnap problems for the ODO-LOC map and ODO-SIFT-KAL map.

Figure[§ shows the map which is built by relative localization by optical flows
of 3D Harris corners. We abbreviate this method as HARI-LOC. Figure[d shows
the map-building by our proposed method in Sec. II, which will be called as
HARI-SIFT-KAL. From Table 1, the map by HARI-SIFT-KAL is observed to
be the most accurate map in this experiment.

5 Concluding Remarks

In this work, we have proposed autonomous semantic-map building combined
with vision-based robot localization. We have used nonsymbolic SIFT-based ob-
ject features with symbolic object names as landmarks and we have used vision-
based relative localization as the process model of our EKF. Thus our method
is able to be applied successfully to environments in which encoders are not
available, such as humanoid robots.

In most previous methods, landmarks have been composed of points with-
out semantics. Thus, an additional anchoring technique was often required for
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interaction. However, in our work, symbolic object names with their 3D feature
location have been used as landmarks. Using such symbolic object names as
landmarks is very useful when humans interact with the robot.

We also solve the kidnapped robot problem to determine how much the map-
building is accurate. Note that the more is a map accurate, the more is correct
the solution of kidnap problem. Consequently, in our proposed HARI-SIFT-KAL
map-building, the solution of kidnap problem shows the most accurate result.
Thus, it is concluded that the map by HARI-SIFT-KAL appears to be most
accurate in the map-building.
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Abstract. Despite various solutions to the security problems in an
RFID system, most are unable to fully support all the security require-
ments. Plus, when designing a viable RFID system, account should also
be taken of the computational load on the back-end database and re-
stricted capacity of a tag. Accordingly, an efficient RFID protocol is
proposed to reduce the computational load on both the back-end data-
base and the tags, while also guaranteeing most security requirements
for RFID wireless communication, including untraceability, authentica-
tion, and robustness against replay and spoofing attacks. Plus, in the
case of desynchronization resulting from communication failure or mali-
cious attack, the proposed scheme can recover synchronization between
the database and the tag.

Keywords: RFID system, Mutual authentication, Privacy, Traceability,
Desynchronization attack.

1 Introduction

Radio Frequency Identification (RFID) systems, a new form of automatic iden-
tification technology involving the use of small devices called RFID tags, are
expected to replace optical barcodes due to several important advantages, in-
cluding a low cost, small size, quick identification, and invisible implementation
within objects. An RFID system consists of RFID tags, an RFID reader, and a
back-end database. Yet, since the RFID reader communicates with the tags using
RF signals, existing RFID protocols still suffer from various weaknesses, includ-
ing location privacy, authentication, and resynchronization between two entities.
One solution to protect tags from attack is mutual authentication between the
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tag and the reader. Thus, a lightweight authentication protocol is needed that
takes account of the tag’s design limitations, restricted implementation cost, and
back-end server’s capacity.

Several studies have already attempted to resolve the authentication problem
between the tag and the reader using physical technologies, including the ‘Kill
command’ [12], ‘Active jamming’ [5], and ‘Blocker tag’ [5] approaches. Then,
in 2004, Weis et al. [I0JIIIT2] proposed a hash-lock protocol and randomized
hash-lock protocol as cryptographic solutions. In another approach based on a
hash function, Henrici and Miiller [3] proposed an ID variation protocol. While
this protocol is secure against a replay attack, as the identity of a tag is renewed
in each session, location privacy is still compromised, since the tag’s response
remains constant until the next authentication session when desynchronization
occurs [9]. Ohkubo et al. [§] also proposed a hash chain-based authentication
protocol in which the reader sends a query using two different hash functions.
However, this scheme is still vulnerable to a replay attack and spoofing attack,
and imposes a heavy burden on the back-end database to authenticate the tag.
Rhee et al. [9] proposed a challenge-response authentication protocol based on
a hash function that is robust against a spoofing attack and replay attack, plus
location privacy is also guaranteed. However, the computational load on the
back-end database is still heavy when authenticating a tag. The RFID mutual
authentication scheme based on synchronized secret information presented by
Lee et al. [6] also requires many computational operations in the back-end data-
base. Thus, in 2005, Lee et al. [7] proposed a low-cost RFID authentication
scheme in which a tag and the back-end database only perform two one-way
hash operations. Yet, this scheme is also vulnerable to a spoofing attack and
location-tracing attack when desynchronization occurs. Recently, Dimitriou [2]
proposed a lightweight RFID authentication protocol that enforces user privacy
and protects against cloning. However, there is no method for recovering syn-
chronization when a state of desynchronization occurs, where one tag blocks any
further tag functionality.

Accordingly, this paper proposes a lightweight and resynchronous mutual au-
thentication protocol (LRMAP) for an RFID system. When a desynchronization
problem arises between the back-end database and a tag due to communication
failure or a malicious attack, the proposed scheme stays robust and recovers the
synchronization. In addition, the computational load on the back-end system is
efficient, as a different I D searching method is applied according to the state
of the previous session. Moreover, the proposed protocol is secure against loca-
tion tracing, a replay attack, and spoofing attack, plus mutual authentication is
guaranteed between the back-end database and an RFID tag.

2 RFID System

2.1 Composition of RFID System

An RFID system typically consists of three elements, such as RFID tags, (transp-
onders), the RFID reader (transceiver), and back-end database (Back-end server).



82

J. Ha et al.

— RFID tag. An RFID tag generally consists of a microchip for computing

and a coupling element, such as an antenna, for wireless communication. A
passive RFID tag does not possess an on-board power source, but is powered
by the electromagnetic waves from the reader. Meanwhile, an active tag con-
tains an on-board power source, such as a battery. In addition, the tags are
categorized into several types according to their physical characteristics and
application [IJ.

RFID reader. The RFID reader interrogates the tags through an RF inter-
face, then transmits the collected data to back-end database. The reader can
also read and write the tag data. The channel from the reader to a tag, referred
to as the forward channel, is insecure, as it is based on an air interface. Simi-
larly, the channel from a tag to the reader, known as the backward channel, is
also insecure.

Back-end database. The back-end database receives data from the reader
and provides certain services to a specific tag, such as product and prices infor-
mation etc. The communication between the reader and the database is con-
sidered as a secure channel.

2.2 Security Requirements for RFID System

Since the communication between the reader and a tag is performed using an air
interface, the communicated data can easily be tapped by an attacker. Therefore,
various requirements are needed for a secure RFID protocol, as identified in pre-

vious literature U610

— Eavesdropping. An attacker can eavesdrop messages between the reader and

tags due to wireless communication, then use secret information or useful mes-
sages to perform various enhanced attacks, such as a replay attack or spoofing
attack. Therefore, an RFID system should be designed to protect against the
leakage of secret information.

Spoofing. An adversary sends a malicious query to a targeted tag, then col-
lects the response messages emitted by the tag. Thereafter, the attacker can
impersonate the reader using the messages collected from the tag. On the other
hand, an adversary can reply to the reader’s query by impersonating a tag.
Location tracking. The adversary seeks information on a tag’s location track
information. Thus, for perfect location privacy, an RFID system should satisfy
both indistinguishability and forward security, where the former means that
the values emitted by one tag should not be distinguishable from the values
emitted by other tags, while the latter means even if an attacker obtains the
secret data stored in a tag, the location of the tag can not be traced back using
previous known messages, i.e., disclosed data or communication information.
Message Interrupt. The communication messages between the tags and
the reader can be interrupted when an attacker tries to block the service. As
a result, a message interrupt attack can create a state of desynchronization
between the tag and the back-end database, due to an abnormal closing of
a session, message blocking, or different I D updating of two entities within
one session.
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3 Related Work

3.1 ID Variation Protocol

Henrici and Miiller [3] proposed an I D variation protocol that changes the identity
of a tag in each session. Although this protocol is secure against a replay attack,
as the I D of a tag is refreshed in each session by a random number, a spoofing at-
tack can be applied, where an attacker impersonates the reader. Meanwhile, for
location tracking, the attacker does not transmit the last message of the proto-
col, then since the tag then thinks that the information is lost, it does not update
its ID [9]. As a result, the protocol has a database desynchronization problem. If
the ID of a tag is desynchronized, the tag can be easily traced, as one of emitted
values of the tag H (D) will be identical, thereby compromising the location pri-
vacy. This is called a desynchronization attack in which the attacker traces the
tag’s location using successive desynchronizations.

3.2 Challenge-Response-Based Authentication Protocol

Rhee et al. [9] proposed a challenge-response authentication protocol based on a
hash function. This scheme is robust against a spoofing attack and replay attack. In
addition, location privacy is guaranteed, as the tag transmits a different response
in each session using a random number received from the reader. Nonetheless, the
scheme is inefficient in terms of the computational load, as the back-end database
is required to perform an I D search to find the specific information related to the
tag requesting authentication.

3.3 Low-Cost Authentication Protocol: LCAP

Lee et al. [7] proposed alow-cost authentication protocol, LCAP, that only involves
two one-way hash function operations in a tag, making it quite efficient. Although
location privacy is supposedly guaranteed, the scheme is still vulnerable to loca-
tion tracing, as a tag will respond to the same H(ID) in the case the last message
from reader is not received due to a message interrupt. Therefore, this protocol is
vulnerable to location tracing using successive desynchronization attacks.

3.4 Lightweight Challenge-Response Protocol

Recently, Dimitriou [2] proposed a lightweight RFID authentication protocol that
enforces user privacy and protects against cloning. However, an attacker can still
block the final message transmitted from the reader to the tag. In the resulting
state of desynchronization, the tag and back-end database update using different
keys, thereby blocking any further tag functionality. In addition, an attacker can
trace a tag by repeatedly sending a query from the reader. As a tag will respond
with the same message H (ID;) in which ID; is fixed in a desynchronized session,
the tag cannot satisfy indistinguishability.
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4 Proposed Authentication Protocol: LRMAP

This section presents the proposed lightweight and resynchronous mutual authen-
tication protocol (LRMAP) for an RFID system.

4.1 Notations

The following notations are used for the entities and computational operations to
simplify the description.

T : RFID tag or transponder

R : RFID reader or transceiver

DB : back-end database or back-end server
1D : identity of a tag, L bits

HID :hashed value of ID, L bits

PID : previous identity of a tag used in previous session, L bits

TR : random number generated by reader R

ro : random number generated by tag T'

Query : request generated by R

SY NC : parameter used to check whether both 7" and DB succeeded in I D
updating simultaneously or not, 1 bit

H()  :one-way hash function, H : {0,1}* — {0,1}!

L(m) :left half of input message m

R(m) :right half of input message m

[l : concatenation of two inputs

? . .
= : comparison of two inputs

4.2 System Model and Protocol

To define the model of the proposed lightweight and resynchronous mutual authen-
tication protocol (LRMAP), the RFID system consists of three entities, the tag T,
reader R, and back-end database DB. T emits P = H(ID) or P = H(ID|rr)
according to the state of SY NC' in response to a query from R. That is, if 7" does
not receive the last message from R due to a communication malfunction or the
verification procedure fails due to a malicious attack, the SY NC value is set as 1
and T responds with P = H(ID||r7) in the next session. In the case the protocol
finishes normally, the SY NC value becomes 0 and T transmits P = H(ID) to R
in the next session. D B manages the I D, hashed values HI D, and PID for each T
in the database field. According to the state of the previous session, i.e., the value
P received from T', DB finds I D for the current session or PID used for the previ-
ous session by comparing the received P with the HID and PID in the database
field. It is assumed that the communication channel between R and D B is secure,
while the communication channel between R and T is insecure. Fig. 1 shows the
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Database Reader Tag
Database field Tag field
[ID][HID][PID] [ID][SYNC]

QUer T, 1((SY NC = 0)P = H(ID)
else P = H(ID||rr)
Q= H(ID||rr||rr)

P,L(Q),rT,"R P,L(Q),r SYNC =1

If(P £ HID)PID = ID
else if(P = H(ID|rr)
PID =1ID
else if(P = H(PID||rr)
PID = PID
else halt
Q"= H(PID|rr|rr)
7 R(Q’ R(Q’
L(Q) £ L(Q) S —M L THR(Q) = RQ) {
ID = H(PID|rg) ID = H(ID|rg)
HID = H(ID) SYNC =0}

Fig. 1. The proposed lightweight and resynchronous mutual authentication protocol

process of the proposed LRMAP, and the following gives a detailed description of
each step:

1. R chooses a random number 7 and broadcasts it to 7" with a Query.

2. T selects a random number 7 and computes P differently according to the
state of SY NC'. That is, if the SY NC value is 0, then P = H(ID), otherwise
T computes P = H(ID|rr) using rp generated by itself. It then computes
Q = H(ID||rr||rr) and sets the SY NC field as 1. T transmits P, L(Q) and
rr to R in response to the Query, where L(Q) is the left half of Q.

3. R forwards the message P, L(Q) and r¢ received from T to DB together with
rg generated by itself in step 1.

4. DB firstly compares the received P = H(ID) with the HID values saved
in the database. If the values match, DB regards the I D as the identity of T’
requesting authentication. This is a general case when the previous session is
closed normally. If DB cannot find the HID in the first searching case then it
secondly computes H (I D||r7) value with the received r and compares it with
P. If the tag’s response messages were blocked in the previous session, that is,
the SY NC value will be 1 and two I Ds in the D B and tag will not be updated,
then the DB finds a match with the ID of T in the second searching case.
However, if DB cannot find the ID of tag in above two cases, then it thirdly
computes H(PID||ry) value and compares it with P. The DB finds a match
with the PID of T'when the reader’s last messages were blocked in the previous
session, that is, the SY NC value will be 1 and DB will update the I D, yet the
tag’s I D will not be updated. Unfortunately, if DB cannot find the identity of
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T in above three cases, it halts the searching of I D and can order R to query
again in order to restart the process from the first step. If DB finds the I D
or PID in three searching cases, then it computes Q' = H(PID||rr||r Rand
verifies that the following equation is satisfied:

L(Q) = L(Q). (1)
If equation (1) is satisfied, D B computes R(Q'), transmits it to R, and updates
the HID for the next session. That is, it computes ID = H(PID|rg) and
updates the HID = H(ID).

R delivers the message R(Q’) received from DB to T

To verify the correctness of R(Q’), T tests the following equation:

R(Q) = R(Q"), (2)
where R(Q) is the right halfof @ = H(ID||rr|rr) computed by itselfin step 1.

If equation (2) is correct, T updates the identity as ID = H(ID||rg), then sets
the SY NC value at 0.

Analysis

5.1 Security

The security of the proposed LRMAP was evaluated against the threats described

in

Section 2.

— Eavesdropping. To obtain secret information from a tag, an adversary must

be able to guess the I D after collecting the communication messages. How-
ever, an adversary cannot extract the ID from the H(ID) or H(ID||rr) due
to the security property of a one-way hash function. Otherwise, the adversary
has to compute a correct string L(Q) from a known ry and rg, which is also
hard due to their one-way property. A replay attack cannot compromise the
proposed protocol, as the H(ID) or H(ID||rr) is refreshed by updating the
ID or including a random number 7 in each session. Therefore, the proposed
LRMAP can defeat a replay attack due to the freshness of the communication
messages.

— Spoofing. Here, an adversary collects a tag’s response, then tries a spoofing

1

attack toimpersonate alegitimate tag. However, an adversary cannot compute
the hashed messages P and L(Q) without knowing the I D value. Meanwhile,
to impersonate as the reader, an adversary must transmit the correct R(Q).
This is also impossible, because an adversary cannot compute ¢ without know-
ing the ID. Thus, it is impossible to impersonate a tag or the reader using a
spoofing attack.

Since ID is updated into PID after finding ID from HID, Q" = H(PID|rr|rr) is

computed regardless of PID or ID.
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— Location tracking. The proposed protocol guarantees location privacy by
refreshing the 1D in the tag and back-end database for each session. After the
successful authentication is finished in the previous session, the SY NC value is
set at 0. Thus, indistinguishability is satisfied with a one-way hash function in
which the input of the previous session is refreshed. In contrast, if the previous
session is not closed normally, the SY NC valueis set at 1. Here, indistinguisha-
bility is also satisfied using a one-way hash function, as the input is refreshed
by a random number rp. That is, the value P transmitted from the tag is not
H(ID) but H(ID||rr). As regards forward security, this assumes that an at-
tacker can obtain a tag’s correct I D at some point. However, no previous I D
can be extracted due to the one-way property of a hash function. That is, it
is impossible to recover the ID from H(ID||rg), making it impossible for an
attacker to trace the location of a tag backwards. Unfortunately, this protocol
may be impossible to satisfy forward security while successive desynchroniza-
tions are occurred. An adversary can collect the communication messages and
continuously make last massage R(Q’) invalid up to the time obtaining a tar-
get secret I D. After obtaining the secret I D of tag, the adversary may make it
possible to trace the some past histories of T" while I D of tag was not changed
because he knows the previous P and rp. Therefore, LRMAP perfectly satis-
fies the forward security property from setup time to the latest point occurred
a successful authentication.

— Message Interrupt. In the first case, it is assumed that an adversary can
block the response messages transmitted from a tag, i.e., step 2 of LRMAP.
At this point, as the reader does not know of the tag’s existence, the SY NC
value for the tag is set at 1, plus, if the tag does not receive a response from
the reader within a predefined time, the tag sends H (I D||rr) as a response
to a query from the reader in the next session. Nonetheless, the two entities T’
and DB can still recover the synchronization by finding the current I D in the
back-end database. In the second case, if an attacker blocks the last messages
transmitted from the reader, the DB already knows of the tag’s existence and
updates the I'D value, while the SY NC value for the tag is set at 1. There-
fore, when a tag sends H(ID||rr) as the response in the next desynchronized
session, the two entities can recover the synchronization based on finding the
PID in the back-end database. Therefore, LRMAP can be protected against
messages loss due to an attacker in a wireless channel.

A security comparison with previous authentication protocols is shown in Table 1.
The proposed LRMAP is secure against most attacks presented up to now, includ-
ing areplay attack, spoofing attack, location tracing attack, and desynchronization
attack.

5.2 Efficiency

When evaluating the computational load and storage cost for the two entities, as
shown in Table 1, the LRMAP exhibited a remarkable improvement in the com-
putational cost for the DB. Even though the challenge-response-based protocol
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Table 1. Comparison of security and efficiency

| Protocol | Henrici[3] | Rhee[d] [ Lee[7] | Dimitriou[2] | LRMAP |

Replay attack O O (0) (0) O
Spoofing attack X O X O O
Indistinguishability X O X X (@)
Forward security A X X A VAN
Resynchronization O O O X O
1D refreshment (@) X (0] (0] (@)
Comp.(hash # of DB) 3 m/2+2 2 4 3*
Comp.(hash # of tag) 3 2 2 4 3

Storage of D B(bits) 8L -m L-m |6L-m 2L -m 3L-m

Storage of tag(bits) 3L 1L 1L 1L 1L +1

*: m + 3 to recover the synchronization on average.
O: secure or support, /\: partially secure X: insecure or not support,
m: the number of I Ds.

[9] satisfies most security items, except forward security, its critical disadvantage
is that the DB is required to performs m/2 + 2 hash operations to authenticate a
tag. In contrast, the proposed protocol only requires 3 hash operations in the DB
and tag, respectively, even though m is large. In the case of desynchronization, the
correct ID or PID can be found based on an average of m/2 + 3 or m +m/2+ 3
hash operations. So we can say that the recovery time in desynchronization state
is m + 3 operations on average. However, since desynchronization of a tag is a
special and unusual state, the normal synchronization state only requires 3 hash
operations.

With the proposed protocol, the storage size of the DB is 3L * m, where L is
the length of an I D or hashed value and m is the number of I Ds. Plus, a tag needs
(L + 1)-bits of memory to store an I D and the SY NC value. The length of the
total message transmitted from a tag to the reader is 2.5L, while that from the
reader to a tag is 1.5L, except for a Query. Therefore, the LRMAP is suitable for
an RFID systems with limited memory space and computational power.

6 Conclusion

A lightweight and resynchronous mutual authentication protocol (LRMAP) was
proposed to protect an RFID system against existing attacks. The proposed pro-
tocol guarantees untraceability, authentication, and robustness against replay and
spoofing attacks. Furthermore, even though the protocol can fall into a desynchro-
nized state as a result of a malicious attacker, synchronization between the data-
base and a tag can be recovered in the next session. As the regards the computa-
tional cost, the LRMAP is designed to reduce the computational load on both the
back-end database and the tags. Consequently, the proposed scheme can be used
in low-cost RFID systems, as in a normal state, the correct I D is found using a
comparison of the transmitted hash message with the hashed values in the DB.
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Abstract. We propose a novel process for manufacturing smart combi
card(SCC). The proposed process excludes a milling process for grinding
a cavity and conductive adhesive which uses in a conventional process.
Direct bonding including welding and soldering can be performed be-
tween an antenna coil and RF interface of a COB (Chip On Board)
module. This brings the electrical connection to high reliability in order
to hold RF functionality of a Smart combi card(SCC) with a terminal
good. Hot melt sheet is employed between the COB module and the
card body, and it is melt and stiffened through thermal lamination. This
results in good adhesion between the COB module and the card body.
Thus, the proposed process can provide the smart combi cards having
good physical properties against repetitive bending and torsion stresses.
The cards manufactured by the proposed process held their resonance
frequencies for RF communication stable over 5,000 times of stresses.
Therefore it can be applicable to the useful smart card for Radio Fre-
quency Identification(RFID)/Ubiquitous Sensor Network(USN) environ-
ments.

Keywords: Smart combi card(SCC), RF card, COB(Chip On Board),
RFID,/USN.

1 Introduction

Magnetic striped cards have some drawbacks of having small data storage capac-
ity, losing their stored data when exposed in electromagnetic fields, and having
a very low degree of security. This leads for the magnetic striped cards to be
replaced with smart cards containing an integrated chip module inside of a plas-
tic card body. Moreover, in accordance with EMV (Europay-Master-Visa) 2000,
a recent version of EMV Standards, all of the magnetic striped cards used all
over the world should be changed to smart cards, also called IC cards’, having
a contact interface for data communication until 2006. There are three types of
IC cards in view of data transfer type. They are a contact card having a con-
tact electrode exposed on the pre-defined position of a card body, a contactless

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 90-[33 2007.
© Springer-Verlag Berlin Heidelberg 2007
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IC card having RF interface with an antenna coil inside of a card body, and a
Dual Interface IC Card, also called ’Combi Card’, having both of the contact
and contactless interfaces. The Smart combi card(SCC) can carry out multi-
applications such as a credit card, a debit card, an electric purse, payment for
transit fare, a residence identification and so on. Under EMV Standards, the
SCC will be more popular in the near future.[1-3] For those multi-applications,
important are the physical properties of the SCC including electrical reliability
and durability against physical or mechanical stresses. However, the combicard
manufactured by conventional process does not satisfy such property and has
fatal defects that lead to occur gradual malfunction. In this paper the conven-
tional process and its defects are discussed and then an improved process is
proposed. Various physical tests are performed for the SCCs manufactured by
the conventional and proposed processes

2 Conventional Manufacturing Process for Smart Combi
Card(SCCQC)

The conventional process comprises the following steps:

a. Preparing an antenna sheet and card body lamination by stacking an antenna
sheet, printed sheets and overlay sheets, and laminating the sheets with heat,

b. Milling a cavity on a card body for a COB (Chip-On Board) module to be
embedded, and

c. Embedding the COB module using conductive adhesive between the COB
module and the cavity, and personalization process of individual card.

2.1 Loop Antenna Winding and Lamination Process for Card Body

A loop antenna for a contactless interface is winded on a PVC (polyvinyl chlo-
ride) sheet. The loop antenna is commonly made of a copper. The both ends of
the antenna should be placed in a predetermined position in order to be con-
nected with a pair of antenna electrodes of the COB module. This sheet is called
an ’antenna sheet’.

The antenna sheet is sandwiched between printed sheets. Finally two trans-
parent overlay sheets are added on tops of the printed sheets. This procedure is
schematically shown in Fig. 1.

Transparent
Overlays

—— Printed PVC

: = A sheets
> 3

Antenna

Fig. 1. Laminating sheets for a card body
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2.2 Milling Process for Cavity in Which COB Module Is Embedded

This step is a process for cutting out a groove on a predefined position using a
milling apparatus to be a cavity into which the COB module is inserted. The
position of COB module is strictly defined by international standards including
ISO 7816. It is important to control the milling machine so that the antenna
contacts are exposed in the cavity as shown in Fig. 2, 3.

Antenna

Antenna )

Contacts
/ _ Anfemma
/ j
/
/

— it

(e 1S 330:7 shet Nt

dual-interface chip module

Fig. 2. Forming a cavity for a COB Fig. 3. Exposed antenna ends for
module being connected with a COB mod-
ule after milling

2.3 Embedding Process Using Conductive Adhesive and
Personalization Process

After the antenna contacts are exposed by milling process, conductive adhesive
(or conductive glue) is applied between antenna electrodes of the COB module
and the antenna contacts of the antenna in the cavity as shown in Fig. 4. The
conductive glue is an adhesive in which conductive particles are dispersed as
shown in Fig. 5. When the COB module is attached to the cavity, the conduc-
tive particles placed between the RF interface of COB module and the antenna
contacts make electrical connection of the COB module and the antenna coil.
Cross-sectional view of COB embedding is showen in Fig. 6. Personalization
process follows the embedding process to provide finished cards. The person-
alization changes an anonymous card to an individualized card by attaching a
hologram and embossing a user’s name, valid dates and so on.

2.4 Fatal Defections of the Conventional Smart Combi Cards

The Smart Combi Cards prepared by such conventional process have fatal defects
as follows:

(1) If physical stresses such as bending and torsion are given to the cards contin-
uously and repeatedly, the electrical connection between the COB module and
the antenna contacts becomes weak, which leads for RF communication to fail
badly. It is called 'gradual malfunction’. The reason why the gradual malfunc-
tion occurs is because of weak adhesion of the conductive adhesive. Recently, it
is reported that failure rates of 10% to 25% after one month of use are typical
in the conventional dual-interface cards. [3]
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Fig.4. Embedding COB module Fig. 5. Principle of electrical connection
with conductive glue through conductive glue, an anisotropic
conductive heat-activatable adhesive

Conductive
Glue COB
Module

Antenna coil

Fig. 6. Cross-sectional view of COB embedding

(2) If the depth of the cavity is not smooth, the electrical connection becomes
poor in that milling process exposes the antenna contacts of the card body. The
milling machine is rather expensive and the process using the machine is delicate
and laborious work.

(3) In order to expand areas contacted with the conductive adhesive, the antenna
contacts have the 'S’ shape strands as shown in Fig. 7. Unfortunately, the ’S’
shaped strands increase resistance of the electrical connection and then electrical
reliability becomes poor.

(4) A gap or a crack exists between the COB module and the cavity of the card
body. Humidity can permeate into the gap or the crack, and then the finished
card is weak for thermal changes.

Fig.7. ‘S’ shaped strands between the antenna contacts and RF interface of COB
module
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3 Proposed Process for Manufacturing Smart Combi

Card(SCCQC)

3.1 Overview

The proposed manufacturing process is focused on reinforcing the bonding
strength between the COB module and the antenna contacts, and ensuring the
electrical reliability for RF communication. This process excludes the milling
process of the conventional method. Instead, each of PVC sheets has a punched
hole for the COB module to be inserted. That is, punched sheets are stacked
on the COB module one another after as shown in Fig. 8. This process enables
for the antenna contacts to be bonded to the RF interface of the COB module
directly by soldering or welding.[6] The proposed process comprises the following
steps:

a. Preparing an inlay sheet comprising an antenna sheet and a core sheet,

b. Pre-attaching the COB module to the punched hole of the inlay sheet with
a hot melt sheet, and bonding the RF interface with the antenna, and

c. Applying the fillers to the antenna contacts and the upper side of the COB
module, and laminating and thermal pressing the sheets with printed sheets
having the same hole for COB module and overlay sheets.

3.2 Preparing Inlay Sheet

An antenna sheet using this process is a PVC sheet which has punched holes for a
molding part, an encapsulated epoxy layer, of COB module and antenna contacts.
An antenna coil is winded on the punched sheet. Both ends of the antenna coil have
C shape respectively. It is important that the antenna contacts lie in straight lines
on the antenna electrodes of the COB module as shown in Fig. 9.

Another PVC sheet having the same shape of the antenna sheet, a core sheet,
is laminated on the antenna-winded sheet and then an inlay sheet is prepared.
Both sheets are hot-laminated for 0.5 hours at about 70-100.

Backside Printed
Sheet

= /Com Sheet

- Antenna

Antenna Sheet

Frontside

Hot Melt Printed Sheet

Sheet

Antenna
Electrodes

Fig. 8. Schematic view of the proposed process
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Fig.9. A core sheet and an antenna sheet for an inlay sheet used in the proposed
method

3.3 COB Module Pre-attaching with Hot Melt Sheet and Direct
Antenna Bonding

After attaching hot melt tape to the COB module, the COB module is inserted
into the hole of the inlay sheet. Although the adhesion of the hot melt sheet is
rather insufficient at room temperature, the hot melt sheet provides an excellent
adhesive strength when hot-laminated. By this reason, such insertion of the COB
module to the hole in this process is called 'pre-attaching’. The pre-attached inlay
sheet is laid with its RF interface, i.e. antenna electrodes, upward. A worker can
see the antenna connection parts and bond it directly by welding or soldering.
In the conventional process, a worker is not able to see them and perform direct
bonding because the antenna contacts are covered by the COB module. Thus,
an anisotropic conductive adhesive has been inevitably used. Hot melt tape is
melt by thermal pressing and then strong adhesion is accomplished in a final
lamination process as shown in Fig. 10.

Hole for
Inlay Sheet  Antenna Antenna

Antenna
Electrode

Hot Melt
Tape

Encapsulation

Duakinterface
Chip Module

Fig. 10. Pre-attaching COB module to punched hole of inlay sheet with hot melt tape

Fig.11 and Fig.12 show direct bonding between the electrodes of COB module
and antenna ends. The bonding method used is high current welding. The enamel
coated on the antenna coil is exploded like a chromosome when high current
is applied. Fortified electrical connection can be accomplished by this direct
bonding, in comparison with the conventional method using conductive adhesive.
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CORB Module
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Bonding Antenna

Fig. 11. Direct bonding between  shaped Fig.12. Microscopic view of bonded an-
antenna ends and electrodes of COB tenna
module

3.4 Applying Fillers and Laminating All Sheets Including Core
Sheets

After pre-attaching and bonding process, fillers are applied to gaps formed at the
top of the COB module and the antenna connection parts. Various fillers can be
used in this process, e.g. a UV curing agent, an instant adhesive, a heat curing
agent, or the like. The UV curing agent is stiffened when exposed in UV lights
and the heat-curing agent is hardened when the sheets are laminated with heat.
With the fillers applied, the inlay sheet is sandwiched between printed sheets.
Overlay sheets are also stacked to protect the printing. More core sheets can
be stacked optionally on the inlay sheet to compensate the height of the card
body. Magnetic stripe can be written on the backside of overlay foil on demand.
The stacked sheets are then pressed and laminated with heat at 120-150 degree
under the force of 15 kgf for at least 0.5 hour. Each of card bodies is punched
and cut out of the laminated sheets. Personalization is applied to the individual
card body.

An antenna wire for RF data communication is embedded inside of the card
body with a contact electrode. Fabricated Smart combi card(SCC) is shown in
Fig. 15.[4-5]

Hardening Fillers
Antenna End “'\""e'“
; 771 :
] 1 Antenna
. — P
AT s
Ld r
Antenna Electrode
of COB Module COB Module

Fig.13. Cross sectional view of bonded Fig.14. Applying fillers to antenna con-
antenna end with hardening agent nection holes and molding part of IC chip
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Contact Electrode

Fig. 15. Smart combi card(SCC)

3.5 Advantages of Proposed Process

(1) Direct bonding between the antenna ends and the electrodes of the COB
module gives highly reliable electrical conductivity and physical connection.

(2) COB module is strongly attached to the card body because hot melt tape is
sufficiently heated to be molten and stiffened.

(3) Milling process to form a cavity for the COB module is not necessary any
more thanks to using punched sheets. Punching a hole is much easier than milling
a cavity.

(4) Humidity cannot exist in a card body because gaps between the antenna
connection parts and between a COB module and a card body are filled with
fillers.

(5) Backside of a card body, especially a position of a COB module, has good
smoothness and appearance.

4 Test Procedures and Results

4.1 Bending and Torsion Test

Physical properties of a smart card are defined in ISO 7816-1. In this test, the test
conditions were exceeding those of the ISO standards. Commercially available
five smart cards manufactured by the conventional process using conductive
adhesive and other five cards prepared by the proposed process were employed
to perform bending and torsion test. As shown in Fig. 16, each of the cards
was inserted with the contact facing upward and with its long side into the
bending device. With this movement the maximum deflection of each card was
2 cm. The card was bent at a rate of 30 bendings per minute. This occurred
250 times. Afterwards, each of the cards was turned with the contact downward
and bent 250 times. Subsequently, the card was inserted with its short side into
the bending device with the contacts upward and bent again 250 times. Here
for the maximum deflection is 1 cm. Next, the card was turned again and bent
another 250 times. Lastly, the card was clamped at the short side and twisted
around 151with 250 times of twists at a rate of 30 twists per minute as shown in
Fig. 17. Thus, altogether a bending and torsion cycle of 1,000 bends and 250
twists was completed and repeated all the above steps.
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Fig. 18. Measured resonance frequencies

Between the changes after 250 bends or twists the card was tested for elec-
trical functionality. That is, resonance frequencies for RF communication were
measured per 250 times of bending and torsion for each card.[6]

As the tests went on, the resonance frequencies of the conventional cards
became unstable and finally could not be measured up to 3,000 times. This
means the connection between the antenna and the COB module was separated.
The separated connection is shown in Fig. 19. The cards manufactured by the
proposed process held stable resonance frequencies over 5,000 times of stress.

4.2 Thermal Shock Test

The conventional cards and the subject-processed cards were put in the ther-
mal shock chamber. The temperature of the chamber was adjusted at -15 for 20
minutes and at 50 for 20 minutes respectively. Distances within which the card

Fig. 19. Disconnection between COB and Antenna (after 2,500 times stressed)
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. Card prepared by
Conventional Cards

proposed method

Before After Before After

At —15T Distance (mm) 28+2 Failed 42+2 4242
for 20 min Frequency (MHz) | 17.8+0.1 52 1561+01 | 15.1£0.1

At 50T Distance (mm) Failed Failed 4242 4242
for 20 min Frequency (MHz) Failed Failed 15101 [ 151%0.1

Fig. 20. Results of the thermal shock test

reader can read the data of the IC card and resonance frequencies for RF com-
munication were measured. The measured distances and frequencies are shown
in below fig. 20. The conventional cards lost their RF functionality after left at
-15 for 20 minutes.

The cards prepared by the proposed method had no changes by thermal shock
after being left at -15 for 20 minutes and at 50 for further 20 minutes. The
conventional cards have a little humidity penetrated into gaps between a COB
module and a card body or between antenna connection parts. However, in
case of the proposed cards, there are no gaps like those of the conventional cards
owing to applying fillers, which result in good electrical reliability under thermal
changes.

5 Conclusions

We have discussed the conventional process and the proposed process for Smart
Combi Cards(SCCs). As described above, the SCCs should have electrical re-
liability against physical or mechanical stresses to perform multi-applications.
The proposed process can provide SCCs that can avoid gradual malfunction
occurred in a conventional SCCs. Therefore it can be applicable to the useful
Smart Combi Card (SCC) for Radio Frequency Identification(RFID)/ Ubiqui-
tous Sensor Network(USN) environments.
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Abstract. In this paper, we suggest a method that applies RFID tag
information and a data mining technology to a manufacturing execu-
tion system (MES) for efficient process control. The MES is an efficient
process control method for many enterprises. But, the MES is not an
analysis technique for process control. Therefore, we will supplement a
data mining technology and RFID tag information to generate a more
efficient process control system. In order to accomplish this, we designed
and implemented an efficient product control system and adapted it to a
TFEFT LCD production line using RFID tag information and data mining.
As a result, the method proposed solved defects in parts and problems
of personnel expenses.

Keywords: RFID, Data Mining, MES, LCD line.

1 Introduction

Information systems in the modern process and manufacturing sector bridge
several layers, from the boardroom to the shop floor. At one end of this spectrum
the ubiquitous ERP systems exist that have become essential to today’s IT-
enabled enterprises. At the opposite end of the spectrum, sensors, actuators and
other field devices are found that are equally vital for ensuring perfect process
control. Between these extremes a diverse range of systems with varying degrees
of interconnection, fineness and cohesion exist[1].

Information systems span a wide range of data, processing power and time
scales. The objectives and abilities of each of these systems are different, yet
there is a clear need for them to operate in sync with each other. Any discon-
nect among them leads to inefficient operations, higher costs and lower quality,
which ultimately translates into lower profits. Therefore, it is vital that there
should be tight integration and perfect communication between all systems.

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 100-[I09] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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A clear need exists for a set of systems that seamlessly bridge this gap. The
manufacturing execution system (MES) fills this need. The MES controls the
operations that enable realization of the plans, close the execution gap by pro-
viding links among shop floor instrumentation, control hardware, planning and
control systems, process engineering, production execution, the sales force and
customers.

The MES has multiple advantages. Nevertheless, there is no function regarding
analysis techniques concerning the manufacturing process in the MES. Therefore,
we designed and implemented the MES for the manufacturing process of TFT
LCDs. Also, as reported in this manuscript, we investigated and analyzed the
defects of LCDs that are produced in the manufacturing process using a data
mining technology.

2 Manufacturing Execution System

A Manufacturing Execution System (MES) is a system that companies can use to
measure and control production activities with the aim of increasing productivity
and improving quality. The ISA has defined standards regarding the structuring
of MES and its integration in a larger company-wide IT architecture. MES fits
in between ERP and process automation level. MES gets production order and
those are scheduled by ERP and that is also not in detail. Material requirement
planning does the scheduling at the ERP level. MES collects the production
order and does a detail scheduling for a small period.

The industry wants to know how to reduce the manufacturing cycle time,
improve the quality, lower the cost and get more profit. Since MES can pro-
vide real time monitor and integrate with ERP and other information system,
the potential utility will appear after the enterprise used MES. MES collected
the manufacturing data, and managers can make the strategic decision by it
and carry out the decision. It is information presented on-line to the production
operator and to the desk of manufacturing management. Under MES implemen-
tation, integration with your accounting system, order entry system, inventory
system, scheduling system and others become easy. These all become plug and
play pieces because the data is sharable.

While the ERP focus is in areas such as finance, HR, etc., new investments
focused on improving and optimizing production and logistic resources. An Ad-
vanced Planning and Scheduling (APS) system uses advanced programming
techniques to improve/optimize production planning and scheduling, to allow
the company to achieve pre-defined objectives, such as improvements on deliv-
ery performance without raising inventory levels, or maximize plant throughput
[2]. Tao et al. [3] proposed an implementation process model for integrating the
extensible Markup Language (XML) into an enterprise application, which also
meets the inter-organizational data exchange standard of RosettaNet. Farahvash
and Boucher [4] introduced an architecture that integrated shop floor agents for
scheduling, cell control, transportation, and material management.



102 C. Kim et al.

3 Design of MES for TFT LCD’s Process Control

3.1 System Architecture Design

Product inspection is handled in real-time, because the RFID [5] concept is ap-
plied to the MES. If the LCD Panel or AD Board arrives in the examination
line, the RFID tag will be printed. Information for parts is also provided be-
cause the information is linked with the ERP or SCM. However, because the
product is selected from the database in this study, the RFID TAG LABEL is
printed.

The system architecture (Fig. 1) was based on the MES component principle.
Quality management process management, labor management, data collection
and acquisition, dispatching production units and document control of the MES
function were modeled.
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Fig. 1. Architecture of system for the parts

3.2 Data Flow Diagram of the System

The data flow diagram of the part inspection system using RFID in an elec-
tronic device manufacturing process, in which parts are produced or arrived at
the subcontractors, the part information is inputted, the tag is attached by us-
ing an RFID printer, and it is moved to the inspection conveyor is depicted
in Fig. 2. An inspector reads the tag information using a RFID reader, and
outputs the information for the product concerned on the monitor. An LCD
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Fig. 2. Data flow diagram

electronic component is conveyed to an appropriate box or a pallet after judg-
ment is made regarding whether to send the part to a shipment conveyor line,
re-inspect it, or send it to disposition on the conveyor line due to inferior qual-
ity, when tag information is read through the final RFID reader. The system
stores inspection data on various parts in the database, and permits them to
shown on the monitor of a subcontractor, or an office manager, through the
EDI/WEB. The system is configured to link with the existing SCM, and the
ERP DB.

The diagram in Fig. 3 illustrates a detailed explanation of processes. When
an electronic component arrives at the inspection line via the conveyor belt, the
RFID reader automatically reads the appropriate information from the tag and
judges whether or not it is a panel inspection or a board inspection.

Fig. 4 shows the main screen of the parts inspection system. The screen is
on standby in the state depicted in Fig. 4. The left hand side of the screen
configuration automatically indicates the details of the electronic component
concerned. On the right hand side, the current date, time, inspector’s name and
ID, and inspection line are displayed. In the center of the display, which is the
core of the program, the inspection items are automatically displayed in line
with the electronic component concerned. Therefore, the appropriate inspection
items can be easily understood by non-skilled personnel. The main screen of the
parts checking system (Fig. 4) is implemented by the MES.
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4 Data Mining for Efficient Production Control

In this chapter, we will explain neural networks and C 4.5 algorithms. Also, we
apply these algorithms in the manufacturing process for TFT LCDs and suggest
methods by which to locate defective parts. The method proposed may con-
tribute to improve the efficiency of the manufacturing process for TFT LCDs.
A neural network algorithm is a technology used in estimate modeling. Neural
network algorithms are very efficient; however, this type of algorithm has short-
comings that can not explain the estimate sequence. Therefore, we used C4.5
algorithms and supplemented the shortcomings of the neural network algorithm.
The C4.5 algorithm appropriately explains the sequence.

4.1 Neural Network Algorithm

Neural network[6] technology uses a multilayered approach that approximates
complex mathematical functions to process data. It consists of many processing
elements or nodes that work in parallel. Nodes are connected to each other
in layers, and layers are interconnected. These nodes are simple mathemat-
ical functions; the connections between these nodes, which weight the data
transformation from each node and send the information to the next node
or output layer, are how neural networks ”think.” As the complexity of the
task increases, the network size increases, and the number of nodes increases
rapidly.

To properly train a neural network, the developer feeds the model a variety
of real-life examples, called training sets. The data sets normally contain input
data and output data. The neural network creates connections and learns pat-
terns based on these input and output data sets. Each pattern creates a unique
configuration of network structure with a unique set of connection strengths or
weights. A neural network adapts to changing inputs and learns trends from
data. A set of examples of the data or images is presented to the neural network,
which then weights the connections between nodes based on each training ex-
ample. Each connection weight builds on previous decision nodes, propagating
down to a final decision (Equ. 1).

— Signals passed from each input node are gathered and become a linear com-
bination. That is, the hidden node, L, is expressed as follows if (x1, ..., xp)
is the explanatory variable.

— Connection weights for each input are summed, resulting in a unique complex
function each time the neural network is trained with a set of inputs and
outputs. Successsively summed weights define the algorithm that the neural
network uses to make a pattern-matching decision.

Lz’lel ++’UJPXP (1)

After the neural network reaches a final decision, it compares its answer
against an answer provided in the training set. If there is a match, within a
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predefined tolerance, the neural network stores these connection weights as suc-
cessful. If the decision outcome is outside the tolerance, then the neural network
cycles through the training set again. A neural network may cycle thousands of
times to reach an acceptable tolerance.

Table 1 is used to determine the variable used to forecast the defect in TFT
LCDs

Table 1. Factor for TFT LCDs quality decision

Input variable Meaning of variable Category
Variable 1 Pattern defect Y/N
Variable 2 Output voltage Y/N
Variable 3 Decide projection Y/N
Variable 4 Terminal R Y/N
Variable 5 Terminal Y Y/N
Variable 6 PR Align Y/N
Variable 7 Terminal W Y/N
Variable 8 Impact test YES/NO

4.2 (C4.5 Algorithm

Statisticians developed a tree-structured classification of many members known
as machine learning. Characteristics of the tree model are described as follows.

If A, then B, Else C

The decision tree C4.5 algorithm [7] used an entropy standard. Entropy is a
concept used to measure randomness in thermodynamics. Suppose that data set,
T, depends on Y and is divided into k. Then, the ratio (p1,, pk) of the category
can be classified. Therefore, the entropy of T is defined in equation 2.

k
Entrop(T) = _ pilog pi (2)
i=1

The C4.5 model must find a separation variance that generates the low-
est entropy in the entropy test. In this paper, we will determine factors con-
cerning the defects of LCDs using C4.5 algorithms. The factors in Table 1
were used in an experimental design. The sequence of results is illustrated in
Fig. 5.

4.3 Analysis of the Proposed Algorithm

Table 2 and Table 3 are results from the manufacturing process that apply to
the neural network algorithm and the C4.5 algorithm, respectively. Table 2 and
Table 3 present data on precision and recall.
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Fig. 5. Application of C4.5 algorithm to LCD line

Table 2. Experiment result of neural network algorithm

Precision Recall F-Measure ROC Area Class
0.98 0.987 0.985 0.946 YES
0.943 0.943 0.971 0.946 NO

Table 3. Experiment result of neural network algorithm

Precision Recall F-Measure ROC Area Class
0.97 0.985 0.977 0.983 YES
0.971 0.943 0.957 0.983 NO

The results of analysis are as follows.

— 11 items had a voltage defect in the whole parts production number.

— 7 items had both a pattern defect and a voltage defect in the whole parts
production number.

— 4 items simultaneously had a pattern defect, a voltage defect and an impact
defect in the whole parts production number.

Therefore, the incidence of voltage defects should be reduced. Also, we de-
termined that a voltage defect causes a pattern defect. Finally, voltage defects
in the manufacturing process should be managed specifically. We used RFID
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Fig. 6. Statistical analysis of the parts using RFID tag

technology and demonstrated that the process of producing TFT LCDs can
generate monitoring in real time. Also, we produced real-time data information
by chart to more easily confirm manufacturing information. Fig. 6 illustrates
productivity according to each line of TFT LCD production.

5 Conclusions

In this paper, the system proposed was established to actualize an overall in-
spection system for electronic components or devices using RFID. This study
developed a system to inspect electronic components and devices, specifically,
LCDs Panels that are the core parts of an LCD monitor store inspection result
data in the RFID TAG and the Reader/Writer. The existing system managed
the inspection result data by manually attaching stickers containing inspection
values. As a result of implementing the system developed in this research, the
inspection time in the real parts inspection line was greatly reduced. The system
developed consists in a way that the inspection data of multiple types of parts
or devices can be displayed in real time to raise the efficiency of the concerned
inspector or manager. This system is comprised of a MS-SQL SERVER or My-
SQL, which is a general purpose database, and can be linked with various ERPs
and SCM. This system is forecast to provide many benefits to LCD panel and
parts inspection companies. The MES is an excellent system for process control.
However, the MES lacks an analysis function concerning information that occurs
in process control. As a result, this approach was effective for closely examining
the cause of necessary product defects in process control. We expect that the
system proposed in this paper will be useful in various fields.
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Abstract. In Mobile appliance, users have a limited amount of storage
availability to them due to their limited size and weight. To relieve prob-
lem we developed iSCSI remote storage system, which is an excellent
solution for smart home automation too. User can store or access their
valuable data to the home server from anywhere, anytime and also get
facility to use mass storage space. The iSCSI protocol has emerged as a
transport for carrying SCSI block-level access protocol over the ubiqui-
tous TCP protocol. It enables a client’s block-level access to the data on
remote storage over an existing IP infrastructure. However, the perfor-
mance of the iSCSI based remote storage system for mobile appli-ances
were sharply dropped in wireless networks; especially when we adapt
default parameters value suggested in standard for our remote storage
system in wireless networks. This paper focuses our experiments, which
are performed to investigate the best performance values of iSCSI para-
meters for iSCSI-based remote storage system, are taken out in CDMA
networks in order to realize the access to a remote storage system anytime
and anywhere. And after the experiment, we suggest the optimal value
of parameters. The experiment results from several test cases show us
the best values are not the default values specified in the iSCSI standard.

Keywords: Mobile, SCSI, SAN, CDMA.

1 Introduction

Mobile appliances are going to be used in more area as the time goes by. Smart
Home network is one of important platform. Due to huge development in mobile
appliance area, people want to automate their home by mobile appliance also.
In this paper we focus our experiments investigate performance values of iSCSI
parameters of our developed iSCSI protocol based Remote Storage System for
mobile appliance [1], for smart home automation. User can access their home
server from anywhere, anytime to store their data’s and access them. But many
efforts are performed to apply traditional wired network environment services
such as multimedia and database to mobile appli-ances in wireless network en-
vironment. As the amount of contents is increased for the services, the need

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 110-[IT9] 2007.
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for storage expansion is increased more and more. Due to their mobility, mo-
bile appliances should be small and they use a flash memory to store the data.
However, it is still difficult to store multimedia data such as mpg, mp3, etc and
install large software such as database engines [2][3][4]. Moreover, mobile appli-
ances are more vulnerable and fragile than stationary devices, because they can
be easily stolen, lost or damaged [1]. It is need to keep their data in a secure and
safe space. To alleviate these problems, we developed Remote Storage System
for Mobile Ap-pliance [1], a iISCSI based remote storage system, for providing
the allocation of a mass storage space to each mobile client through networks.
The system offers to its users the possibility of keeping large size of multimedia
data and database in a secure and safe space. A number of papers have discussed
the performance of iSCSI based remote storage system for mobile appliances. In
[2][3][4], they proposed cache server to improve performance in wireless environ-
ment. However, the paper does not describe the adap-tation of iSCSI protocol
for wireless network. This paper we study iSCSI parameters defined in the stan-
dard [5] to investigate the effect and suggests best optimal value of parameters
into CDMA network. In Section 2, we introduce iSCSI protocol and parameters.
In section 3 we analysis of iISCSI parameters in Wireless environment. Section 4
describes iSCSI Remote Storage Sys-tem architectures. In section 5, we describe
our experiment setup procedure, experi-ments methodology, experiments results
of parameter optimization, here our experi-ments show the results of adapting
the various settings of the iSCSI parameters for our iSCSI based remote storage
system in CDMA networks and suggest the best perform-ance sets of parameter
values. Finally we conclude this paper in section 6.

2 Backgrounds

2.1 iSCSI Protocol

The iSCSI protocol [5][6] is a mapping of the SCSI remote invocation procedure
model [7] onto the TCP /IP protocol suite. The iSCSI specifications have recently
been approved as an Internet Engineering Task Force (IETF) standard [5]. The
strength of iSCSI stems from the fact that it builds on well-established technolo-
gies like SCSI, TCP/IP and Ethernet. Native SCSI, as used in direct attached
storage, is both a proto-col and a physical transport. iISCSI is a session-based
protocol in which the transport is provided by TCP/IP. iSCSI uses a client-
server architecture in which the client is called the iSCSI initiator and the server
is called the iSCSI target. The iSCSI protocol architecture model is as shown
in figure 1. iSCSI establishes a communication session between the initiator and
target. The session may consist of one or more TCP connec-tions. SCSI Com-
mand Descriptor Blocks (CDB) are passed from the SCSI layer to the iSCSI
transport layer. The iSCSI transport layer encapsulates the SCSI CDB in an
iSCSI Protocol Data Unit (PDU) and forwards it to TCP. On a receive, the
iSCSI transport layer extracts the CDB from the iSCSI PDU, received from the
TCP layer and forwards the CDB to the SCSI layer.
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Fig. 1. iSCSI (Internet Small Computer System Interface) Protocol Architecture

2.2 iSCSI Parameters

The values of iSCSI parameters can be determined during login phase and full
feature phase. Each iSCSI connection begins with login phase. The initiator
and target can negotiate iSCSI parameters to improve performance during login
phase. After that, iSCSI enters the full feature phase, during which iSCSI com-
mands and data are ex-changed over the established iSCSI connections. There
are two classes of iISCSI pa-rameters. One of them is related to iSCSI read op-
eration while the other is related to iSCSI write operation.

iSCSI read operation parameters. There are three parameters, which are
related to an iSCSI read operation.Number of sectors per command. Most SCSI
disks define a sector size of 512 bytes, and require I/O operations to be in multi-
ples of a sector. The iSCSI initiator is usually required to declare a limit on the
number of sectors in a single SCSI I/O operation. It is the one of important pa-
rameters for iSCSI read operation, since the value of this parameter limit the re-
quest size of an iSCSI read command. The target can continu-ously send out the
data requested from an iSCSI read command using Data-In PDUs. However, it is
not directly related to iSCSI write operation. Though an iSCSI write command
request the data transmission from initiator to target, R2T mechanism con-
trol the transmission size of the data associated with the command. MaxRecv-
DataSegmentLength (MRDSL) of initiator. All iSCSI PDUs have one or more
header segments and, optionally, a data segment. The Basic Header Segment
(BHS) is the first segment in all of the iSCSI PDUs. The BHS is a fixed-length
48-byte header segment. Additional Header Segment (AHS), a Header-Digest, a
Data-Segment, and a Data-Digest may follow it. The initiator declares the max-
imum data segment length in an iISCSI PDU. Thus, the DataSegmentLength of
a Data-In PDU must not exceed MaxRecvDataSegmentLength of the initiator.
Phase Collapse. The normally finishes a read command by sending a separate
iSCSI response PDU containing the command’s status. However, when the sta-
tus is success, a non-negotiable option allows the target to use a phase collapse in
which it sets a bit in the final Data-In PDU and omits the iSCSI response PDU.
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iSCSI write operation parameters. There are two parameters, which are
related to an iSCSI write operation MaxBurstLength. The initiator and target
negotiate maximum SCSI data payload in bytes in a solicited Data-Out iSCSI
sequence. A sequence consists of one or more consecutive Data-Out PDUs that
end with a Data-Out PDU with the F bit set to one. The end of a sequence of
Data-Out PDUs requires the transmission of a R2T PDU by the target back to
the initiator before the next data-out sequence can begin. Therefore, the value
of the MaxBurstLength parameter limit the total amount of all data segments
of all PDUs in a solicited data sequence requested by a R2T PDU. MaxRecv-
DataSegmentLength (MRDSL) of target. The target declares the maxi-mum data
segment length in an iISCSI PDU. Thus, the DataSegmentLength of a Data-Out
PDU must not exceed MaxRecvDataSegmentLength of the target.

3 Motivation

Analysis of iISCSI Parameters in Wireless Connection. The iSCSI Data-
In PDUs are passed to the TCP layer, since the iSCSI PDU is a SCSI transport
protocol over TCP/IP. When the iSCSI Data-In PDU size is greater than the
MSS (maximum segment size) of TCP layer, the PDU will be further frag-
mented into smaller segments. The iSCSI Data-In PDU is generally larger than
the MSS in size. If some segments of parts of an iSCSI Data-In PDU are lost
due to the high bit error rate in wireless networks, TCP layer would require
re-transmitting the segments. At that time all the other segments of those parts
of an iISCSI Data-In PDU must wait for being reassembled into an iSCSI Data-
In PDU in TCP buffer. It decreases the per-formance of the system due to the
reducing of the available capacity of TCP buffer. The sender can transmit data
segments, which are allowed by the receiver using TCP flow control mechanism.
In a wireless network with high bit error rate, the more size of iSCSI PDU is
increased by the MRDSL (MaxRecvDataSegmentLength) parameter, the more
segments would have to wait due to the lost of some segments of parts of an
iSCSI PDU in TCP buffer. The performance of the system thus decreases more.
In write operation, it has the same results as the read operation in affecting
the perform-ance caused by the parameter for target. In addition, a wireless
link generally becomes a bottleneck portion in an end-to-end TCP connection
because of its narrow band-width, as compared to wired links. Thus a TCP
sender’s congestion controls are apt to be caused by wireless link congestions.
When congestion occurs in wireless link, there are two indications of packet loss,
which are a timeout occurring and the receipt of duplicate ACKs. Though TCP
can reduce the transmission amount of data segments using congestion avoidance
mechanism, it still transmits data segments until detecting congestion in wire-
less network. If the amount of SCSI data payload which are con-tinuously passed
to the TCP layer is increased by increasing the value of Max-BurstLength for
write operation or Number of sectors per command for read operation, and the
size of an iSCSI PDU is enlarged by increasing the value of MRDSL, the sender
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will transmit more segments until recognizing congestion in wireless network.
It causes the performance falling to the iSCSI based remote storage system for
mobile applications.

4 iSCSI Remote Storage System for Smart Home

4.1 System Architecture

The system architecture of iSCSI Remote Storage system is shown in figure 2.
The system is consists of 2 parts: one is the Client or Initiator for mobile appli-
ance, and another is Server or target as storage server.

lient or iSCSI Initiatol Server or iSCSI Target
™y

Administrator UI & ]

Client UI & [ Activator

Driver Application —User Level—
Application

I

=
,
- Kernel Level—

Initiator Node

Name, Target

SCSI Driver

iSCSI Target

Storage Pool
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Volume SCSI Device
Information Driver
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initiator i
Storage

Fig. 2. iSCSI (Internet Small Computer System Interface) Protocol Architecture

4.2 Client for Remote Storage System

The User Interface (UI) for client can activate the iSCSI initiator and pass
the in-formation of target, initiator and bounded volume via registry. iISCSI
Initiator can create and manage the virtual volume to access the remote storage
server with mobile appliance. (i.e. Windows CE based PDA) Also, it can receive
the request of user File I/O from SCSI subsystem. After that, it transfer the
command to SCSI based Storage Server (Linux based Storage Server) through
TCP/IP connection

4.3 Server for Remote Storage System

The User Interface (UI) for administrator can activate the iSCSI target and
pass the target name, volume size and name etc. The iSCSI target processes I/O
operation according to iSCSI Initiator’s requests.
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5 Performance Evaluations

5.1 Experiments Environment Setup

Our experiment setup consists of a PDA and Storage server connected on to
Internet with CDMA 2000 1xEVDO network. The initiator module embedded in
PDA based on Windows CE can transmit iSCSI command and data to the target
of Storage server for I/O. We set the experimental environment as Table 1. The
Storage server is connected with RAID subsystem, which has the storage ca-
pacity of 1TB (Terabyte) through FC switch. We use the CDMA 2000 1xEV-D0
module as the wireless interface of PDA. It is commonly used as a wireless module
in commercial PDA products. PDA users can access and download packet data
from networks at the maximum speed 2 Mbps in CDMA 2000 1xEV-DO0. The
maximum speed of uploading is 307.2 Kbps. LAN card, which has the speed of 1
Gbps is used as a network interface of Storage server. Mobile client’s memory
has the capacity of 256 MB and is operated on OS, Intel PXA270.

Table 1. Experimental Environment information table between Target (Storage
Swerver) and Initiator (PDA)

Storage Server or Target PDA or Initiators
(O Linux 8.0 (kernel version 2.4.18) Windows CE 4.0
CPU PIII800Mhz Intel PXA270
Memory 512MB 256MB
NIC 1Gbps LAN CDMA 2000 1xEV-D0

5.2 Experimenting Methodology

We Consider throughput as performance metrics, which is the total number of
applica-tion level bytes carried over an iSCSI connection divided by the total
elapsed time taken by the application, as expressed in Bytes per millisecond
(B/ms). We used the system times of PDA, which is based on WinCE in order
to measure throughput. Total elapsed time was measured as the time interval
from the initial time when the experi-ment program started generating the first
byte of data to the time when the last byte of data was confirmed to have been
sent (received). The elapsed time therefore includes all data transfers and all
read and write commands as well as responses at all levels of the protocol stack.
We perform two kinds of experiments. In the first experiment, we generate an
I/0O stream of 5 megabytes, and then measure throughput. Our request for a 5
megabytes I/O operation is passed through the file system and the SCSI subsys-
tem to the iSCSI initiator as a number of SCSI commands. Then the initiator
sends the commands and data to the target device. At that time, we adapt vari-
ous settings of the iSCSI parameters to investigate the best parameter values for
performance in wireless network. Each data point plotted in every graph of this
paper was calculated as the average of 5 runs with identical parameter settings.
We also perform the same experi-ment again with a different size of I/O stream,
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which is a 100 megabytes 1/O stream. We perform the second experiment in
order to examine the effect of the characteristics of the high bit error rate within
the commercial CDMA network and the variable bandwidth of the network. Our
experiment program generates read I/O bursts continu-ously for 15 hours, and
then measures throughput every 1000 seconds. The second experiment shows
that the increase of the MaxRecvDataSegmentLength parameter value cannot
always bring performance improvement to iSCSI-based remote storage system
in unstable wireless network with high bit error rate and variable bandwidth.

5.3 Experiments Results of Parameter Optimization

As the analysis of section 3, if we increase of the value of MaxRecvDataSeg-
mentLength (MRDSL), MaxBrustLength and Number of sectors per command
will reduce extra PDUs transmission and extra processing overhead on each side,
it causes the performance improvement to iSCSI bases remote storage system in
a stable wired network. But in a wireless network with high bit error rate, the
more size of iISCSI PDU is increased by the MRDSL parameter, the more seg-
ments would have to wait due to the lost of some segments of parts of an iSCSI
PDU in TCP buffer. The per-formance of the system thus decreases more. In
write operation, it has the same results as the read operation in affecting the
performance caused by the parameter for target. But we may increase the per-
formance and take the decision to setting the MRDSL value because our scheme
avoids drastic reduction of transmission rate from TCP congestion control and
decrease the high bit error rate in wireless environment. In this subsection, we
show the results from the two kinds of experiments. We per-formed the first ex-
periment in order to investigate the best performance values of iSCSI parameters
for iISCSI-based remote storage system in CDMA network.

Figure 3 shows the result from the first experiment for 5 megabytes read
operation in CDMA network. We first examined the effect of the Number of sec-
tors per com-mand with the parameter MaxRecvDataSegmentLength (MRDSL)
from 512bytes to 8Kbytes respectively. The Number of sectors per command is
increased from 16 to 2048, which increases the expected command size from
8Kbytes to 1024Kbytes due to a 512 bytes sector size for our system. In sec-
tion 3, we explained that the increase of the value of MRDSL, MaxBurstLength
and Number of sectors per command will reduce extra PDUs transmission and
extra processing overhead on each side. It causes the performance improvement
to iISCSI-based remote storage system in a stable wired network. Figure 3 il-
lustrates that the increase of the Number of sectors per command causes the
performance improvement in the wireless network. It is very similar to the
experi-ment results in a wired network. However, there are the performance
falling at the Number of sectors per command value of 2048 with MRDSL of
1Kbytes and 4Kbytes. At the MRDSL values of 1Kbytes and 4Kbytes, there
are 1In write operation, the Number of sectors per command is kept constant
at 1024(512Kbytes) and the MaxBurstLength (MBL) varies from 512Bytes to
256Kbytes. We use the fixed Number of sectors per command, because the value
of the parameter MaxBurstLength limits the total amount of all data segments
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of all PDUs, which were requested by R2T as what we have already explained in
section 2. Figure 4 shows that the throughput is increased as MBL increases from
512Bytes to 128Kbtyes in a wireless network, after that there is a slight decrease
in throughput when MBL is around 256Kbytes. The same kinds of decrease in
throughput happen in read operations too, which is caused by the narrow band-
width of CDMA network as what we have already explained in section 3.2. The
number of iSCSI PDUs which are continuously passed to the TCP layer can
be increased by increasing either the value of MaxBurstLength for write oper-
ation or Number of sectors per command for read operation, then the sender
will transmit more segments until recognizing congestion in wireless network,
and thus causes the performance falling of iSCSI based remote storage system
for mobile appliances. In a write operation, the result is more obvious because
the CDMA 2000 1x EV-DO network has the narrower bandwidth for upload
than that for download. Therefore it is not always true that the increase of MBL
value would cause the performance improvement. The MBL value of 256Kbytes
in standard is not suitable too. When the MRDSL value is 2Kbytes or 4Kbytes,
the throughputs are better than that is 512bytes or 1Kbytes or 8Kbytes. At the
MBL of 128Kbytes, the throughput of MRDSL of 2Kbytes are 26.

From these we can also see the standard value for wired network is not suitable
here for a wireless network. Therefore, we suggest that you use the parameters
settings of the MRDSL of 2Kbytes and 4Kbytes with the MBL of 128Kbytes
when performing a small file write operation in CDMA network. Figure 5 shows
the results from our experiment of 100 megabytes read operation. When MRDSL
is at a value of 1Kbyte, the throughput is better than that at the value of
512bytes or 8Kbytes. When the MRDSL value is 1Kbytes, 2Kbytes and 4Kbytes,
however, it is difficult to say which one is the best value. In the case of large size of
I/0 burst, such as 100 megabytes read operation, the best value for performance
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is also different from the standard value. When the MRDSL value is 2Kbytes,
4Kbytes and 8Kbytes, the performance is sharply dropped or increased with the
increase of Number of sectors per command. At 8Kbytes of MRDSL value, there
is a drastic decrease by 64Therefore we suggest that you should set the MRDSL
parameter value at 1Kbytes when performing a large file I/O operation while
moving in CDMA network.

6 Conclusions

In this paper we developed a remote storage system to solve the problem of
storage capacity for mobile appliances and it is useful to use smart home en-
vironment. At anytime from anywhere we can access our home storage target
server by our initiator mobile appliance. And then we studied and analyzed
iSCSI parameters defined in the standard to investigate the effect of those. We
performed two kinds of experiments to find out the best performance parameters
setting in wireless network. Note that in several cases the best values are not
the default values specified in the iSCSI standard. From the experiments, we
suggest that you should use the parameters settings of the MRDSL of 1Kbytes,
2Kbytes and 4Kbytes with the Number of sectors per command values of 1024
or 2048 when performing a small file read operation in CDMA net-work. We also
suggest that you should use the parameters settings of the MRDSL of 2Kbytes
and 4Kbytes with the MBL of 128Kbytes when performing a small file write
operation in CDMA network. In the case of large files operation, we found out
that the smaller size of iISCSI PDU could be less affected by the characteristics
of a high bit error rate within the wireless channel, and a narrow and variable
bandwidth of the wireless channels.
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Abstract. Mobile IPv6 (MIPv6) is protocol for handling routing of IPv6
packets to mobile nodes that have moved away from their home network.
However, in MIPv6, the handover process reveals numerous problems
manifested by a time-consuming network layer based movement detec-
tion and latency in configuring a new care-of address, with confirmation
scheme called duplicate address detection (DAD). To reduce the han-
dover latency in standard MIPv6, the fast handover for Mobile IPv6
(FMIPv6) protocol is proposed. To do this, each time a mobile node
moves to a new location, it configures and confirms its temporal IP ad-
dress during layer 2 handover. In this paper, we study the impact of the
address configuration and confirmation procedure on the FMIPv6’s 1P
handover latency. A mathematical analysis comparing the various para-
meters is provided to show the benefits of our scheme over the current
procedure like standard MIPv6 and FMIPv6.

1 Introduction

To accommodate the increasing demand of mobility in the Internet, Mobile IPv6
(MIPv6) has been proposed in the IETF [I]. The protocol provides seamless
connectivity to MNs when they move from one wireless point of attachment to
another in a different subnet. According to the proposal, a mobile node (MN)
should generate a new care-of address (CoA) by using IPv6 stateless address
auto-configuration whenever it moves to new link. To verify the uniqueness of
this CoA, it should run duplicate address detection (DAD) algorithm [2] be-
fore assigning the address to its interface. The algorithm determines if the ad-
dress chosen by an MN is already in use. MN must perform DAD every time it
handovers between IPv6 networks and cannot begin communication until DAD
completes. According to the current RFC 2462 DAD algorithm, it takes at least
1000ms to detect that there is no duplicate address in the link. After finishing
DAD procedure, the MN has to wait for random delays for router solicitation
message (RS) and router advertisement message (RA) [213].

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 120-[IZ9] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Fast handovers for Mobile IPv6 (FMIPv6) [4], has been proposed in IETF
to reduce the handover latency in standard MIPv6. This proposal describes a
protocol to replace such new care-of address (NCoA) configuration procedure. It
enables MN to quickly detect that it is now moving to a new subnet by providing
the new access point (NAP) identifier and receiving the associated subnet prefix
information. MN formulates a prospective NCoA, if at all possible, when still
present on current subnet. Furthermore, in order to make MN allocates NCoA
to its interface immediately after attaching to new subnet, FMIPv6 allows the
NCoA confirmation procedure to be executed before or while MN switches its
subnet. The scenario in which an MN receives the positive result about the
confirmation of its prospective NCoA on the current subnet is called predictive
mode. The scenario in which an MN checks the uniqueness of NCoA after MN
attaches to a new subnet is called reactive mode. Although MN initiates the
NCoA confirmation at an early time on the current subnet, FMIPv6 would fall
into reactive mode if MN could not receive the confirmation result on the cur-
rent subnet. In addition, if the proposed NCoA is rejected during the NCoA
confirmation procedure, MN may configure NCoA by itself after movement so
that handover latency becomes long. In order to achieve more reduction of han-
dover latency, it is required that predictive mode should occur more frequently
than reactive mode. So, it is necessary that the NCoA confirmation should be
done promptly and its result should be always successful. However, a proper
confirmation method has not been provided.

In this paper, we propose new movement detection, address configuration and
confirmation scheme (NAC) in FMIPv6 networks that remarkably takes off the
DAD procedure from the whole layer-3 handover procedure, thereby reducing
layer-3 handover latency.

The reminder of this paper is organized as follows. Section 2 introduces our
proposed FMIPv6 with NAC scheme. The performance evaluations and compar-
isons in MIPv6, FMIPv6 and proposed FMIPv6 with NAC scheme are shown in
section 3. Finally we present the conclusion in section 4.

2 New Address Configuration and Confirmation
Algorithm in Fast Handover for Mobile IPv6 (NAC)

In this section, we describe our new optimized address configuration and con-
firmation scheme called “NAC” to reduce total handover latency. We can de-
fine the handover procedure like movement detection, NCoA configuration and
confirmation (DAD) procedure.

2.1 New Fast Movement Detection in FMIPv6

In FMIPv6, the movement detection is based on an indication from a wireless
Layer 2 (L2) trigger which informs that MN will soon be handover. First, we
assume that the L2 trigger signaling message from NAP includes stored router
advertisement (SRA) message based on EAP [5l6]. To begin a fast handover, an
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MN sends the router solicitation for proxy (RtSolPr) message to the previous
access router (PAR).

The RtSolPr contains the 1.2 identifier of a target AP which the MN will move
to. At this time, PAR starts to map the L2 identifier into proper target new access
router (NAR). In response, The MN will receive the proxy router advertisement
(PrRtAdv) message from PAR. Based on SRA and PrRtAdv messages, the MN
compares the prefix of the SRA message with existing prefixes in the cache.
If the prefix is different, the MN starts to configure a prospective NCoA using
the IPv6 stateless (or stateful) address auto-configuration method. And then,
the MN immediately sends the fast binding update (FBU) message with the
prospective NCoA. When PAR receives FBU message, it sends the modified new
handover initiation (NHI) carrying a newly define 1-bit D-flag, named “NCoA
DAD Request bit (D bit)” to NAR, which validate the MN’s new CoA and ini-
tiates the process of establishing a bidirectional tunnel between the PAR and
the MN at its NCoA. This NHI message contains the “previous MN’s CoA”
and “previous AR’s global address” to support interoperability with normal
nodes by using a bit in the reserved field.

2.2 New NCoA Configuration and DAD Scheme in FMIPv6

To reduce DAD processing delay, we propose new NCoA configuration and DAD
scheme using modified neighbor cache in NAR. This modified neighbor cache
supports new enhanced lookup algorithm which can reduce DAD processing
delay from 1000 ms to 5.28 u sec. That is, the DAD using lookup algorithm
consumes an extremely short amount of time, typically a few micro second units,
such as Longest Prefix Matching speeds in routing table.

In the current FMIPv6, there is no specific address confirmation scheme. So,
in our paper, we assume that RFC 2462 DAD is also used for the confirmation
scheme. If the period of address confirmation procedure is long, then the de-
livery of handover acknowledgement (HAck) message and fast binding acknowl-
edgement (FBAck) message would be delayed. That is, the MN can not receive
FBAck before it disconnects with PAR. This means FMIPv6 could fall into the
reactive mode and the MN has to resend FBU message as soon as it attaches
to NAR. As a result, at this case, it requires to deliver an additional FBU mes-
sage, which will be encapsulated in fast neighbor advertisement (FNA), with the
consumption of wireless bandwidth. On the other hand, if NAR receives FNA
and an encapsulated FBU, and detects that NCoA is duplicated, it must discard
the inner FBU and notify this fact of MN. It will cause handover latency to
be extended. This kind of case can occur even when the period of confirmation
procedure is very short. If the result of confirmation shows that the prospective
NCoA is invalid, the MN should itself configure its NCoA and run RFC 2462
DAD after moving to NAR.

However, if the NAR adopts proposed NAC scheme, these problems can be
obviously removed. After receiving NHI message, NAR starts new DAD proce-
dure using a lookup algorithm in modified neighbor cache in NAR. As soon as
DAD procedure finishes, the NAR can unicast the HAck message to the PAR.
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This HAck could also be modified like the NHI message by adding a 2-bit F-flag
to the reserved flag and containing the “New MAC address”, “New link-local
address” and “NCoA DAD Reply option” in the option field in case of address
duplication. We name this new HAck message as ‘NHA’. Table 1 defines the
F-flag in proposed FMIPv6.

Table 1. The F-Flag of NHA message

F-Flag Mean
00 Must change MAC address. (Can not apply in IEEE-802 case)
01 Can allocate a link-local address and a new CoA
10 |Must change the link-local address allocated into the Alternative Address
10 Can not use

After the PAR receives NHA message from NAR, it sends FBAck message
carrying the NHA message’s “NCoA DAD Reply option” to MN. As soon as
the MN receives the FBAck, it configures the address specified in the NCoA
DAD Reply option into its interface. In the proposal, it takes a very short time
to configure and confirm NCoA such as 5.28 p sec in worst case. Also, in the

proposed scheme, NCoA does not become invalid, since the unique NCoA is
provided by NAR.

2.3 Lookup Procedure for Fast DAD Procedure in FMIPv6

We denote ¢ as the address lookup delay, which is the time required to check
an MN’s MAC address for movement detection and DAD in the Patricia Trie
search. Accordingly the address lookup delay (¢1,¢7) is given as:

trv =tpac- N (1)

Where tpac is the delay for access and comparison operations in RAM and
N is the number of lookups in Patricia Trie. This Patricia Trie has the worst
performance in line per minute (LPM). We use this algorithm in order to show
the lookup time of the worst performance. Under the present circumstance, since
a memory access requires from 60 to 100 nsec [7] and a comparison requires
10nsec in DRAM []], we can use the value of tpac as 70 and 110nsec. In the
Patricia Trie case, since lookups require accessing memory 48 times in the worst
case, the N value is 48. Hence, t1,¢; is 3.36 p sec and 5.28 p sec and the calculated
lookup delay is very small.

We describe the analysis method by using the queuing system. We assume that
arrival packets are stored in the buffer and processed by the FIFO policy. We also
suppose that the packet interarrival times can be modeled by a poisson process.
Then, we use an M/G/1 queuing model to calculate the average performance of
the MAC address in lookup algorithm. We denote A, as the NHI packet arrival
rate at the AR. An average of lookup processing time (E[try]) is determined
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according to the corresponding neighbor cache lookup delays and the probability
density of addresses determined by the memory access times. We define the traffic
intensity ¢ :

@ =Ap- EltLu] (2)

The traffic intensity ¢ is the quantity that governs the stability of the system.
Let us introduce LU as the lookup delay, which is defined as the time duration
from when an NHI packet arrives at the AR to when an NHA message is for-
warded to the output link. By applying the M/G/1 queuing model, the mean
lookup processing delay is derived by

E[LU] = EW]- E[tLv] (3)

Where E[W] is the expected mean waiting time of a packet in queue. Using the
Pollaczek-Khinchin (P-K) formula, the mean waiting time is derived by

Where C% denotes the squared coefficient of variation of the processing time.
An important observation is that, clearly, the mean waiting time only depends
upon the first two moments of the lookup processing time.

3 Performance Analysis

In this section, we will calculate the handover latency per movement for each
protocol. Handover latency is defined for a receiving MN as the time that elapses
between the disconnection with the previous attachment of point and the arrival
of the first packet after the MN moves to NAR. We use a simple model for the
data packet traffic, although the self similar nature of it has been noticed. Our
packet traffic model has two layers namely session and packets. During a session,
several packets are generated by a CN at an arbitrary rate and they reach an MN
at the same rate. We assume that the session duration time has the exponential
distribution with mean E[t,] = 1/),.

3.1 Network System Model and Mobility Model

We assume that a homogeneous network of which all wireless AP areas in a
subnet domain have the same shape and size. First, we can define some para-
meters used for performance analysis. Let ¢5 and ¢, be i.i.d. random variables
representing the subnet domain residence time and the AP area residence time,
respectively. Let f5(t) and f,(¢) be the density function of ¢5 and t,, respectively.
In our paper, we suppose that an MN visit & AP areas in a subnet domain for
a period t¥. During t*, the MN resides at AP area i for a period ;.
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Fig. 1. 3-Layer Subnet Area Structure

Then, t'; =ty +to+t3+ -+ tx_1 + tr has the following density function

t—t1 t— t1—"‘—tk 2
F® (¢ /tld)/ /tk 10 Fo(t1) fp(t2) fp(ts)

e fo(ti1) fo(t—ti— - - — 1 )dbg 1 - - -diadty. (5)

Using the Laplace transform convolution, we can determine the Lasplace
transform for f{* (¢ t) as follows:

FB(s) = [fr(s))" (6)

where f(s) is the Laplace transform of f,(t).

We describe a two-dimensional random walk model for mesh planes in order
to compute the subnet domain residence time density function. Our model is
similar to reference [9] and considers a regular AP area/subnet domain overlay
structure. We assume that an MN resides in an AP area for a period and moves
to one of its four neighbors with the same probability, i.e. with probability 1/4.
A subnet is referred to as a n-layer domain if it overlays with N = 4n? —4n + 1
AP areas.

Fig. 1 shows the 3-layer subnet domain architecture in which each of the 25
small squares and the entire square represents each of the AP areas and one
subnet domain area, respectively. The AP area at the center of the subnet is
called the layer 0 AP area. The AP areas that surround layer z-1 AP areas are
called layer x AP areas.

There are 8x AP areas in layer = except exactly one AP area which is in
layer 0. An n-layer subnet overlays AP areas from layer 0 to layer n-1. Par-
ticularly the AP areas that surround the layer n-1 AP areas are referred to as
boundary neighbors, which are outside of the subnet. According to the equal
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moving probability assumption, we classify the AP areas in a subnet domain
into several AP area types. An AP area type is of the form < z,y >, where x
indicates that the AP area is in layer x and y represents the y+ 1st type in layer
x. AP areas of the same type have the same traffic flow pattern because they are
at the symmetrical positions on the mesh domain. For example, in Fig. 1, the
AP type < 1,1 >, < 2,1 > represent that this AP is in ring 1 and ring 2 and it
is the AP of 2nd type in ring 1 and ring 2, respectively.

In the random walk model, a state (x, y) represents that the MN is in one
of the AP areas of type < x,y >. The absorbing state (n, j) represents that an
MN moves out of the subnet from state (n — 1, ), where 0 < j < 2n — 3. We
assume that the AP area residence time of an MN has a Gamma distribution
with mean 1/), (=E[t,]) and variance v. The Gamma distribution is selected for
its flexibility and generality. The Laplace transform of a Gamma distribution is

* ’YAP ! 1
= (e here v = —. 7
po-(Z2) . e g )

Also, we can get the Laplace transform fX(s) of fs(¢) and its expected subnet
domain residence time Elts] from [9]. For an MN, in the end, the probabilities
IT,(¢) and II4(j) that the MN moves across i AP areas and j subnets during a
session duration, can be derived as follows [10]:

1— 2 (1= fr(5t)) i=0

1, (i) = (8)
A= ()2 Fa (i)™ i>0
1— 2o (1 - £2(58) =0

,(j) = )
2= )2 i)™ 5> 0

3.2 Handover Latency Comparisons

At first, we introduce distance parameters used for handover latency functions.
twp is the wireless component of the delay for a new AP re-association and
authentication latency (MN’s switching delay between APs). tgs and tgra are
the transmission delays for the RS/RA messages in standard MIPv6, (trs +
tra = 2tgr). *tgp is the random delay for RS, RA defined as the RFC 3775
(*trp=trD_RS + tRD_RA).

tpy and tpacr are the transmission delays for BU/BAck messages respec-
tively (tpu + tack = 2tB). tpacket 1s the packet transmission delay from CN
to MN. tpap is the DAD processing delay defined as the RFC 2462. t1y is the
lookup delay for DAD. ( is the weighting factor of packet tunneling. v is the total
delay between the time to exchange FBU/FBAck and the time of disconnection
(Link-Down) with the current AP. tps_pna and tra_naack are the transmis-
sion delays for RS with Fast Neighbor Advertisement and RA with Neighbor
Advertisement Acknowledgment (trs_Fna + tRA_NAAck = 2tFR). tnmr/HT and
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tNHA/HAck are the transmission delays for new NHI/NHA messages in proposed
FMIPv6 with NAC and regular HI/HAck messages in standard FMIPv6 for ad-
dress confirmation and to setup the tunnel between PAR and NAR. tpgcker_ N
is the packet forwarding delay between MN and NAR. tpgcker_pn is the buffered
packets forwarding delay from PAR to NAR. Using such parameters, for the
standard MIPv6, FMIPv6 and proposed MIPv6 with NAC, the total handover
latency per session duration is defined as follows:

Trrpos = Z{iﬂp(i) ‘twp}+ Z{jﬂs (4)-(2tr+"trp+tpaDp +2tB+tpPacket) }
i=0 j=0
(10)
In FMIPv6, MN sends FBU to PAR prior to disconnection with PAR. At
this time, the handover procedure of FMIPv6 is divided into two independent
procedures; Hy, the procedure to be executed by MN itself with PAR and NAR,
and Hipy, the procedure to be executed by both PAR and NAR to establish the
bidirectional tunnel. The two separated procedures will combine into one when
NAR receives FNA from MN after MN’s subnet movement. We first assume that
NAR has already received at least HI from PAR, when it receives FNA from MN.
Before the two procedures H; and H;; combine into one, the completion times
of each procedure are defined as follows:

T, =Y +twp +trs_-FNA +tRANAAck (11)

Ta,, = (tnmr/a FtNEA/HACK + € tPacket_PN) +tLu/DAD (12)

If H;; finishes before the completion of Hy(that is, Ty, > Ty,,;), NAR has
buffered the packets tunneled from PAR and forwards them to MN when it
receives FNA. if not, NAR waits the packets which will be tunneled from PAR
when it receives FNA. At the latter case, NAR have to wait the completion of the
address confirmation procedure. After announcing its attachment to NAR and
receiving the tunneled packets, MN sends binding update messages with its new
CoA to HA, and to CNs consecutively. In FMIPv6, the total handover latency
per a session time are defined in Eq. 13. In our paper, the SRA message and
L2 information are triggered together with an association response message. We
assume that txpgr/pr, tNgA/HACK, tRS_FNA and Lra_N aack have the same value
in transmission time. Also, tpy and tpacchave the same value in transmission
time. In our proposed scheme, ¢ is the most important factor determining the
performance.

Trmipoe = Z{iﬂp(i) “twp}
=0

+ Z{jﬂs(j) (MAXA{TH,,Ta,, } + - tracket_mn —twp —¥)} (13)
=0

And, from the above function with ¢z = 3.36 u sec and 5.28 p sec in Eq.12,
we can get the handover latency for the enhanced FMIPv6 equipped with NAC
scheme.
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Fig. 2. Total Handover Latency Comparison

3.3 Numerical Results

For examinations, the following fixed parameters are used: tgs/ra = 0.015,
“trp = 1.5, tpap = 1, tpu/pack = 0.065, tngr/HI1andNHA  HACK = 0.01, =1.0,
¢ = 1.2, A0=0.0033 (session duration is 300sec) and ¢ pqcket/Packet_MN/Packet_PN
= 0.065/0.015/0.01. As the target of investigation, we select the following
changeable parameters and their default values: n=2 (subnet layer is 2), A, (mean
of AP area residence time is 30 sec.), twp = 0.03sec., and ¢ = 0.1. While we
select one parameter and change its value, the remaining parameters values are
set to their default values during the following investigation. Fig. 2 explains
the total handover latency per session duration with respect to each change-
able parameter. From the figures, we can know that proposed FMIPv6 with
NAC handover latency are considerably reduced the address configuration and
confirmation process.

Fig. 2 (a) shows the total handover latency of each protocol with respect to
the subnet layer. It shows that the reduction of latency becomes high when a
subnet contains many AP areas. The figure show that proposed FMIPv6 with
NAC is under little influence of such system deployment. Fig. 2 (b) shows that
the handover process occupies much time within the whole session duration when
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MN moves across AP areas and subnets more frequently. Fig. 2 (¢) shows the
relationship between the handover latency and the delay of link switching in a
session duration. When the switching delay (twp) becomes high, all protocols’
handover latency become high, too. When the link switching delay is 1, the
procedure H; becomes the dominant factor of handover latency. Fig. 2 (d) shows
that FMIPv6’s handover latency becomes low if MN sends FBU to PAR more
early before it disconnects with PAR. If FBU can be delivered to PAR as soon
as possible, NAR receives HI early in FMIPv6 handover process.

4 Conclusion

In this paper, we have introduced the proposed FMIPv6 with NAC. The use of a
modified neighbor cache with look up algorithm has merits, such as a faster DAD
checking speed, which solves the short-comings of normal DAD when a router
has more than two links. We also can obtain alternative addresses by manag-
ing addresses in the network. In the numerical analysis, we developed packet
traffic, system and mobility models. Based on the numerical results, we can see
that the major benefits of our scheme are to remarkably reduce CoA configura-
tion and confirmation latency concerned in any seamless handover schemes, and
preventing address collision from occurring provided there is no packet loss.
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Abstract. In mobile ad hoc networks, most of on demand routing pro-
tocols such as DSR and AODV do not deal with traffic load during the
route discovery procedure. To achieve load balancing in networks, many
protocols have been proposed. However, existing load balancing schemes
do not consider the remaining available buffer size of the interface queue,
which still results in buffer overflows by congestion in a certain node
which has the least available buffer size in the route. To solve this prob-
lem, we propose a load balancing protocol called Dynamic Congestion
Aware Routing Protocol (DCAR) which monitors the remaining buffer
length of all nodes in routes and excludes a certain congested node dur-
ing the route discovery procedure. We also propose two buffer threshold
values to select an optimal route selection metric between the traffic
load and the minimum hop count. Through simulation study, we com-
pare DCAR with other on demand routing protocols and show that the
proposed protocol is more efficient when a network is heavily loaded.

Keywords: Ad hoc networks, Routing protocols, Load balancing.

1 Introduction

A mobile ad hoc network (MANET) is a self-configuring network of mobile
hosts connected by wireless links without fixed infrastructure such as base sta-
tion. In MANETS hosts are free to move randomly, and thus network topologies
may change rapidly and unpredictably. Devising an efficient routing protocols
for MANETSs has been a challenging issue and DSDV (Destination Sequence
Distance Vector) [1], DSR (Dynamic Source Routing) [2], AODV (Ad-hoc On-
demand Distance Vector) [3] are such protocols to tackle the issue.

Recently, the requirement for real time and multimedia data traffic continues
growing. In this situation, the occurrence of congestion is inevitable in MANETS
due to limited bandwidth. Furthermore, by the route cache mechanism in the
existing protocols, the route reply from intermediate node during the route dis-
covery procedure leads to traffic concentration on a certain node. When a node
is congested, several problems such as packet loss by buffer overflows, long end-
to-end delay of data packets, poor packet delivery ratio, and high control packet
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overhead to the reinitiate the route discovery procedure can occur. In addition,
the congested node consumes more energy to route packets, which may result in
network partitions.

In this paper, we propose the DCAR (Dynamic Congestion Aware Routing
Protocol) which ties to distribute traffic load and avoid congested nodes during
the route discovery procedure. DCAR monitors number of packets in an interface
queue and defines traffic load as the minimum available buffer length among the
nodes in the route. By avoiding the node with minimum available buffer length
in the route, we can achieve load balancing, and improve performance in terms
of packet delivery ratio and end-to-end delay, etc.

The rest of this paper is organized as follows. In Section II, we review two
protocols DSR, DLAR [4]. In Section IIT and IV, we illustrate the motivation and
detail operation of our proposed protocol. Performance evaluation by simulations
is presented in Section IV. Finally, concluding remarks are given in Section VI.

2 Related Works

2.1 DSR (Dynamic Source Routing Protocol)

DSR is an on demand routing style protocol for ad hoc networks. Every source
node knows a complete route to a destination and maintains a route cache con-
taining the source routes that it is aware of. Each node updates the entries in
the route cache if there is a better route, when it learns about a new one. Two
main mechanisms of DSR are route discovery and route maintenance.

The route discovery procedure is initiated in an on-demand basis when a
source node requires a route to a destination for routing. At first, if there is
no route available in the route cache, the source broadcasts a Route Request
(RREQ) packet which is flooded throughout the entire network. Each RREQ
packet contains a record of listing the address of each intermediate node as well
as initiator (source) and target identifier (destination) of the RREQ. If a node
receiving the RREQ packet is the destination or an intermediate node having a
path to the destination node in its cache, it can reply to the RREQ by sending
a Route Reply (RREP) packet which contains the route information between
the source and the destination. When the source node receives this RREP, it
stores this route in its route cache for sending subsequent data packets to this
destination.

In route maintenance procedure, when a node detects that its descendant
node in the route is unreachable either by no packet receipt confirmation from
the descendant node or no link level acknowledgement in the link layer, it sends
a Route Error (RERR) packet to the source node. The RERR packet contains
addresses of two end nodes of the broken link. During the propagation of the
RERR packet to the source, every intermediate node in the route as well as the
source removes the broken route entry in its own route cache and the source
invoke the route discovery process again to construct a new route.
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2.2 DLAR (Dynamic Load Aware Routing Protocol)

DLAR [4] is a DSR based load balancing routing protocol that uses the traffic
load information of the intermediate nodes as the main route selection criterion.
Similar to DSR, DLAR is also an on-demand routing protocol and has two main
mechanisms of route discovery and route maintenance. Figure 1 illustrates the
protocol operation of DLAR for route selection.

Sum of Load
(S-A-P-Q-R)=20

(S-A-B-C-D)=19

(S-A-I-3-K)=21

Fig. 1. Operation of DLAR

In route discovery procedure of DLAR, the source node S broadcasts the
RREQ packet to its neighbors to find a route. When an intermediate node re-
ceives the RREQ packet, it sums and attaches its own load information, then
rebroadcast the RREQ packet. The load information of the node is defined as
the number of packets that is currently buffered in its interface queue. All nodes
in the network monitor this load information. Unlike to DSR, an intermediate
node does not send a RREP packet on behalf of the destination in order to
deliver fresh entire load information of the route to the destination. The desti-
nation node D can receive multiple RREQ packets from different routes for some
amount of time. After receiving RREQ packets, D selects a best route presumed
to be the one having the least load and sends a RREP packet to the source node
via the reverse path. In the figure, the route S-A-B-C-D is chosen because the
route has the least sum (19).

In the route maintenance procedure of DLAR, intermediate nodes that are
in an active data session periodically piggyback their load information on data
packets to report the load status of the active path. If the active path is believed
to be congested, the source node reinitiates the route discovery procedure and
finds an alternative route. When the intermediate node finds a broken link, it
sends a RERR packet to the source node and the source node restarts the route
discovery procedure. Elements of the figure described in the caption should be
set in italics, in parentheses, as shown in this.

2.3 Other Routing Protocols with Load Balancing

There are other routing protocols that consider load balancing as the primary
route selection criterion. However, their protocol operations are similar to that of
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DLAR or DSR. Thus, we only present their main differences without describing
the protocol operations. In LBAR (Load-Balanced Ad hoc Routing) [5], the net-
work load is defined as total number of active routes passing through the node
and its neighbors. During the route discovery procedure, load information on
all paths from the source to a destination is forwarded to the destination node.
In TSA (Traffic-Size Aware Routing) [6], the network load is defined as traffic
sizes of routes, which is presented in bytes, not in number of packets because the
packet sizes may vary. In MCL (Routing Protocol with Minimum Contention
Time and Load Balancing) [7], the network load is defined as the number of
neighbors which content with a source node. In CRP (Congestion-adaptive Rout-
ing Protocol) [8], although the number of packets currently buffered in interface
is also defined as network load, the congestion is classified into three statuses,
which are red (very likely congested), yellow (likely congested), and green (far
from congested). If a node is aware of congestion symptom, it finds a bypass
route which will be used instead of the congested route.

3 Motivation

As discussed in the previous section, DLAR is a load-balancing protocol which es-
tablishes a route with minimum load. However DLAR only monitors the number
of packets buffered in a node’s interface and monitoring the number of buffered
packets does not directly reflect the situation of network congestion. Figure 2
illustrates this problem.

The Least
Available Buffer

(S-A-P-Q-R)=4

(S-A-B-C-D)=2

(S-A-I-J-K)=3

Fig. 2. Operation of DCAR

The Figure 2 is the same topology as Figure 1 except that it additionally
includes the number of remaining packets in each node’s interface queue. The
maximum size of each buffer is assumed to be 10. When the number of cur-
rently buffered packets are used a primary key for selecting a route, like DLAR,
the destination node D selects the route [S-A-B-C-D] which has the least sum.
However, if we look at the remaining available buffer size, node B in the route
selected by DLAR is most likely to be congested because its remaining buffer
size is only 2. When a node does not have enough space to accommodate data
packets originated from the new route, the routes including the node should
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be excluded from the route selection. In Figure 2, the route containing node
B, which is selected as the best route by DLAR, should be avoided. Another
problem of DLAR is that it does not consider the minimum hop count metric
significantly. In DLAR, a destination node uses the hop count to select a route
only when two or more routes have the even load sums. Lastly, we must consider
a case when the buffer size of each node varies, because the packet processing
capacity of each node is different from another. In such a case, DLAR can not
measure the exact traffic load in every node.

The problems addressed above clearly motivates us to devise a new protocol
that considers the minimum available buffer size as one of the primary route
selection criteria to avoid the most congested nodes and to achieve load balancing
in ad hoc networks.

4 Proposed Protocol

In this section, we present the proposed protocol, referred to as DCAR, (Dynamic
Congestion Aware Routing Protocol), to improve the performance by avoiding
the congested nodes during the route discovery procedure in mobile ad hoc
networks.

4.1 Route Discovery and Selection Procedure

DCAR is an on-demand routing algorithm and assumes that every node in the
network is aware of its own traffic load by monitoring the available buffer size of
its interface. When a source node wants to send data packets, the source starts
a route discovery process by broadcasting a RREQ packet to the entire network.
To find the most congested node in the discovered routes, we define, Quin,
the minimum available buffer size among the nodes in the route. Each RREQ
packet includes a unique identifier and Q,,;, fields. In the proposed protocol, if
an intermediate node receives duplicate RREQ packets that have bigger Qin
than the previous one, it can rebroadcast the RREQ packets because the new
route consists of less congested nodes. Otherwise, it drops the duplicated ones.
When the intermediate node receives the first RREQ packet, it compares Qnin
in the received RREQ with its own traffic load, represented by the available
buffer size. If the traffic load of intermediate node is smaller than received Qin,
the node replaces it with its own information and floods the RREQ packet.

As shown in Figure 2, the route discovery procedure of the proposed protocol
can be described as follows. The source node S floods a RREQ packet to find
a route to the destination node D. When node A receives the RREQ packet, it
updates Qs with 5 and rebroadcasts the packet. Then the next node P receives
the RREQ and compares Q,,in (=5) with its own remaining buffer size (=4).
Since Qmin in the RREQ packet is greater than node P’s remaining buffer size,
it replaces Qi With its remaining buffer size (=4).

After the same operation is done in node Q and R, the destination node D
finally receives the RREQ packet containing Qi of 4 through the route [S-
A-P-Q-R-D]. Node D also receives RREQ packets from other routes: the route
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[S-A-B-C-D] having Qumin of 2 and [S-A-I-J-K-D] having Qi of 3. Once the
first RREQ packet has arrived at node D, it sends a RREP packet to node S by
using the reverse path. If node D receives a duplicate RREQ packet with bigger
Qumin, it immediately sends the RREP packet again to node S to change the
active route with less congested nodes. Otherwise, it simply drops the duplicate
RREQ packets.

When node D selects an optimal route, it considers the minimum hop count
as well as the traffic load. The detail of the route selection algorithm is described
in the following section.

During the route discovery procedure, our protocol does not allow intermedi-
ate nodes to send the RREP packet using its own route cache, because all RREQ
packets have to be delivered to the destination to check the congestion status
of the entire route. If the intermediate nodes can send the RREP packet, the
route obtained from the route cache may be stale, especially when the nodes are
highly mobile. Thus, by prohibiting intermediate nodes from sending the RREP
packet, we can obtain fresh route information.

4.2 Route Selection Algorithm

When the destination node receives multiple RREQ packets, the route selection
algorithm is used to choose an optimal route. The main operation is to select
the route with biggest Qs value among the received RREQ packets. However
by selecting a route with only load information, the route length may be long,
which result in high delivery latency. So we define two thresholds which can
find out whether the route should be selected by the load information or the
hop count metric. The first threshold is Max-Threshold (T;,4,) which defines
congestion criteria in a node. For example, when T,,,, is 30, we believe that
Qmin with more than 30 is not congestion environment. Thus the destination
node selects the route with minimum hop count metric. The second threshold is
Diff-Threshold (Tg4;fy) which is a numerical difference between Q,,;, values of
two routes. For example, if Ty;r; is 5 and the difference between two routes is
less than 5, we believe that the two load information is almost same. Thus the
destination node chooses the route with shortest distance.

4.3 Route Maintenance

Route maintenance procedure in DCAR is similar to DSR. If a node detects link
breakdown, it sends a Route Error (RERR) packet to the source node along the
active path. When a node receives the RERR packet, it removes this broken link
from its route cache and performs a packet salvaging process, which attempts to
salvage the data packet rather than dropping it. In the packet salvaging process,
the node sending a RERR packet searches its own Route Cache for a route from
itself to the destination node. If the source node receives the RERR packet from
its neighbor node, it will restart the route discovery process to find an alternative
route to the destination node.
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5 Performance Evaluation

5.1 Simulation Environment

To evaluate the performance of the proposed protocol, we used the ns-2 simula-
tor (version 2.28) [9] with the IEEE 802.11b DCF using RTS/CTS. There are 50
mobile nodes that are assumed to be randomly placed in a 1500m x 300m rectan-
gle network area. All mobile nodes moved freely at the given maximum speed of
10m/s with the pause time of 0 during the simulation time of 300 seconds. The
radio propagation range for a node is set to 250m. 20 data connections are estab-
lished with 5 different packet rates of 5, 10, 15, 20, and 25 to represent different
network traffic load. Each pair of source and destination nodes of a connection
is randomly selected without duplicate sources. Each source generates constant
bit rate (CBR) traffic with packet size of 512 bytes. The maximum buffer size
of each node’s interface is set to 50 and 3 different buffer Max-threshold values
of 45, 20, 10 and 3 different Diff-threshold values of 5, 3, and 2 are used for the
simulation study.

5.2 Simulation Result

Figure 3 shows the averaged number of dropped packets in a node’s interface
queue by buffer overflows. As shown in the figure, DCAR provides less buffer
overflows because during the route discovery procedure DCAR can avoid con-
gested nodes and can achieve load balancing in the network while the other
protocols have frequent packet drops by buffer overflows, which eventually leads
to route breakdowns.

Figure 4 shows the packet delivery ratios of DCAR, DLAR and DSR as a
function of traffic load. The delivery ratio of DCAR is better than those of
DLAR and DSR due to less frequent buffer overflows. Although DLAR also can
avoid the congested routes, the performance of DCAR is better because DLAR
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does not know the most congested nodes in routes. However, when the packet
rate is over 25, delivery ratios of all the protocols are saturated because the
entire network is congested.

Figure 5 shows the packet end-to-end delay as a function of traffic load. When
the network traffic load increases, the end-to-end delay of DSR also increases.
However, the delays of DCAR and DLAR decreases because these protocols
can avoid congested nodes and congested routes. In DSR, the end-to-end de-
lay decreases when the packet rate is above 15. When the traffic load is high
and the intermediate nodes are congested, the RREQ packets are also dropped
by buffer overflows, so the congested nodes can not forward RREQ packets as
well as data packets to the destination. Thus DSR can avoid the congested
nodes automatically during the route discovery procedure. In the figure, when
compared to DLAR, we can see that the overall performance of DCAR is im-
proved about 10% in terms of the packet delivery ratio and the end-to-end
delay.

Figure 6 shows the normalized routing overhead which is the number of the
control packets transmitted per data packet successfully delivered at the des-
tination node. We can see that routing overhead of DCAR is larger than that
of DSR because DCAR does not allow an intermediate node to send a RREP
packet using its own route cache. Thus all RREQ packets are delivered to the
destination node by flooding, which results in increased number of control pack-
ets during the route discovery process. This is same reason why DLAR has also
high control packet overhead. However, the overhead of DLAR is a little bit
higher than DCAR because DLAR has more frequent buffer overflows as shown
in Figure 3. And we can see that as the traffic load increases, there are more
buffer overflows, which leads the control packet overhead to decrease by dropping
RREQ packets.

Finally, Table I and Table II show the comparison of the performance with
different buffer threshold values (Max-threshold and Diff-threshold) of DCAR
in order to find the most efficient route. Although it is not easy to select the
optimal values, we can see that the buffer threshold value affects the protocol’s
performance by setting differently. In both scenarios of different packet rates, we
can find that DCAR shows the best performance when T4, is 20 and Ty
is 3, which are approximately correspond to 50% and 5% of the total buffer size,
respectively.

Table 1. Various threshold values of DCAR with 5 packets/sec

Threshold 5 packets/sec
Trnaz|Taifr|Delivery Ratio|End-to-End Delay|Overflow Dropped
45 5 0.54 3.89 9424
20 3 0.58 3.69 7518
10 2 0.58 3.7 7602
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Table 2. Various threshold values of DCAR with 20 packets/sec

Threshold 20 packets/sec
Traz|Taifr|Delivery Ratio|End-to-End Delay|Overflow Dropped
45 5 0.21 3.28 46117
20 3 0.23 2.52 44502
10 2 0.23 2.94 45513

6 Conclusion

In mobile ad hoc networks, congestion can lead to performance degradation such
as many packet losses by buffer overflows and long end-to-end delay. However,
existing load balancing protocols do not consider the available buffer size in
node’s interface queue. That is, they do not consider a certain congested node.
In this paper, we have proposed DCAR (Dynamic Congestion Aware Routing
Protocol) which can monitor the most congested node in route and can avoid
it during the route discovery procedure because the RREQ packet of DCAR
contains the minimum available buffer size among the nodes in a discovered
route. We also defined two buffer thresholds to choose the route selection metric
between the traffic load and the minimum hop count. Simulation study shows
that DCAR shows a good performance in terms of packet delivery ratio, end-to-
end delay, routing overhead when a network is heavily loaded.
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Abstract. The main characteristic of a mobile ad-hoc network is its
infrastructure-less, highly dynamic topology, which is subject to mali-
cious traffic analysis. Malicious intermediate nodes in wireless mobile
ad-hoc networks are a threat concerning security as well as anonymity
of exchanged information. To protect anonymity and achieve security
of nodes in mobile ad-hoc networks, an anonymous on-demand rout-
ing protocol, termed RIOMO, is proposed. For this purpose, pseudo
IDs of the nodes are generated considering Pairing-based Cryptography.
Nodes can generate their own pseudo IDs independently. As a result RI-
OMO reduces pseudo IDs maintenance costs. Only trust-worthy nodes
are allowed to take part in routing to discover a route. To ensure trusti-
ness each node has to make authentication to its neighbors through an
anonymous authentication process. Thus RIOMO safely communicates
between nodes without disclosing node identities; it also provides dif-
ferent desirable anonymous properties such as identity privacy, location
privacy, route anonymity, and robustness against several attacks.

Keywords: Ad-hoc network, Anonymity, Routing, Pairing-Based
Cryptography, Security.

1 Introduction

Conventional wireless mobile communications are normally supported by a fixed
wire/ wireless infrastructure. In contrast, mobile ad-hoc networks, MANETS do
not use any fixed infrastructure. So, the shared wireless medium MANETS, in-
troduces opportunities for passive eavesdropping on data communications. Thus
traffic analysis is one of the most subtle and unsolved security attacks against
MANETS. By definition, it is an attack such that an adversary observes network
traffic and infers sensitive information of the applications and/or the underlying
system [I].

Anonymity and/or privacy is an important criteria for securing ad-hoc net-
work communication. Anonymity ensures that a user may use a resource or ser-
vice without disclosing the user’s identity. Thus anonymity requires that other
users or subjects are unable to determine the identity of a user bound to a sub-
ject or operation [2]. If anonymity is the stronger the less is known about the
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linking to a subject. As a result, adversaries fail to make correlation between
the eavesdropped traffic information and the actual network traffic patterns.
Thus traffic analysis attack can be efficiently defeated. In this paper an anony-
mous on-demand routing protocol, called RIOMO, is proposed. In RIOMO,
every node can generate its own pseudo IDs dynamically and independently
based-on pairing-based cryptography, without making communication with the
system administrator. Thus pseudo IDs maintenance cost is reduced compared
to the previous proposed method namely MASK by Zhang et al., [3]. A route is
discovered without disclosing the nodes IDs for successful communication.

The remainging of this paper is organized as follows. In section 2, prelimi-
naries are described. In section 3, RIOMO architecture and design are given. In
section 4 RIOMO protocol is described. In section 5 anonymity achievements and
security analysis are given. Finally, section 6 describes conclusions and future
works.

1.1 Related Work and Our Contributions

The proposed protocol RIOMO is exclusively based on pairing-based crypto-
graphic properties. There is also another approach of anonymous communica-
tion based on pairing-based cryptography proposed by Zhang et al., [3], called
MASK. In MASK, system administrator generates a large set of pseudo IDs for
every node, thus every node has a fixed pseudo ID set and it should be large
enough, otherwise there is a chance of finding pseudonym linking by the intrud-
ers. To keep strong anonymity in MASK, every node should have to manage
an extremely large enough number of pseudo IDs set provided by the system
administrator, which is costly for ad-hoc network communication in terms of
extra task for nodes namely IDs maintenance cost. In this paper we explicitly
show, by using only one pseudo ID taking from system administrator, nodes can
generate their own pseudo IDs, independently and dynamically. It is the first
approach to achieve anonymity by using only one pseudo ID taking from the
system administrator in ad-hoc network. With pairing based IBE properties and
random number nodes can generate their own pseudo IDs dynamically, which
also provide strong security properties.

There are some other proposals [AJ5I6/7] taking care of privacy. In [], a secure
dynamic distributed routing algorithm (denoted as SDDR in this paper) for ad
hoc wireless networks is proposed based on the onion routing protocol [5]. The
anonymity-related properties achieved in this algorithm include weak location
privacy and route anonymity. However, it ignores one important part of privacy
in mobile ad-hoc networks, namely identity anonymity, and it cannot provide
strong location privacy.

In ref.[6], Kong et al. design an Anonymous On-Demand Routing (ANODR)
based on topology. Similar to Hordes [7], ANODR also applies multicast/
broadcast to improve recipient anonymity. ANODR is an on-demand protocol,
and is based on trapdoor information in the broadcast. These features are not
discussed in regards to Hordes’ [7] multicast mechanism.
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Compared to ref.[4d], ANODR is more efficient than SDDR at the data-
transmission stage. However, similar to SDDR in [], ANODR does not pro-
vide identity anonymity and strong location privacy. RIOMO and other two
protocols are described in Table 1 with respect to the Anonymity and secu-
rity related properties. For anonymity related properties v: indicates property
is achieved, and blank indicates property is not achived, *: indicates identity
privacy of source and destination, **: indicates identity privacy of forwarding
nodes in route. For security related properties ¢: indicates attack is protected
and blank indicates not protected. Detailed discussions of these properties are

given in Section 5.

Table 1. Comparison of anonymity and security related properties

Routing protocol
SDDRJANODRIRIOMO (proposed)

Anonymity and security properties

Identity privacy* v v
Identity privacy™* v/ v
Weak location privacy v v v
Strong location privacy v
Route anonymity v v
DoS attacks v
Wormbhole attacks v v v
Rushing attacks (4 (4 v

2 Preliminaries

In this section, we just describe some preliminaries and mathematical properties
which are useful to understand our proposed protocol.

2.1 Bilinear Maps

Let GG1 be an additive group and G5 be a multiplicative group of the same prime
order ¢q. Let P be an arbitrary generator of Gy. (aP denotes P added to itself
a times). Assume that discrete logarithm (DL) problem is hard in both Gy and
G2. We can think 7 as a group of points on an elliptic curve over F, and G»
as a subgroup of the multiplicative group of a finite field Fx for some k € Z.
A mapping é : G; x G; — G, satisfying the following properties is called a
cryptographic bilinear map.

— Bilinearity: é(aP,bQ) = é(P,Q)» for all P,Q € G; and a,b € Zy. This
can be restated in the following way. For P,Q,R € G1,é6(P + Q,R) =
é(P,R)e(Q,R) and é(P,Q + R) = é(P,Q)é(P, R).

— Non-degeneracy: If P is a generator of Gy, then é(P, P) is a generator of Gs.
In other words, é(P, P) # 1.

— Computable: A mapping is efficiently computable if é(P, P) can be computed
in polynomial-time for all P, @ € G;.
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Modified Weil Pairing [S]land Tate Pairing [9are examples of cryptographic
bilinear maps.

2.2 Diffie-Hellman Problems

With the group G; described in section 2.1, we can define the following hard
cryptographic problem applicable to our proposed scheme.

Discrete Logarithm (DL) Problem: Given P,Q € G, find an integer n such
that P = n@ whenever such integer exists.

Computational Diffie-Hellman (CDH) Problem: Given a triple (P, aP,bP) €
Gy for a,b € Z7, find the element abP.

Decision Diffie-Hellman (DDH) problem: Given a quadruple (P,aP,bP,-
cP) € Gy for a,b,c € Z;, decide whether ¢ = ab mod g or not.

Bilinear Diffie-Hellman (BDH) Problem: Given a quadruple (P, aP,bP, cP)-
€ G for some a,b,c € Z;, compute &(P, P)abe,

Groups where the CDH problem is hard but DDH problem is easy are called
GAP Diffie-Hellman (GDH) groups. Details about GDH groups can be found

in [I0].

3

RIOMO Architecture and Design

In RIOMO, system administrator does not take part in routing rather it has the
following tasks during the boot strap of the network.

Determines two groups G1, G, of the same prime order q. We view (G; as an
additive group and G2 as a multiplicative group as discussed in section 2.1.
Determines bilinear map g : G; X G1 — G», collision resistant crypto-
graphic hash functions H; and Hs, where H; : {0,1}* — G1, a mapping
from arbitrary-length strings to points in G1 and Hs : {0,1}* — {0,1}*, a
mapping from arbitrary-length strings to p-bit fixed length output.
Generates system’s secret w € Z;, where Zr = {y[l <y < ¢ — 1}. Any
one in the network does not know w except system administrator. System
administrator also uses this secret to generate the secret point of the non-
adversary nodes.

Thus the system parameters < G1,Gs, g, Hy, Ho > are known to the non-
adversary nodes. System administrator also provides the following parameters
for nodes, regarding their IDs and secret points.

Provides each node, a secret point SPg, with respect to the node’s real 1D
IDpg, which is defined as SPr = wH1(IDg). The Source and the destination
use their corresponding secret point in the route discovery phase to authen-
ticate each other. For a given set of < IDp,SPr > no one can determine
the system secret w as we discussed in section 2.1 and 2.2.
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— Provides each node a pseudo ID I DP;, and their corresponding secret point
SPP;, which is defined as SPP; = wH(IDP;); if i # j then IDP; # IDP;
as well as SPP; # SPP;. For a given set of < IDFP;, SPP; > no one can
determine the system secret w.

With the above information any node can generate its own pseudo IDs and
the corresponding secret points randomly in every session in communication.
Let’s check for a node, namely K; K has received its pseudo ID I D Pk and the
corresponding secret point SPPx = wH;(IDPg) from the system administra-
tor. Now, K is able to generate its own pseudo ID IDpx = Rix H1(IDP), and
the corresponding secret point SPpx = RxSPPx = RxkwH1(IDPk) = wRk-
H,(IDPg) = wIDpg, where Rk is a random generated by K; this relation also
holds the previous cited property in section 2.1 and 2.2, that is no one can de-
termine the system secret w for a given set of pseudo ID and the corresponding
secret point , < IDpg, SPpg >. Thus a node can generate its own pseudo IDs
and corresponding secret points when it is needed.

4 RIOMO Protocol

4.1 Anonymous Neighbor Authentication

When a node wants to join in the network or moves to a new place, it has
to authenticate within its neighbor nodes. Say, Alice has received her pseudo
ID IDP4, and the corresponding secret point SPP4 = wHi(IDP,), ie.,<
IDP4,SPPy4 > from the system administrator. She can join in the network
by authenticating within her neighbor nodes or if she moves another place in
the network different from her current place, she also needs to authenticate her
within her neighbor, to avoid a target oriented attack. If Alice wants to change
her pseudo ID different from her current pseudo ID without moving her place,
she also needs to authenticate her current pseudo ID within her neighbor. For
this purpose she generates pseudo ID IDps = RoaH(IDP4), and corresponding
secret point SPpy = RASPPy = RAle(IDPA) = wRAHl(IDPA) =wlDpy,
where R4 is a random generated by Alice; she also generates a random Rpa
which is used to generate verification codes Very and Ver;. Alice broadcasts
her pseudo ID IDp4, and random Rpr4 within her neighbor region. One of
her neighbor, let’s say Bob, makes a response with his pseudo ID I Dppg, and
generated random Rgp and verification code Very as shown in Figure [ If
Alice is a valid node then Verj = Verg, and Ver] = Ver; holds, thus she
can be a member and she is identified as IDpa, within her neighbor. Alice
and Bob use their session key Kap = g(SPpa,IDpp) = g(IDpa,IDpp)*¥ and
Kpa = g(SPpp,IDpa) = g(IDpp,IDpA)¥; thus Kap = Kpa corresponding
their pseudo IDs, IDpy and I Dppg respectively. No one within Alices neighbor
can recognize her as Alice because she is using her pseudo ID and she is changing
her pseudo ID time to time. Thus the nodes can hide their IDs in the network and
always seem new to each other. Any adversary node can not be a member within
its neighbor, because it has to pass the verification process ”?(Ver] = Very)”
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which is not possible to generate without the knowledge of the system secret.
Similar way all nodes in the network can authenticate anonymously within their
neighbors and generate their corresponding session key. Thus nodes in the net-
work maintain their neighbor table with their pseudo IDs and corresponding
session key.

Alice’s pseudo ID, IDpa = Ry H(IDP,) Bob's Pseudo ID, IDpg= Ry H,(IDPg)
Secret point, SPpy= R, SPP, = R, w H,(IDP,) Secret point, SPpg =Ry SPPy = Rg w H(IDPg)
= w R, Hy(IDP,) = w IDpy = w Rg H,(IDPg) = [Dpg
Alice generates random Rga for authentication Bob generates random Rgg for authentication
Alice computes: (1) <IDpa, Rra > Bob computes:
s =9 (8Pen. 0r0) || A o= | B | kau= (SPrg. 1Dey)
=g (IDpp . IDpg) ¥ < Fe: 0 KB =g (IDeg, IDpy ) @
Alice verifies: Bob verifies:
Very" = Ha(Kag [|IRzallRrs) —.(3) < Ver >, | Verg= Ho(Kga [IRzallRze)
?(Very* = Very) Very™ = Hy(Kgp |[RrallRral[IDpalllDeg)
Ver;= Hy(Kag [IRrallRrel|!DpallDpg) 7 (Ver," = Very)

Fig. 1. Anonymous neighbor authentication process for two neighbor nodes Alice and
Bob

4.2 Control Packets

RIMIO uses route request packet RRQ, and route reply packet RRP, to find a
route in the network. To discover a route and to receive a response it uses RRQ
and RRP respectively.

Route Requeat Packet RRQ:

[IDpse[RRQSegNO[IDs[IDp]

IDpgg: Sender pseudo ID I Dpgg, it is the pseudo ID of the current sender.
When sender broadcasts a RRQ packet it puts its own pseudo ID in this field.
Thus IDpgg # IDg, but when the source is a sender then IDpsgp = [ Dpso #
IDg, here IDg is the source’s real ID and IDpgo is the source’s pseudo ID
which we discussed in section 3.

RRQSeqNO: Route request sequence number is used for identifying each
route-request and corresponding route-reply packet from each other. It is gen-
erated by the source uniquely when source wants to communicate with a des-
tination. RRSegNO =H(IDpgsol||Time), where, H is a collision resistant hash
function known to all non adversary nodes in the network, IDpgo is a pseudo
ID of the source, and Time is the calendar time when source generates RRQ
packet. This field remains unchanged for the corresponding RRP generated by
the destination.

IDg: Source’s ID IDg, it is the source’s real ID. Source generates a route
request packet and puts its real ID in this field, and pseudo ID IDpgo, in
IDpgE field; thus for source IDpsgp = [ Dpso but IDpsp # IDg. It is used by
the destination to make a sign in route reply packet.
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IDp: Destination’s ID IDp, it is the destination’s real ID.
Route Reply Packet RRP:

|IDPSE|IDPRE|RRQS€QNO|SignD|

IDpRrEg : Receiver’s pseudo ID; on the path from the destination to the source
when RRP packet travels I Drpp defines the next node who receives RRP packet.

SignD : Destination’s Sign; when destination replies to source through in-
termediate nodes, it generates a sign, so that no one can forge. Signp =-
Hy(Kps||RRQSeqgNO), where Kpg is a session key between the source and
the destination, and generated by the destination as Kps = g(wH1(IDp),
Hl(IDs)) = g(Hl(IDD), Hl(IDs))w

Destination also uses its session key Kpg, to decrypt data, which sent by the
source encrypted with source’s session key Kgp, where Kgp = g(wH1(IDg),-
Hl(IDD)) = g(H1(IDs), Hl(IDD))w .

4.3 Route Discovery and Route Reply

On route discovery and route response procedures nodes maintain their corre-
sponding tables. When a node receives a RR(@Q packet it broadcasts within its
neighbor and when it receives a RRP packet, it sends the RRP corresponding
to the receiver. RIOMO is described in terms of its functionalities which are
described below.

Route Discovery. Every node in the network maintains its neighbor table
with their pseudo IDs and corresponding session keys. When a source wants
to communicate with a destination it generates a RR(@ and broadcasts this
RR(Q within its neighbor to find a route, thus RIOMO is an on-demand routing
protocol. By receiving a RR(@), a node checks IDp and RRQSeqNO, of the RRQ
and makes the following decisions:

— If the node is the destination i.e., IDp matches with its real ID then it do
the following tasks:

o It keeps < RRQSeqNO,IDpggp > in its routing table; this IDpgp
becomes [ Dprp for RRP, generated by the destination. By replacing
destination’s own pseudo ID in the IDpgp field of RR(Q), it broadcasts
RRQ, within its neighbor. The purpose of this extra broadcast is to make
attackers fool.

e [t generates a RRP with its own pseudo ID I Dpgg, receiver’s pseudo ID
IDpRrEg already discussed above, makes a sign Signp discussed in section
4.2 and sends to the receiver. Notice that RRQSeqgNO is unchanged.

— If the node is not the destination and RRQSeqNOis new, it keeps RRQ)Se-
gNO, corresponding pseudo ID IDpgg in its routing table, this information
< RRQSeqNO,IDpgg > is used by the node in the route reply procedure;
this IDpgg becomes a receiver pseudo ID IDpgrp in the route reply proce-
dure. The node becomes a new sender and it puts its own pseudo ID in the
IDpgpE field of the RRQ and this RR() within its region.
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Route Reply. It is just a reverse path traverse of a RRP explored by a RRQ.
When a RR(Q reaches to the destination it generates a RRP and forwards it
in the reverse path as we discussed above. If a node receives a RRP, it checks
RRQSeqNO in its routing table then updates receiver’s pseudo ID I Dpgrp, with
an appropriate I Dpgg (i.e., from whom it receives the corresponding RR(Q) with
the same RRQSeqNO), and sends in the reverse path. If source receives a RRP
it generates Signs = Ha(Kgp||RRQSeqNO) and verify Signp. If Signg =
Signp the source sends data in the explored path by encrypting with its session
key KSD-

4.4 Working Procedure in Brief

1. Nodes make authentication of their neighbor nodes and maintain their neigh-
bor table. Thus only the trusted nodes can take part in authentication.

2. On Route discovery phase, source generates a RR() and sends within its
neighbor. If the destination is not within its neighbor then neighbor nodes
become new sender. By replacing their own pseudo IDs broadcast within
their own neighbor region. They also maintain this information in routing
table as we discussed in section 4.3.

3. If the node is the destination it generates a RRP and sends in the reverse
path as we discussed in section 4.3

4. Receiving RRP, source checks the authenticity of the destination, by com-
paring Signg and Signp. If success then sends data in the explored path.
Source and destination will use their corresponding session key for encryp-
tion and decryption as discussed in section 4.2 and 4.3.

5 Anonymity Achievement and Security Analysis

When an RR(Q) and RRP travel from node to, every node generates a large bit
random sequence corresponding to the fields of RRQ) and RRP. By extracting
random bits from the fields of the packets, every node pads their own random
bit sequence, and replaces their own pseudo IDs to the I Dpgg accordingly. Thus
the packets appear new when it moves from node to node. Also the fields (except
IDpsg,IDprE) are encrypted with corresponding session keys, thus it is also
protected from intruders.

Identity Privacy. In RIOMO the identities of the nodes are represented by
their pseudo IDs which are changed by the nodes in each session of communica-
tion. Pseudo IDs are also generated by using random numbers, hash functions
as we discussed in section 3, also the control packets are encrypted so no one
can recognize who is actual source and/or destination in a route request, route
reply phase. Thus identity privacy of nodes is achieved in the network.

Location Privacy. If there is extra information added to control packets when
the packets are forwarded form node to node; by observing the route request
and the route response packets an attacker can estimation about the distance
between the source and the destination. Thus, an attacker can set an attack
regarding location privacy.
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In our scheme, nodes do not know anything about the locations and identities
of the other nodes in the network. So, no nodes in the network can determine
the distance from them to the source and to the destination; they also do not
know about the starting point of a packet traveling in the network. Only in a
session the nodes know pseudo IDs of its neighbor region. Thus RIOMO ensures
location privacy.

Route Anonymity. Current attacks on route anonymity are based on traffic
analysis [I1]. The general theory behind these kinds’ of attacks is to trace or
to find a path in which packets are moving. For these purpose the malicious
nodes mainly looks for common information which are not changing in a packet
during movements of control packets. As a result, the adversaries can find or
to estimate the route from source to the destination. In RIOMO all the control
packets appear new to the network, when it travels form node to node. Because
every time random bits are extracted and padded during movements of the
control packets as we discussed at the beginning of this section. Thus route
anonymity is achieved of a path.

DoS. According to the target of attack, multiple adversaries can co-operate
or one adversary with enough power can target to a specific node to exhaust the
resource of the node. For this purpose the adversaries try to identify a node and
set a target to that specific node. In RIOMO identity privacy is achieved; so one
can identify a node make a target to attack. Thus DoS can be protected.

Wormhole Attack. In wormhole attack an attacker records a packet in one
location of the network and sends it to another location making a tunnel [I2]
between the attacker’s nodes, later packet is retransmitted to the network under
its control. Thus there could be a long distance travel for a packet to find a
route from the source to the destination. In RIOMO an attacker can not be a
trusted member within its neighbor so it can not be an intermediate node in
route discovery or route reply phase thus an attacker can not take part in the
routing. So the affect of the wormhole attack is not effective in RIOMO.

Rushing Attack. By using the tunnel of wormhole attack an attacker can
introduce rushing attack to rush packets. Existing almost all on-demand routing
protocols suffers from rushing attack. As RIOMO can prevent wormhole attack
so rushing attack is not effective in this protocol also.

6 Conclusions and Future Works

Anonymity is one of the important characteristics in securing a mobile ad-hoc
network routing. In this paper an anonymous on-demand routing protocol, called
RIOMO, is proposed, for preventing active as well as passive attacks. Nodes
in RIOMO take only one pseudo ID from system administrator and generate
their own pseudo IDs for anonymous communications. Thus pseudo IDs main-
tenance cost is reduced compare to the existing protocol. Moreover RIOMO
ensures node privacy, route anonymity and location privacy and is robust against
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several known attacks. Comparison analysis and security properties are de-
scribed. Further research is to consider performance analysis as well as imple-
mentation in a specific environment.
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Abstract. Ubiquitous convergence network consists of access networks
to provide heterogeneous network services for mobile users. In this paper,
we propose a hierarchical policy-based architecture model and the policy
procedures based on access networks connected with Ubiquitous conver-
gence networks. We also present a dynamic traffic management scheme
which uses DiffServ mechanism and SLA for the management of end-to-
end QoS in access networks. At the end of this paper, we will analyze
the performance of the proposed schemes through computer simulation.

1 Introduction

Ubiquitous convergence network means a linked network system that is able to
use not only each mobile access network’s services but also other heterogeneous
network services by structuring a unified convergence network [1], [2]. Through
these convergence networks, mobile users can use a variety of heterogeneous
network services as well as existing network services.

The research for ubiquitous convergence network is currently being progressed
actively, but it is still at the beginning stage in which network connection models
in some parts are just suggested. The noticeable point of the QoS guarantee for
the transmission services is that IP transmission techniques are used for network
services [13]. To provide stable and reliable support for ubiquitous networks,
therefore, end-to-end QoS mechanisms should be supported [3]. By applying
policy-based structure, the research for the convergence network construction of
heterogeneous network is made progress and three kinds of convergence network
models are suggested. However, the suggested models don’t place priority to
the QoS management structure through policy agreement procedures among
heterogeneous access networks. They also don’t consider any scheme for traffic
control in network [8].
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D00147).

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 150-[I59] 2007.
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Two approaches, IntServ and DiffServ, have been proposed at IETF (Internet
Engineering Task Force) to provide end-to-end QoS support for existing IP traffic
services [5]. On the other hand, as a service support method for end-to-end
QoS guarantee, IETF suggested SLA (Service Level Agreement) method, which
receives IP services through the agreement between service providers and service
users. If SLA is entered into an agreement between service providers and service
users, then SLS (Service Level Specification) is decided to provide SLA based
services [9]. SLA is a descriptive parameter related to end-to-end QoS support
for network services, therefore, a user can get a corresponding service based
on the parameter. CADENUS and TEQUILA projects in Europe have actually
applied the method that a user can use a service through SLA in a large IP
network [4], [6]. Consequently, SLA method should be considered for IP-based
service support in ubiquitous network, which is a heterogeneous network set.

In this paper, we propose a policy-based DiffServ QoS management structure
referring PBMN (Policy-based Management Network), which is hierarchically
structured to construct heterogeneous access network convergence networks, and
SLA, which is to control end-to-end QoS. Hierarchical PBMN means that PDP
(Policy Decision Point) in core network controls lower PDPs by performing a role
of controller through the communication with PDP in each access networks to
connect with other heterogeneous access networks [10]. For this, we suggest total
ubiquitous network construction and control procedures. Policy-based DiffServ
QoS management structure referring SLA is an approach that manages traffic
classes by the policy definition information received from PDP of each access
network. It also distinguishes dynamically traffic classes by using the policy
decision information of PDP, and refers a method that controls traffic classes by
setting two critical values of output buffers. If the critical value of each stage is
exceeded, the entrance into the output buffer for particular traffic class is limited,
so the overload is reduced. Therefore, the services of higher traffic classes are
guaranteed.

This paper consists of 5 sections. Section 2 describes the proposed policy-
based DiffServ QoS management structure considering SLA and the communi-
cation model. Section 3 shows the policy-based DiffServ QoS control mechanism.
Section 4 explains the simulation environment and the performance evaluation
of the proposed method, and Section 5 describes our conclusion.

2 Policy-Based DiffServ QoS Management Structure
Considering SLA

For end-to-end QoS support to heterogeneous access network and for effective
traffic control between heterogeneous networks, we suggest DiffServ QoS man-
agement scheme considering hierarchical policy-based QoS management scheme,
resource status of each access network, and SLA of subscribers [5]. Fig. 1 shows
the layout and components of proposed policy-based DiffServ QoS management
structure considering SLA.
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As you can see in Fig. 1, core network is the center of the structure, and
access networks are linked together through GER (Global Edge Router). LER
(Local Edge Router) links a domain of access network to another. Core network
and each access network consist of PDP (Policy Decision Point), PEP (Pol-
icy Enforcement Point), and PR (Policy Repository) to provide policy-based
QoS management [10], [7]. PDP decides the operation policy of each network
by approaching PR of each network, and transfers it to PEP so that traffics
can be controlled by the decided policy. PDP collects network resource status
and information, which is necessary for policy decision, analyzes the collected
information and policy information of PR, decides the execution, and performs
the policy control. Information transmission for the policy control between PDP
and PEP uses COPS (Common Open Policy Service) proposed at IETF [11].
COPS, a TCP/IP-based request /reply protocol, is designed to support a variety
of clients without protocol change, and provides message-dimensioned secure for
authentication and message integrity.

Access Network A Core Network Access Network B

as

Fig. 1. Policy-based DiffServ QoS management Fig.2. The relation between SLA
structure considering SLA and SLS in the proposed structure

SLA-DB is a database system that stores SLA between access network provi-
ders and subscribers and performs information storage functions such as de-
tail information for service usage between network providers and subscribers,
authentication of subscribers, or service charges. If a access network user asks
connection service or particular service, PDP deduces user-level SLS considering
network resource status and the subscriber’s SLA by approaching SLA-DB and
PR, and transmits it to the subscriber to create traffic based on SLS limited
by PDP. Fig. 2 describes the relation between SLS, which is assigned between
access network providers and users, and SLS [9].

SLS is a detail parameter used for end-to-end support of subscribers, and its
priority can be different with the parameters used in each heterogeneous access
network. Therefore, to communicate between heterogeneous access networks, a
function which can changes SLS parameter to be suitable for each access network
is necessary. This function is performed by SLST (SLS Translator) included in
GPDP of core network. GER of core network is a gateway for traffic entering to
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core network, and performs its functions as an interface between core network
and each access network. GER is an edge router of DiffServ, and includes packet
tunneling and header change function for communication between heterogeneous
networks. Edge routers of core network and each access network classifies traffics
into traffic class based on policy decision information which is received from their
PDPs, and then the routers perform DSCP field marking of IP header. On the
other hand, DR (DiffServ Router) is designed to refer policy decision information
and DSCP field and to perform PHB (Per Hop Behavior) for the traffic control
by DiffServ mechanism.

In this paper, we propose the method that decides SLS based on SLA of LPDP
and transmits service traffics for access network users. For this, mobile termi-
nals should perform subscriber authentication by communication with LPDP
if connection is requested, and receive SLS that is available based on SLA. If
LPDP receives connection request from a mobile terminal, LPDP requests SLA
information of the subscriber. LPDP also deduce SLS for the mobile user by
using the resource status of Resource Manager and the policy information which
is currently being applied. SLS is transferred to the mobile terminal. If SLS of
a mobile user should be changed depending on the resource status or policy
change, new SLS is created by the SLS deduction procedure and is sent to the
mobile terminal. (a) of Fig. 3 represents message transmission procedure depend-
ing on the connection request of a mobile terminal, and (b) shows the message
transmission procedure depending on the resource or policy change.

Access Network Access Network
? @ @ 9 8
MH LPOP LPR SLA-DB MH LPOP LPR SLA-DE
e
—— Polcy nitreval— (ol——1. Plicy retrival—-
-+ WH's SLA - - A MM SA -
s 500 NH's LGt 5. S M5 L ey

(a)

—
o
=

Fig. 3. SLS control procedure of mobile terminals

In the structure proposed by this paper, PEPs of Core network and access net-
works don’t store the status information of mobile terminals. It’s an advantage
because PEP’s overhead for traffic control of mobile terminals can be reduced
and mobile user traffic can be controlled by its policy. The core network and each
access networks include PDP, PEP, and PR. That is, each network has policy
and all rules for policy decision making which are necessary for operation and
management of network services, and it means that independent operation at
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each network can be guaranteed without consideration of other network’s situa-
tion. Additionally, end-to-end QoS is guaranteed and the procedures necessary
for policy information exchange or negotiation are able to be simplified when
core network’s GPDP performs its role as a medium in a heterogeneous access
network communication, so traffic is created by considering the characteristics
and status of corresponding access network. Therefore, our proposed structure in
this paper can guarantee the extendibility and the independence of each access
network in heterogeneous convergence networks.

3 Policy-Based DiffServ QoS Control Scheme

In this section, we describe the function of ER and DR, which are applied policy-
based DiffServ QoS control scheme proposed in this paper to manage dynamic
QoS, and the structure for traffic control. We suggest a dynamic traffic control
scheme through the traffic reset method or scheduling weight adjustment by
network resource management policy.

If a traffic transmitted from a mobile terminal has arrived to ER, then ER
classifies the traffic depending on the policy decision information received from
PDP, and transmits the information to DR. DR constructs output buffer using
received traffic by CBWFQ (Class Based Weighted Fair Queue) and PQ (Priority
Queue) depending on the network resource management scheme, and performs
PHB [12].

Fig. 4 shows the detail structure of ER in policy-based DiffServ QoS manage-
ment structure proposed in this paper. ER consists of four components; Classi-
fier, Meter, Marker, and Policy Controller.

Policy controller stores policy decision information received from PDP, and
creates Filtering Rule, Traffic Profile, and Marking Rule for function accomplish-
ment of Classifier, Meter, and Marker, and also creates threshold value for output
buffer management. Table 1 describes parameters created by Policy Controller
in ER for each component in detail.

Classifier
BE ﬂ

BUEN00R)

A& Partial Buffer
| Sharing

EF

Il Il
| | |
L | EF
4 [ [ I EF |
| | | | | | EF I AF I AF
Filtering rules. Traffic profile Marking rules Threshold values i i BE
Policy Controller T T
L2 L1

Fig. 4. The structure of policy-based ER Fig. 5. Partial buffer sharing
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Table 1. Detail functions of Policy Controller in ER

Parameter Detail content

Filtering Rule  Criteria that classifies traffics arrived to ER into traffic classes
Traffic Profile = Characteristics of traffic allowed in each traffic class

Marking Rule  Marking criteria using the metering result

Threshold Value L1, L2 Weights for construction of output buffer

3.1 The Function and Structure of ER

Classifier applies Filtering Rule of Policy Controller to classify traffics into three
traffic classes, EF, AF, and BE, and delivers the information to Meter. Traffics
classified into each traffic class are measured by traffic profile measurement. After
that, Marker performs DSCP marking by applying Marking Rule depending on
the metering result.

If traffics classified into EF class by Classifier satisfy the traffic profile, then
Marker performs marking. Otherwise Marker abandons corresponding traffic. If
traffics classified into AF class can’t satisfy the traffic profile, Marker doesn’t
perform marking, and change the traffic to BE traffic class. If the traffic profile
is satisfied, Marker divides the metering result into AF1, AF2, AF3, and AF4
by Marking Rule. In case of BE class, the control of metering or marking is not
performed.

Output buffer uses PSE (Partial Buffer Sharing) method to provide services
dynamically by referring traffic priority and overload classified by DiffServ mech-
anism. Output buffer applies L1, L.2 weights provided by Policy Controller. If it
is over the weights, particular traffic class is only queued in output buffer, and
other traffic classes are abandoned. As you can see in Fig. 5, all traffic classes
are allowed to be queued in buffer before the L1 weight, but EF and AF classes
are only queued and other traffic classes are all abandoned if it is over of L1
weight. If it is over beyond the L2 weight, only EF class is queued, and other
traffic classes are all abandoned.

As we apply PSB method, the overload of ER and DR by the continuous
increase of traffics transmitted from mobile terminals can be reduced, and the
service rate of higher-level traffic class can be guaranteed by providing traffic
services depending on the priority of traffic classes. If lower-level traffic class
is continuously abandoned because of the continuous overcrowding from mobile
terminals, ER requests policy control to PDP to manage QoS dynamically. Then
PDP classifies lower-level traffic class as higher-level by changing Filtering Rule
and Traffic Profile.

3.2 The Function and Structure of DiffServ Router

Fig. 6 describes the structure of DiffServ Router. DiffServ Router consists of four
components; Classifier, CBWFQ, PQ, and Policy Controller. Policy Controller
accomplishes the function that saves policy decision information received from
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Fig. 6. The structure of polish-based DR

PDP, and creates Filtering Rule for function accomplish of Classifier, CBWFQ,
and PQ components, Priority Values, and Threshold Values for output buffer
management. The parameters created for each component by Policy Controller
are shown in Table 2.

Table 2. Detail functions performed by Policy Controller of DR

Parameter Detail function

Filtering Rule  Criteria queuing up traffics arrived at DR in traffic class buffer
Priority Value Priority information applied at CBWFQ and PQ
Threshold Value L1, L2 weights for output buffer construction

Classifier refers DSCP field of traffics and then delivers it to each class buffer.
At that time, Filtering Rule of Policy Controller makes it possible to deliver
the information to higher- or lower-level traffic class buffer without DSCP field
change for particular traffic class. It’s for dynamic traffic control in case that
some traffics passing through particular area have a bottle-neck syndrome, or
service rate of higher-level class should be increased.

Traffics delivered to each traffic class buffer are queued up in output buffer
by CBWFQ and PQ based on the priority information provided from Policy
Controller. By applying CBWFQ and P(Q in the proposed structure in this paper,
traffic services can be increased by the traffic class priority of mobile terminal
traffics and QoS of mobile users can be guaranteed.

EF class is designed to be scheduled by PQ without passing CBWFQ, AF and
BE classes are designed to be scheduled by CBWFQ and PQ considering priority
information. EF class has the lowest disposal rate, and AF has the priority levels
and much lower disposal rates in this order: AF1, AF2, AF3, and AF4. BF has
the lowest priority level and the highest disposal rate. If the threshold value
applied PSB method used at ER is over the L1 or L2 weight, the lower-level
traffic classes are abandoned. In case of continuous disposal of particular traffic
class, dynamic QoS can be managed by requesting policy control to PDP.
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4 Simulation and Performance Analysis

ER distinguishes traffic classes provided to mobile users into three classes; EF,
AF, and BE. AF is divided into AF1, AF2, and AF3, so ER transmits these
six traffic classes to DR. We produced 100 traffics per every second to evaluate
the performance of proposed ER. The traffics consist of EF class 20%, AF class
60%, and BE class 20%. The packet sizes of each traffic class are supposed as
EF 350KB, AF 200KB, and BE 100KB. ER can process traffics in speed of
20MB/sec, and we measured the disposal rates (%) of each traffic class for 10
minutes by 5% overcrowding the transmitted traffics per every second.
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Fig. 7. Disposal rates depending on the Fig. 8. Disposal rates per traffic classes in
traffic classes the case that L1 weight is set as 80%

Fig. 7 describes the disposal rates of each traffic class in case of traffic over-
crowding if the proposed structure is not applied. We can see that about 3%
traffics of BC class is abandoned, but about 35% traffics of EF class and 9%
traffics of AF class are abandoned. We analyzed and concluded that EF and AF
class traffics, which have much bigger packet size than BE class’s, couldn’t enter
to buffer because of traffic overcrowding, and increased the service lowering by
being abandoned.

Fig. 8 shows the result of simulation in which the proposed structure is applied
but the situation is same with Fig. 7. When we set L1 weight as 80%, the figure
shows disposal rates of each traffic class. As you can see in the figure, the result
shows that the disposal rate of BE class which doesn’t guarantee its service rate
is increased from 3% to 90%. We also can see that the disposal rates of EF
and AF classes which guarantee their service rates are seriously increased from
3.5% and 9% to 0.6% and 1.2%. Through the Fig. 7 and 8, we could sure the fact
that our ubiquitous convergence model and traffic control structure have effective
performance for the service lowering caused by traffic overcrowding. Additionally,
if policy control is requested because of continuous BE class disposal shown in
Fig. 8, ER or DR can manages traffics dynamically through the weight resetting
by requesting policy control to PDP.

Fig. 9 shows the change of disposal rates of each traffic class when we simulated
depending on L1 weight change in the proposed method in this paper. When L1
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Fig. 9. Disposal rates of each traffic class depending on L1 weight setting

weight is set as 96%, we can see that the disposal rate of BE traffic class is kept
at 60% as you can see in Fig. 9 (c), while the disposal rates of EF and AF classes
are kept at 4% and 9% as you can see in Fig. 9 (a) and (b). Weight management
of output buffer is an important element for traffic control, and it should be
managed dynamically through continuous monitoring. Consistence rate in each
class of produced traffics and average size of packet are also important elements
to have influence directly on the disposal rate and service rate. These elements
are provided resource status information from ER and DR, which performs the
role of PEP, to PDP. PDP manages traffics dynamically by the policy decision
information referring corresponding information, and provides end-to-end QoS.

5 Conclusion

Ubiquitous network is a convergence network that provides heterogeneous access
network services as a form of service to mobile users of each access network. To
construct this ubiquitous convergence network, a number of researches are pro-
ceeding in the world. However, it is still in the beginning stage and is for the partial
work for heterogeneous access networks. This paper doesn’t suggest a model for
the linkage of particular access network. This paper suggests a model using hier-
archical policy-based structure by generalizing access network structure which will
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be linked with ubiquitous convergence network, message transmission procedures
for policy control, and dynamic buffer management method for traffic control in
network components.

If hierarchical policy-based structure and dynamic buffer management method
proposed in this paper are applied for access networks, then we expect that net-
work extendibility, end-to-end QoS management between heterogeneous access
networks, and management independence of each access network can be guar-
anteed. In addition, we regard it as a proper model for ubiquitous convergence
network construction by providing dynamic traffic services through policy-based
DiffServ QoS control method which considers SLA, and by reducing service delay
and network overload caused by traffic overcrowding.
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Abstract. In Mobile IPv6, the handover process reveals numerous prob-
lems manifested by movement detection, non-optimized time sequencing
of handover procedures, latency in configuring a new care of address
and binding update to a home agent (HA). These problems may cause
packet loss as well as packet disruption. To mitigate such effects, Fast
handover for Mobile IPv6 (FMIPv6) has been developed. FMIPv6 can
reduce a packet loss using tunnel based handover mechanism which relies
on L2 triggers such as transmitting a packet from a previous access router
(PAR) to a new access router (NAR). However, this mechanism may re-
sult in decreasing the performance of TCP due to the out-of-sequence
packets between tunneling packet from the Home Agent, PAR and di-
rectly transmitted packet from the correspondent node (CN). In this
paper, we propose a new scheme called EF-MIPv6 to prevent packet re-
ordering problem using new snoop mechanism (NS). This new scheme can
prevent a sequence reordering of data packet using proposed “MSAD”
controlling. Simulation results demonstrate that managing the packet
sequence in our proposed scheme greatly increases the overall TCP per-
formance in Mobile IPv6 network.

1 Introduction

Mobile IPv6 is designed to manage the movement of mobile nodes (MNs) be-
tween wireless IPv6 networks [1]. This protocol supports transparency above the
IP layer, including the maintenance of TCP connections. However, TCP error
control is focused on congestion losses and does not distinguish the possibility of
temporary time delays due to handovers in wireless, mobile environments. Packet
losses during handovers are treated as an indication of network congestion, which
causes TCP to take some unnecessary congestion avoiding measures [2].

In MIPv®6, to perform packet transmission continuously without disconnection
of the layer 3, a mobile node maintains a home IP address (HoA) for identification
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© Springer-Verlag Berlin Heidelberg 2007



An Approach to Reliable and Efficient Routing Scheme 161

and a temporal IP address for routing information. When an MN moves to a
new subnet it should disconnect with the current access router and connect
with the new access router; in addition, the MN should obtain a new temporal
address called care-of address (CoA). Next, the MN should register the binding
between its new CoA (NCoA) and HoA with it’s home agent (HA) and CNs.
We also need to know the handover latency, which is collectively defined as the
delay incurred during movement detection, the new CoA configuration time, and
the binding update time required to start internet service from the new subnet
network. During a handover, the packets transmitted from an HA or CN may
be lost. Recent work has been aimed at improving the handover performance
of Mobile IPv6 in order to support real time and other delay sensitive traffic. a
few trials have been developed to solve this problem such as Smooth handover
by Route Optimization in Mobile IP [3], Fast Handover for Mobile IPv6 [4],
Design and Analysis of the mobile agent preventing out of sequence packets [5],
performance improvement by packet buffering [6], and reducing out-of-sequence
packets using priority scheduling [7]. Also, the snoop mechanism [9] is designed
to improve the performance of TCP while recovering wireless errors locally. The
snoop mechanism introduces a module, called snoop agent, at the base station
(BS). The agent monitors every packet that passes through the TCP connection
in both directions and maintains a cache of TCP packets sent across the link
that have not yet been acknowledged by the receiver. The main problem with
TCP performance in networks with both wired and wireless links is that packet
losses ,which occur because of bit-errors, are mistaken by the TCP sender as
being due to network congestion.

We propose an efficient TCP mechanism in FMIPv6 to prevent the mis-
ordering problem of packets during a handover using new snoop (NS) mechanism
based enhanced fast binding update (EF-BU) message [8]. This is accomplished
by adding a new reordering scheme to the base station connected to the NAR
and by adding a modified TCP header format at the source device, such as an
HA and CN. These functions are performed by two new proposed main routines:
NS mechanism for data called “MSAD” and the enhanced fast biding update
(EF-BU) message procedure. Some modifications that are explained in Section 3
are required to compare the sequence of data packets in the base station and to
indicate the arrival of the final packet from the previous access router. The re-
mainder of this paper is organized as follows. We will describe FMIPv6 protocol
in Section 2. Section 3 introduces our proposed reordering algorithm (EF-MIPv6)
to increase the performance of TCP. The performance evaluations are shown in
Section 4. Finally, we present the conclusions in Section 5.

2 Fast Handover for MIPv6 (FMIPv6)

The basic operation of FMIPv6 [4] is depicted in Fig. 1. While an MN is con-
nected to its PAR and is about to move to an NAR, FMIPv6 requires that the
MN obtains a new CoA at the NAR while still connected to the PAR.
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Fig. 1. IETF FMIPv6 Handover Procedure

Furthermore, the MN must send a Binding Update message to its PAR to
update its binding cache with the MN’s new CoA, and finally the PAR must
start forwarding packets, originally destined for the MN, to the NAR.

Either the MN or the PAR may initiate the Fast Handover procedure by
using the L2 trigger. The link-layer information indicates that the MN is moving
from the current access point (AP) to another; that is, from the PAR to the
NAR. If the L2 trigger is received at the MN (Mobile-initiated handover), the
MN will initiate an L3 handover by sending a Router Solicitation for Proxy
(RtSoPr) message to the PAR. On the other hand, if the L2 trigger is received
at the PAR (Network-controlled handover), then the PAR will transmit a Proxy
Router Advertisement (PrRtAdv) message to the appropriate MN, without any
solicitation message.

The MN obtains a new CoA (NCoA) while still connected to the PAR by
means of router advertisements containing network information from the NAR.
The PAR validates the MN’s new CoA and initiates the process of establishing
a bidirectional tunnel between the PAR and the NAR by sending a Handover
Initiate (HI) message to the NAR. Then, the NAR verifies that its new CoA
can be used on the NAR’s link. Also, in response to the HA message, the NAR
sets up a host route for the MN’s previous CoA (PCoA) and responds with a
Handover Acknowledge (HACK) message.

When the MN receives a PrRt Adv message, it should send a Fast Binding Up-
date (F-BU) message, preferably prior to disconnecting its link. When the PAR
receives an FBU message, it must verify that the requested handover is accepted
by the NAR as indicated in the HACK message status code. Then, the PAR begins
forwarding packets intended for the PCoA to the NAR and sends a Fast Bind-
ing Acknowledgement (F-BACK) message to the MN. After changing link con-
nectivity with the NAR, the MN and NAR exchange a Router Solicitation (RS)
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Message including the Fast neighbor Advertisement (FNA) option and a Router
Advertisement message (RA) with the Neighbor Advertisement Acknowledgment
(NAACK) option. After the NAR sends a Router Advertisement message with the
NAACK option, it starts to deliver buffered packets tunneled from the PAR and
buffered packets from the CN directly. Until the CN receives a BU, the packets
sent from the CN are tunneled from the PAR to the NAR. After the CN receives
aBU, the CN directly delivers the packets to the MN. Consequently, if the distance
between the CN and NAR is shorter than the tunneled distance from the CN to
the NAR via the PAR, the MN may receive out-of-sequence packets. Fig. 2 shows
the out-of-sequence packet problem.

After the PAR receives an F-BU message, packets four through eight are tun-
neled from the PAR to the NAR and buffered until the NAR receives an RS mes-
sage with FNA from the MN. When the CN receives a BU from the MN, the CN
sends packet nine to ten directly to the NAR. These packets are also buffered in
the NAR until the NAR sends an RA with NAACK option to the MN.
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Fig. 2. Out-of-sequence packets in FMIPv6

Consequently, if the distance between the CN and NAR is shorter than the
tunneled distance from the CN to the NAR via the PAR, buffered packets in
the NAR would be out of sequence due to the packet delay time incurred by
tunneling. So when an MN receives mis-ordered packets, the use of TCP in the
MN creates a duplicate ACK (DACK) for packets seven and eight in accordance
with its congestion control procedure.

3 Reliable and Enhanced Reordering Algorithm
(EF-MIPv6)

In this section, we propose a new reordering algorithm to improve TCP per-
formance in Fast Mobile IPv6 networks by eliminating out-of-sequence packets
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during handover. It is based on the NS mechanism which prevents DACK and
controls the TCP packet data sequence in new access point (AP). The modified
access point (NAP) with NS agent consists of a NAP controller, NAP buffer,
and sequence checker. In movement detection, an MN is aware of performing
handover to another AP because of channel maintenance or L3 handover. The
MN performs a scan to see APs through probes. In proposed scheme, after
process of establishing a bidirectional tunnel from the PAR to the NAR is made,
the PAR sends new Enhanced Fast Binding Update (EF-BU) [8] message to the
CN as soon as an MN start moving so that the number of packets which need
to be forwarded from PAR to NAR is decreased.

3.1 New Enhanced Fast Binding Update Message (EF-BU)

In proposed scheme, after process of establishing a bidirectional tunnel from the
PAR to the NAR is made, the PAR sends new Enhanced Fast Binding Update
(EF-BU) message to the CN as soon as an MN start moving so that the number
of packets which need to be forwarded from PAR to NAR is decreased. That
is, as soon as setting up tunnel between the PAR and the NAR, the PAR send
EF-BU quickly to the CN. This EF-BU message can be modified by adding a
2-bit E-flag to the reserved flag and including the “New AR address” and “MNs
New CoA” as options in the option field. Fig.3 show the formats of the EFF-BU
message. Table 1 defines the E-bits. When a CN receives an EF-BU message the
CN has to be operated by E-bits.

The description for each message exchange in proposed EF-MIPv6 is as fol-
lows:

1) PAR sends EF-BU message after finishing tunneling-path between PAR and
NAR.



An Approach to Reliable and Efficient Routing Scheme 165

Packet arrives

1. Forward Packet
2. Reset local retransmit counter

In sequence?
Compare with PAR’s snoop information

NAP Controller 1 Yes 1
Packet = Polling data packet }J 1. Cache last packet into NAP buffer
Yes | 2. Forward last packet to MN
l No 3. Forward buffered NAR’s packets to MN
4. Reset NAP controller timer (for snoop data)

1. Cache Packets into NAP buffer
2. Forward to MN

Modified New Access Point (NAP) buffer

Fig.4. MSAD Procedure in NAP

The CN sends EF-BUACK message to the PAR.

The CN send modified TCP data packet after setting MLP flag to “17.
The PAR send F-BACK message to the MN and NAR at the same time.
The PAR buffer packet addressed to previous CoA and start to forward
buffered packets to the NAR.

The NAR start to check received TCP data packet MLP flag.

The MN sends router solicitation message to the NAR.

The NAR sends router advertisement message to the MN.

The CN send packets to the MN addressed to new CoA.

The NAR buffer packets addressed to new Co until getting the tunneled
packet with MLP flag “1”

After receiving last tunneled packet with MLP flag “1”, the NAR deliver
buffered packet which came from the CN directly.

Table 1. The E-Flag of EF-BU message

E-Flag Mean
00 Can not apply in IEEE-802 case
01 |Can send data packet to the MNs new CoA
10 |Must send data packet to the MNs old CoA.
10 |Must use standard BU message from an MN

3.2 New Enhanced Reordering Algorithm for TCP Data with

Polling Scheme

Fig. 4 shows the flowchart of the NS mechanism for data (MSAD) to perform the
proposed scheme. Firstly, during a handover in Fast Mobile IPv6, when a PAR
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receives an F-BU message, the PAR sends an HI message with the PAR’s NS
information in order to control the TCP packet sequence. As soon as receiving
Hack message from NAR, the PAR send EF-BU message to CN. After the PAR
sends an F-BACK message to both the NAR and the MN, buffered packets in
the PAR are delivered to the NAR. When the CN receives a EF-BU message, it
sends the rest of the packets to the NAR directly. Also, the CN sends the last
packet with a modified TCP header to the PAR. The modified last packet is
called the MLP. In order to distinguish the last packet amongst all the received
packets in the NAR, the TCP packet can be modified by adding a 1 bit MLP
flag to the reserved field in the TCP header. Fig. 5 shows modified TCP packet
format.

0o 3 9 15 23 31

Source Port (16 bits) | Destination Port (16 bits)

Sequence Number (32 bits)

Ackno it (32 bits)

HLEN |MLP} Reserved | Code Bits Window Tce
* Header

Checksum Urgent Pointer

Option:
1) MLP flag “1” = Last polling data packet Padding
2) MLP flag “0” = Normal packet

Data Data

Fig. 5. Modified TCP Packet Header Format

When the MLP flag is “0”, the packet acts as a normal packet. However, if the
MLP flag is “17, the packet acts as a polling data packet from the PAR. That is,
after the CN receives a binding update message from an MN, it simultaneously
sends the last data packet and a polling data packet to the MN. The polling
data packet is a control message to the MN to signal that no more tunneled
packets exist. If the PAR receives this polling message, it can remove the MN’s
information. After sending a polling data packet, the CN can send a new data
packet to the NAR without the tunneling mechanism. First, the NAP sequence
checker uses the PAR’s NS information, previously sent in a handover initiate
(HI) message, to determine if the received packet is from the PAR or the NAR.
In other words, when the PAR sends an HI message to the NAR, the HI message
includes NS information about the PAR. Then, if the received packet has arrived
in sequence, the MNC controller starts checking for the MLP flag.

The MLP flag is important to distinguish between packets delivered by tunnel-
ing from the PAR and packets delivered directly from the CN, without tunneling.
Until the NAR receives the MLP with the flag bit set to “1”7, the packets deliv-
ered directly from the CN are buffered at the NAP buffer. Fig. 6 shows packet
transmission during a handover in EF-MIPv6 networks.
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Fig. 6. The packet transmission during handover in EF-MIPv6

As shown in Fig.6, after the CN receives the EF-BU message from the PAR,
the packets sent from the CN to NAR directly are cached in the NAP’s buffer.
Therefore, we define the data packet buffering time (Ts7) as the time needed to
finish the packet transfer from the PAR to the NAR. Tpr is represented by

TBT = ‘TFirst—packet - TPolling—data—packet| (1)

Where Trirsi—packet @A TPolling—data—packer are the time when the first packet is
delivered and the time when the polling data packet is delivered from the PAR to
the NAR via tunneling, respectively; thus, during Tsr, only the packet that was
received from the PAR by tunneling is forwarded to the MN. At this time, the
NAP controller calculates the waiting time, T, until the polling data packet
arrives. In our paper, we assume the buffer size in the NAP is enough to cache
the received packets directly from the CN during Tpp. After Tpp expires, the
NAP buffer starts delivering buffered packets to the MN continuously. Moreover,
to prevent packet overflow in the NAP buffer, the NAR sends control messages
periodically for notifying buffer states to the CN or HA. Using these message,
the CN or MN can control the data traffic. The buffer in the NAR is constructed
with non priority First-In-First-Out.

4 Simulation Results

We evaluate the performance of our proposed scheme using Network Simula-
tor (NS-2). Based on the standard NS-2 distribution version ns-allinone2.1b6,
the simulation code used for the experiments was designed on top of the IN-
RIA /Motorola MIPv6 code. We have extended the code with two main mod-
ules: a reordering algorithm for data and enhanced fast binding update message
procedure. Some modifications have been done to the original release in order
to extend the code to work with more than one mobile node. In TCP code, we
used TCP-NEWRENO. Bulk data transfer (by FTP) is connected between the
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Fig. 7. The effect of handover between ARs: (a) FMIPv6 and (b) EF-MIPv6. TCP
congestion window size in packet between ARs after handover: (¢) FMIPv6 and (d)
EF-MIPv6.

CN and the MN. The throughput of TCP is measured by the sequence number
of packets successfully received by the MN. In our simulation, the buffer size is
predetermined to be sufficient to cache the received packets directly from the
CN to ensure the buffer does not cause packet overflow. Fig. 7 shows the re-
ceived sequence number (SN) of TCP data with respect to the simulation time
in FMIPv6 and Proposed EF-MIPv6, respectively.

Fig. 7 (a) shows the packet transmission associated with buffering in the NAR
and PAR during a handover in FMIPv6. Although packet loss does not happen,
the received packet sequence is changed in an MN due to the out-of-sequence
packet problem caused by the packets received by tunneling and the packets re-
ceived directly from the CN. Consequently, the out-of-sequence packet problem
results in sending a DACK to the CN leading to a drop in TCP performance.
Fig. 7 (c) shows the CWND in FMIPv6 between ARs. During a handover be-
tween ARs packet loss did not happen. However, after the sender received the
same ACK three times from an MN, the sender transmits a delayed packet
caused by tunneling between the PAR and NAR. These packet retransmissions
reduce the CWND, which causes a large amount of data packets to wait for a
larger CWND.
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In Fig. 7 (b) and (d), although packet delay occurred, the receiver accepts the
packet normally, avoiding packet loss and the out-of-sequence packet problem so
retransmission is not required. The EF-MIPv6 scheme can tolerate a slight packet
delay and still deliver the packet during fast handover. Therefore, the value of
the sender’s CWND is maintained and the performance of TCP is improved.

5 Conclusion

This paper has introduced our proposed Fast Mobile IPv6 with reordering al-
gorithm for handovers. We have also analyzed the impact of handovers between
ARs for out-of-sequence packets under Mobile IPv6 in a fast handover environ-
ment. In this paper, we showed that EF-MIPv6 can improve TCP performance
and prevent the out-of-sequence packet problem in existing Mobile IPv6 network.
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Abstract. This paper considers the meta-heuristic method of ant colony
optimization to the problem of assigning customers to satellite channels.
It is shown in an earlier study that finding an optimal allocation of
customers to satellite channels is a difficult combinatorial optimization
problem and is NP-complete. Hence, we propose an ant colony system
(ACS) with strategies of ranking and Max-Min ant system (MMAS)
for an effective search of the best/optimal assignment of customers to
satellite channels under a dynamic environment. Our simulation results
show that this methodology is successful in finding an assignment of
customers to satellite channels. Three strategies, ACS with only ranking,
ACS with only MMAS, and ACS with both ranking and MMAS are
considered. A comparison of these strategies are presented to show the
performance of each strategy.

1 Introduction

An excellent discussion on bandwidth resource issues related to satellite-based
communication is presented in [12]. In this study [12], the problem of satel-
lite customer assignment (see Figure [I]) is considered and an integer program-
ming formulation is presented for the solution to this combinatorial optimization
problem. It is also shown in [I2] that the optimal assignment of customers to
channels has real and observable costs and benefits, both in terms of dollars
and customer ratings. This is basically an efficient resource utilization problem.
In satellite communication, efficient resource utilization is one of the important
problems that has received considerable attention [48]. A detailed overview of
the scheduling problems that arise in satellite communication is described in
[11]. The well-known generalized assignment problem (GAP) is known to be
NP-complete combinatorial optimization problem and has received a lot of at-
tention in the literature [3], and the satellite customer assignment problem has a
lot of similarities with GAP. The GAP involves finding the minimum cost assign-
ment of N jobs to M machines (agents) such that each job is exactly assigned

F. Stajano et al. (Eds.): ICUCT 2006, LNCS 4412, pp. 170-[I79 2007.
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Fig. 1. Concept of customer assignment to satellite channels

to only one machine, subject to machine’s available capacity. Another problem
in this context well studied is flow shop scheduling [10].

The ant colony optimization paradigm was inspired by the behavior of real
ants. In nature the real ants have an ability to find the shortest paths from the
nest to food sources. In an ant colony, the medium that is used for information
communication among individual ants regarding paths is a chemical substance
called pheromone. A moving ant deposits a constant amount of pheromone on
the ground (path). Another ant, when it encounters a pheromone trail, has to
decide whether to follow it or not. If it follows the trail, the ant’s own pheromone
reinforces the existing trail. The pheromone also evaporate over time.

The well-known Traveling Salesman Problem (TSP) was the first combinato-
rial optimization considered for solution using Ant Colony Optimization (ACO)
[6], and was published under the name Ant System (AS). In this study, the
artificial ants build new solutions stochastically. For building new solutions a
combination of heuristic information and an artificial pheromone trails are used
by the artificial ants. This pheromone trail is reinforced according to the quality
of solutions built by the ants. The AS was able to find optimal solutions for
some smaller TSP problems. This study has generated a lot of interest among
researchers and this AS has been applied to a variety of combinatorial optimiza-
tion problems [II[7]. A detailed description of ant behavior relating to ACO is
available in [5l/T4].

We propose the meta-heuristic method of ant colony optimization to the prob-
lem of assigning customers to satellite channels. We present ant colony system
(ACS) with strategies of ranking and Max-Min ant system (MMAS) for an ef-
fective search of the best/optimal assignment of customers to satellite channels
under a dynamic environment. Our simulation results show that this method-
ology is successful in finding an assignment of customers to satellite channels.
Three strategies, ACS with only ranking, ACS with only MMAS, and ACS with
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both ranking and MMAS are considered. A comparison of these strategies are
presented to show the performance of each strategy.

2 Satellite Customer Assignment Problem

Problem Formulation: For ease of understanding, we follow the same notation
used in an earlier study [12]. Let there be I customers to be assigned to one of
the K channels. As in [I2], we assume the following data is available:

— SBWj, : satellite bandwidth available in channel k
— SPy : satellite power available in channel k

— C'BW; : bandwidth required by customer 4

— C'P; : power required by customer i

The decision variable is z;;. The decision variable z;1 is 1 if customer i is assigned
to channel k, and z;; = 0 otherwise. The satellite customer assignment problem
is

K I I
o > o1 CBWzyy, > ie1 CPixi,
M = — == . 1
mnimize ; ST, 5P, (1)
The constraints are:
I
> CBW; x zy, < SBWi, Vk=12..K, (2)
i=1
I
Y CPixwi < SP;, Vk=12,.,K, (3)
i=1
K
wg =1, Vi=12..1, (4)
j=1

where x;, is either 0 or 1. This objective function is used in an earlier study
[12]. The objective function in Equation (Il) minimizes the total deviation of
fraction of bandwidth utilized from fraction of power utilized. The constraint in
Inequality (2 represents that the capacity restriction of available bandwidth,
and the constraint in Inequality (@) takes into account the capacity restrictions
of available power. Constraint in Inequality () ensures that each customer is
assigned to only one channel. From the above, we see that, this satellite cus-
tomer assignment problem is similar to the generalized assignment problem and
hence it is NP-complete. We can also see that the satellite customer assign-
ment problem has a close relationship with bin-packing problem (BPP) which is
a generalized assignment problem. BPP has been studied in the framework of ant
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colony optimization in [9]. Consider an example with 5 customers (I=>5) and 3
channels (K=3). Let one solution be {3 1 3 2 1}. The meaning of this is:

Customers 1 and 3 are assigned to channel 3.
Customers 2 and 5 are assigned to channel 1.
Customer 4 is assigned to channel 2.

This solution {3 1 3 2 1} is a valid solution only if the constraints () and (3
are satisfied.

3 Ant Colony Optimization

In this section, we explain the methodology of ant colony optimization to our
satellite customer assignment problem. Ant systems uses artificial ants to con-
struct a solution from the scratch. A solution is constructed based on a combi-
nation of heuristic information and artificial pheromone trails are used by the
artificial ants. At each step an individual ant assigns an unassigned customer i
to a channel k£ with a probability p;;. The probability p;x is given by

Dk = (7ik)™ * (mir)?
Poker U(Tie)* * (mir)7 }
In Equation (@), K is the set of channel numbers that customer i can be as-

signed, « is the weighting factor of pheromone and 3 is the weighting factor of
attractiveness. The attractiveness 7;; is given as

(®)

1
Nik = v (6)
where
_ SCBW; + CBW; _ SCP, +CP;
U= SBW), V= SP, ' (7)

It is possible that before assigning the customer ¢ to channel k, some other
customers are already assigned to the channel k. Hence, SCBWj, is the sum
of CBW of already assigned customers to channel k. Similarly, SC'Py is the
sum of C'P of already assigned customers to channel k. While obtaining the
attractiveness the constraints in Inequalities ([B]) and (@) may not be satisfied. In
that case the values of attractiveness are

N =0if U >1orV > 1.
After the run, the ants update the pheromone information 7;; as

Tik(t+1) = (1 —p)*1ir(t). (8)
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This update procedure uses an evaporation rate p in order to reduce the effect
of past experience and to explore new and alternatives solutions. Here, p is the
evaporation rate between time ¢ and time (¢t + 1), and 0 < p < 1. The local
pheromone update is given by

Tik(t+1) = () + ATfk, (9)

where

Al :{Q/Lj ifM(i,k)ESj
ik 0 otherwise
S; is the set of ant movements for the j-th ant, L; is the evaluation value of
the j-th ant and @ is the pheromone update constant. M (i, k) is the movement
of an ant for assigning customer ¢ to the channel k. In other words, A7, is the
amount of pheromone and deposits on the assigning customer ¢ to the channel k.

Ranking strategy: We now present the ranking pheromone update strategy
[2]. In this strategy, the pheromone update is done as

(w+1-r)

ma(t+1) = Ta(t) +

where
. (Q/L, ifM(ik)€S,
A, = {O otherwise

The r is the r-th best ant, S, is the set of ant movements for the r-th ant, L,
is the evaluation value of the r-th ant and w is the w-th best ants for ranking
strategy. The global pheromone update is done as

Ti(t+1) = Tk (t) + 0 x AT} (11)

where

. (Q/Lg if M(i,k) € Sy
Tik = 0 otherwise

Sgo is the set of ant movements for the global optimal ant, Lg, is the evaluation
value of the global optimal ant, and o is a positive constant for weighting factor
of the elitist one.

Max-Min Strategy: Max-Min strategy introduced in ant system known as
MMAS is an improvement over original ant system [I3]. This MMAS strategy
introduces upper and lower bounds to the values of the pheromone trails. The
allowed range of the pheromone trail strength is limited in the following interval:

Tmin S Tij § Tmazx fOY all Tij (12)

A flowchart for ant colony optimization is given in Figure
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Control of pheromone

4 Simulation Results

The ant colony optimization approach to search for the best assignment of cus-
tomers to satellite channels is tested with some test problems. Two sets of test
problems were generated. The first set of problems were generated with 5 cus-
tomers and 3 channels. The second set of test problems were generated with 20
customers and 10 channels.

For the first set of problems (I=5, and K=3), the customer bandwidth require-
ments and power requirements are kept as: CBW7 =5, CBWs = 4, CBW3 = 6,
CBW,4 =7, and CBWj5 = 3. The customer power requirements are: CP; = 7,
CP, =9, CP; =8, CP, =6, and CP; = 5. The number of possible solutions
are 3°. The values of satellite bandwidth available in channels (SBW) and the
satellite power available (SP) used in our study are given in Table[Il

Next, we consider a 20 customer (/=20) and 10 channel (K=10) problem.
This is really a tough problem because the number of possible solutions are
10%°. Hence, the ant colony optimization approach will be very much useful.
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Table 1. Satellite bandwidth (SBW}) and power (SPy) for the channels

Problem SBW1 SBWQ SBW3 SP1 SPQ SP3
1.1 30 35 40 40 45 50
1.2 9 11 9 21 17 11
1.3 18 11 19 21 21 21

The numerical values of satellite bandwidth available in channels (SBW) and
the satellite power available (SP) used in our study are given in Table 21

Table 2. Satellite bandwidth (SBW}) and power (SPy) for the channels

Problem SBWl SBWQ SBW3 SBW4 SBWs SBW() SBW7 SBWs SBWQ SBWl()
2.1 22 13 15 20 15 15 15 22 19 13
2.2 20 22 16 17 23 14 14 15 21 14

Problem SPl SPz SP3 SP4 SP5 SPG SP7 SPS SPg SPlo
2.1 31 19 24 26 25 24 18 28 23 29
2.2 33 18 30 26 28 31 28 19 33 18

For the problem 2.1, the values of C'BW; for the customers from 1 to 20 are
5,5,5,5,4,4,3,7,6,5,6,3,6,7,4, 3,6, 6,4, and 4, respectively. The values
of SP; for customers from 1 to 20 are 5,8,9,5,7,6,8,6,7,8,6,7,9,9,7,7,
5,7, 5, and 9, respectively.

For the problem 2.2, the values of C BW; for each customer are: 6, 7, 7, 7, 4,

7,4,6,6,4, 3, 3,6, 3,6, 6,4, 3,7, and 6, respectively. The values of SP; are 8§,
6,9,8,6,7,6,9,8 9,99, 8 7,5,8, 6,7, 7, and 7, respectively.
Parameter determination for ACO: Some definitions are given below. One-
ant cycle is the cycle for evaluation and pheromone update for each ant in the
colony. Generation is a period for the evaluations and pheromone updates for an
ant colony of one generation. The following values are used in our simulations:
Evaporation rate is 0.5, initial pheromone is 0.01, @ is 0.005, Max-Min is 0.01
and 1.0, w is 10, and o is 7.

In our simulations, a total number of 40,000 cycles based on number of ants
and generations are considered. The results are given in Table Bl In Table 3] the
second column corresponds to 20 ants and the generations are 2,000 and hence
a total of 40,000 cycles are considered. In the same manner we considered the
number of ants 40, 100, 160 and 200 with corresponding generations so that the
total number cycles is 40,000. The objective function value for these cycles are
given in Table [ for the test problems.

Now we will compare the performance of three strategies, namely, ACO-
rank (ACS with only ranking), MMAS (ACS with only MMAS), and ACO-
rank+MMAS (ACS with both ranking and MMAS). We have considered only
problems 2.1 and 2.2 because they are hard problems. We can see from Tables
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Table 3. ACO results for test problems

Problem 20 x 2,000 40 x 1,000 100 x 400 160 x 250 200 x 200
1.1 0.041666  0.041666 0.041666 0.041666 0.041666
1.2 0.046108  0.046108 0.046108 0.046108 0.046108
2.1 0.013274 0.013284 0.013717 0.013350 0.015171
2.2 0.051543 0.048220 0.052316 0.060514 0.059127

@ and (Bl that the minimum values of the objective function obtained both in the
MMAS and the ACOrank+MMAS are zero which is the optimal value. But, the
computation time increases when these strategies are included.

Table 4. ACO performance comparisons of the three strategies with CPLEX: Problem
2.1

Algorithm Average Minimum Maximum Deviation Comp. time (sec)
ACOrank 0.035884 0.007229 0.159086 0.016547 2.88
MMAS 0.008309  0.00 0.024526 0.004735 26.44
ACOrank+MMAS 0.007139  0.00 0.022416 0.004005 29.41
CPLEX - 0.00 - - 298.56

We now compare the computation time of the ACOrank+MMAS with the
CPLEX optimization. Here the stopping criterion used for ACOrank+MMAS is
as follows: The objective function value is zero or when no improvement during
1,000 cycles. We can see from Tables[ and Bl that the computation time required
in our approach is very much smaller in comparison with CPLEX.

Table 5. ACO performance comparisons of the three strategies with CPLEX: Problem
2.2

Algorithm Average Minimum Maximum Deviation Comp. time (sec)
ACOrank 0.078833 0.046062 0.103765 0.012594 7.58
MMAS 0.046936 0.028040 0.070021 0.008930 26.39
ACOrank+MMAS 0.040877 0.025973 0.068094 0.007430 27.32
CPLEX - 0.0129 - - 887.78

We have also observed that the test Problem 2.1 does not have a unique
optimal schedule. The schedule we obtain for Problem 2.1 using CPLEX is
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s1=9{8203083034350584 824 2} and the objective function value is
0.00. The schedule s; means the following assignment of customers to channels:

— Customers 3, 5, and 8 are assigned to channel 0.

— Customers 2, 18, and 20 are assigned to channel 2.

— Customers 4, 7, 9, and 11 are assigned to channel 3.
— Customers 10, 16, and 19 are assigned to channel 4.
— Customers 12, and 14 are assigned to channel 5.

— Customers 1, 6, 15, and 17 are assigned to channel 8.

We see that channels 1, 6, 7, and 9 are not used in this assignment (s1).

The schedule we obtain for the same problem using ACOrank+MMAS is given
as 5o ={0270563332605440°70 34} and the objective function
value is zero. The schedule sy means the following assignment of customers to
channels:

— Customers 1, 4, 12, 16, and 18 are assigned to channel 0.
— Customers 2 and 10 are assigned to channel 2.

— Customers 7, 8, 9, and 19 are assigned to channel 3.

— Customers 14, 15, and 20 are assigned to channel 4.

— Customers 5, and 13 are assigned to channel 5.

— Customers 6, and 11 are assigned to channel 6.

— Customers 3, and 17 are assigned to channel 7.

We see that channels 1, 8, and 9 are not used in this assignment (s2). Note that
the computation times of the proposed methods are far less than CPLEX, which
shows the efficiency of the proposed methods.

5 Conclusions

Assigning customers to satellite channels is a difficult combinatorial optimization
problem. Hence, the meta-heuristic method of ant colony optimization is pre-
sented to the problem of assigning customers to satellite channels. An ant colony
system (ACS) with strategies of ranking and Max-Min ant system (MMAS) for
an effective search of the best/optimal assignment of customers to satellite chan-
nels under a dynamic environment is presented. Our simulation results show that
this methodology is successful in finding an assignment of customers to satel-
lite channels. Three strategies, ACS with only ranking, ACS with only MMAS,
and ACS with both ranking and MMAS, are considered. A comparison of these
strategies are presented to show the performance of each strategy. Numerical
examples are presented to show that this approach takes very little computation
time to get very-near optimal assignment for this problem in comparison with
standard optimization techniques.
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Abstract. Mobile multimedia services such as TV-call or video stream-
ing are gradually becoming popular in the 3"? or more generation mo-
bile network(IMT-2000). IP-based IMT network platform represents an
evolution from IMT-2000. The structure of IP-based IMT network as
ubiquitous platform is three-layered model : Middleware including Net-
work Control PlatForm (NCPF) and Service Support PlatForm (SSPF),
IP-BackBone (IP-BB), access network including sensor network. Mobil-
ity Management (MM) architecture in NCPF is proposed for IP-based
IMT network in order to manage routing information and location infor-
mation separately. The generous existing method of multicast control in
IP-based IMT network is Remote-subscription. But Remote-subscription
has problem that should be reconstructed whole multicast tree when
sender in multicast tree moves to another area. To solve this problem,
we propose the way to put Multicast-manager in NCPF.

Keywords: Multicast-manager, IP-based IMT Network, Mobility Man-
agement, SSPF, NCPF, Multicast Routing.

1 Introduction

Ubiquitous Network, in charge of future communications, should support wide-
band seamless mobility management, service and furthermore guarantee transmis-
sion of large amount of multimedia traffics which has been increasing explosively
by the development of wireless accessing technologies. According that ITU-R sug-
gested a guideline all networks, including telecommunications, it should be con-
verted to IP-based networks [1]. NTT DoCoMo proposed IP-based IMT network
platform [2][3] as the next generation All-TP mobile network structure taking IP
technologies and rapidly increasing multimedia traffics into consideration. This
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platform was designed to have an ability to transmit large amount of multimedia
traffic efficiently and accommodate different kinds of wireless access systems. This
platform also supports seamless mobility and application services. The structure of
IP-based IMT network is categorized into three layers which consists of middleware
including NCPF and SSPF, IP-BB and access network including sensor networks
[1][4]. TP-based IMT network, as the next generation backbone network, is designed
to support mobility management fundamentally which is not the present networks.
This mobility management function plays an important role not only making it easy
for seamless mobility of terminals or users but also providing various services which
are not even imaginable within conventional infrastructure. Mobile multicast is an
important research item. At present, there are multicast techniques taking mobil-
ity into consideration such as Remote-subscription, Bi-directional tunneling, Mo-
bile Multicast (MoM) and eXplicit Multicast Mobile IPv6 (XMIPv6) for Mobile
IPv6 (MIPv6) and so on. Since Bi-directional tunneling, MoM and XMIPv6 use a
technique of transmitting packets as a unicast via Home Agent (HA) when they
are routing, they cut down the effect of resource integration of multicast. There-
fore, Remote-subscription should be used for effective multicast in IP-based IMT
network. It has a problem at present, however, that multicast trees of the whole
network have to be reconfigured whenever Mobile Node (MN) for sender travels to
another area. In this paper, we proposed a solution for the problem by managing the
information of multicast group members with a Multicast-manager in NCPF of TP-
based IMT network. In Chapter 2, the mobile cast technique used in conventional
IP-based I'TM network and its problem are described. In Chapter 3, a solution to
the problem is described. Based on a series of simulations, performance compar-
isons of the proposed technique and the conventional mobile multicast technique
are described. And final conclusions in Chapter 5.

2 Conventional Mobility Management of IP-Based
Network and Multicast Support Method (MIPv4 /
MIPv6)

In Mobile IP (MIP) Multicast, there are Remote-subscription and Bi-directional
tunneling method which has been proposed by IETF. In case of Remote-
subscription, when MN moves to other access networks, multicast group will be
reconfigured by a request of MN itself. This method is comparatively simple in its
operation and efficient in case that MN’s move is not so frequently. In case that
MN receives packets, they are delivered through a certain route, which has been
optimized based on multicast routing protocol. In case that MN transmits multi-
cast data, a delivery multicast tree is reconfigured and a sending node transmits
packets to FA. After that the packets are delivered to a receiving node through
a typical multicast delivery route [5]. Figure 1 shows data receiving route in case
that moving nodes (Receiverl and Receiver2) have been moved from its Home
Agents (HA1 and HA2 respectively) to Foreign Agent (FA). And at this time, the
packets are delivered through an optimized route without passing through HA.
In Remote-subscription, routing routes are maintained adequately and relatively
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simple. However, network load will be increased by multicast tree reconfigura-
tions. Bi-directional tunneling is an HA-based multicast method. When MN
moves to other access network, the moved MN will send and receive data by
tunneling with HA. In case that MN on passage transmits data, MN will send
data to HA by using its Home Address in Received Address Field (RAF) of IP
header. The transmitted packets are delivered to multicast group members via a
certain delivery route. In case that MN receives data, HA will capture multicast
packets, which are on the way to MN, and capsulate it into unicast datagram,
whose destination is MN’s home address, to conduct tunneling to FA [5]. Figure 2
shows the route of data receiving when Receiverl and Receiver2 is moving from
HA1 and HA2 respectively into FA. As for this method, it is possible to send or
receive data without any relationship with other group members and maintain
compatibility to existing networks. However, the method has shortcomings of
non-optimized delivery route and damaged resource integration effects resulted
from unicast transmission when tunneling. XMIPv6 originated from MIPv6, has
been proposed to provide multicast services. When MN moves to other access
network area, MN transmits its data packets by tunneling with HA at first.
MN, which has received multicast data, sends Binding Update (BU) message
to other MN, which transmitted the data. Then MN, which received the mes-
sage, comes to be able to communicate directly with multicast group members
without passing through HA [6]. Even though this method is able to commu-
nicate through optimized route after BU, there are still unresolved problems
that it is required to pass through HA at least one time and inefficiency caused
by tunneling. Bi-directional tunneling and XMIPv6 are conventional multicast
techniques which uses tunneling between HA and MN. Since these conventional
techniques use unicast transmission, they decrease resource integration effect.
For this reason, Remote-subscription method has been used in IP- based IMT
network. In Remote-subscription method, however, overall multicast tree has
to be reconfigured whenever sending node moves. Consequently, network traf-
fic increases and problems of message loss are caused. To solve those problems,
we propose a method of placing Multicast-manager in NCPF of IP-based IMT
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network. In the proposed method, Multicast-manager manages the information
of sending/receiving nodes and conducts a series of procedures to improve the
efficiency of resource.

3 A Proposal for IP-Based IMT Network Mobile
Multicast

3.1 Group Member Management Using Multicast-Manager

In Remote-subscription method, the whole multicast tree has to be reconfigured
whenever the sender, which offers multicast service, is moved. Therefore, there
are some problems that network traffics are increased and some messages are lost
during multicast tree reconfiguration. To resolve the problems, it is proposed to
place a Multicast-manager in NCPF of IP-based IMT network. The Multicast-
manager has information about sender and receiver, which belongs to Multicast
Service Group (MSG), and IP host address (IPha) and IP routing address (IPra)
are managed simultaneously to update [Pra of MN after MN is moved. Therefore,
the efficiency can be improved by changing the single route between sender and
Multicast-manager only, not by changing the overall multicast tree of the network
after sender, which transmits multicast data, is moved.

3.2 Multicast Operation

In this chapter, the roles of Multicast-manager are described using a designated
example. It is assumed that there are one sender (S1) and three receivers (R1, R2,
R3) in an arbitrary domain of IP-based IMT network and it is also supposed that
any required procedures for multicast services can be conducted using Multicast-
manager. Multicast service consists of the following four steps: (1) Initialization
of multicast session, (2) Join of MN requiring multicast service, (3) Mobility
support procedure when MN moves during multicast service, (4) Ending the
multicast service.

3.3 Initialization of Multicast Session

As an example of generating a multicast session, Multicast-manager in NCPF is
asked to make a new Multicast session when MN (S1) within the area of Base
Station (BS1) wants to be a sender of multicast service. Figure 3 and 4 show the
initialization procedure for multicast session by mobile node, S1, and the message
flow. 1) S1 sends multicast session address M1 and new session message including
IP host address of S1, HaS1, to Multicast-manager which is located in NCPF. 2)
Multicast-manager receives IP routing address of S1, Rala, from RM. 3)
Multicast-manager makes Multicast-manager table having multicast group ID,
M1, and stores IPha of S1 (HaS1) and IPra of S1 (Rala) to the table. 4)
Multicast-manager sends multicast group ID (M1) and IPha / IPra of S1 to
AR1, to which S1 belongs. 5) AR1 makes Table for Multicast Sender (TMS) in
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cache and stores multicast group ID (M1), IPha of S1 (HaS1) and IPra of S1
(Rala) to the table. 6) AR1 sends reply message to S1. By this message, S1 is
notified that Multicast-manager table is generated in Multicast-manager and a

new multicast session is started.
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Nodes who want to join with multicast session will go through the following
procedures. It is supposed that Multicast-manager already has managing table
(MMT : Multicast-manager Table) of M1 which is generated in the preceding
procedure. Figure 5 and 6 show the procedure of MN, R1, joining multicast
group, M1, and message flow between Multicast-manager and the other network
elements. 1) R1 sends join query, which contains multicast group ID (M1), IP
host address of R1, HaR1, to Multicast-manager. 2) Multicast-manager obtains
IP routing address of R1, Ra2b, from RM. 3) Multicast-manager stores IPha

NCPE

sbgulticast Manager BM L

il i |

o BI6 BET
S doin e

A1

Fig. 5. Joining Multicast Session

i i
) S 8 Lo¢
\ |

1) Sending Join Query messaga‘ with M_ID, R1's IPha

31 Store Ri's IPha, IPrain |
| Multicast Table

4) Send Join Reply message

with M_D, S1/RT's IPhas, [Pras
) Store MUD, STAHTS
IPhas, IPras

6) Send Jein Reply
f

Fig. 6. Message Flow



Advanced Remote-Subscription Scheme 185

and IPra of R1 (HaR1, Ra2b respectively) to Multicast-manager table having
group ID, M1. 4) Multicast-manager sends M1, IPha and IPra of S1 and IPha
and IPra of R1 to AR2, to which R1 belongs. 5) AR2 generates TMS and Table
for Multicast Receiver (TMR) in its cache and stores the information about S1
and R1 (S1 / R1’s group ID, IPha and IPra) to TMS and TMR respectively. 6)
AR2 sends join reply message to R2 to notify it has been joined multicast group
M1.

3.5 Mobility Support Procedure

Figure 7 and 8 show the procedure of updating the information of IPra of S1,
which moved from BS1 to BS7 when sender of S1 and receivers of R1, R2 and
R3 are within multicast group of M1. 1) S1 moves from BS1 to BS7. 2) After S1
receives advertisement message which is sent by BS7 periodically, S1 sends join
query message, including multicast group ID of M1 and IP home address of S1,
to Multicast-manager. 3) Multicast-manager obtains the new IP routing address
of S1, Ra3b, from RM. 4) Multicast-manager updates IP routing address of S1 in
Multicast-manager table having group ID of M1. 5) Multicast-manager sent the
new IP routing address of S1 to AR1, to which S1 was belongs, and to ARs (AR,
AR2 and AR3) , to which members of group M belong. 6) ARs, to which members
of group M belong, update IP routing address of TMS in their cache and delete
TMS in their cache since AR1 does not has multicast member any longer. 7)
After S1 moved, AR3, to which S1 is currently belong, sends join reply message
to S1 and consequently S1 is notified that it has been joined multicast group M1
after its move. Figure 9 and 10 show message flow and the procedure of updating

WCPF
|Wausticast Masnagee

Fig. 7. Movement of Sender Fig. 8. Message Flow

the information of IPra of R1 in case that R1 moved into the area of BS8 on
condition that sender S1 and receiver R1, R2 and R3 belong to multicast group
M1. 1) R1 moves from BS4 to BS8. 2) R1 receives Advertisement message, which
is periodically transmitted by BS8, and sends join query message, which includes
multicast group ID M1 and IP home address of R1, to Multicast-manager. 3)
Multicast-manager obtains Rada, the new IP routing address of R1, from RM.



186 S.-Y. Shin et al.

4) Multicast-manager updates IP routing address of R1 in Multicast-manager
table having group ID MI1. 5) Multicast-manager sends old and new IP home
address of R1 to AR2, to which mobile node R1 was previously belongs, and
AR4, to which R1 is presently belongs, respectively. 6) AR4, to which R1 is
presently belongs, stores IP home address and IP routing address of R1 to TMR
in its cache and deletes TMR in its cache since AR2, to which R1 was belong,
does not has multicast member any longer. 7) AR4, to which R1 is currently
belong after its move, sends join reply message to R1. Therefore, R1 is notified
that it has been joined multicast group M1 after its move.
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3.6 Finishing Multicast Service

Figure 11 and 12 show the procedure of ending the service of multicast group M1
and message flow for finishing multicast service. 1) S1 sends termination message
with multicast group ID M1 to Multicast-manager. 2) Multicast-manager deletes
Multicast-manager table of group ID M1 from its date registry. 3) Multicast-
manager sends termination message to AR1, AR2, AR3 and AR4, to which
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members of M1 belong. 5) AR1, AR2, AR3 and AR4 sends Termination mes-
sage to S1, R1, R2 and R3, which are members of AR1, AR2, AR3 and AR4
respectively. Therefore, all multicast group members is notified that multicast
service has been finished.

4 Simulation

For the simulation for the proposed method of using Multicast-manager, topologies
and simulation scenarios are organized using 2 anchor routers, 4 access routers and
10 base stations. Simulations of multicast tree reconfiguration are conducted by two
parts: one part is a simulation after handoff of sender and the other is the one after
handoff of receiver. For reliable test, performance analysis for each group member
is conducted with 4 20 multicast group members on the assumption that mobile
nodes are moving with constant velocity and a fixed direction.

4.1 Case of Sender’s Mobility

Control traffic amount and delay of the network when mobile node S1 (sender)
reconfigures multicast tree after handoff are measured. In figure 13 14, traffic
and delay of Remote-subscription method is compared with those of the pro-
posed method respectively. Table 1 shows the comparison result of delay and
traffic, which is the number of signaling message in case of join query genera-
tion according to the number of groups. In addition, the relative performance

Control Traffics when the Mullicasl Tree Reconfigured Join Query Delay when the Multicast Tree Reconfigured
(Sendery

Deay [ns]

12 1 i i
# of Nodes # of Nedes

9112 mote Subscription M Multicast Manager Ui sl Mot —e—Rern ole Subscriplion

Fig. 13. Control Traffic (sender) Fig. 14. Join Query Delay

Table 1. Network Traffic Increase and Delay (Sender) when Tree Reconfigured

Multicast Group members 416 8 10 | 12 | 14 | 16 | 18 | 20
Remote-subscription | 28 | 40 | 58 | 70 | 82 | 88 | 100 | 112 | 118
Trafficsf Multicast-manager 16 |21 25 | 28 | 33 | 37 | 40 | 45 | 47
Improvement rate -MM|[42.9|47.5/ 56.9 | 60 |59.8| 60 | 60 |59.8|60.2
Remote-subscription [6.45|8.97|10.87|16.59|20.06|22.92|24.15|27.78|29.28
Delay Multicast-manager [2.87|4.53| 8.26 | 5.21 | 5.34 | 9.42 | 6.43 | 8.70 |11.76
(ms) Improvement rate |55.5(49.5| 24.1 | 68.6 | 73.3 | 58.9 | 73.4 | 68.7 | 59.8
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improvement rate of the proposed method is also listed in the table. The pro-
posed method showed average traffic reduction of 57.07

4.2 Case of Receiver’s Mobility

Control traffic and delay of the network when mobile node R1 (receiver) recon-
figures multicast tree after handoff are measured and shown in figure 15 16.
Horizontal axis stands for the number of multicast group members and vertical
axis for generated traffic in case of tree reconfiguration.
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Table 2. Network Traffic Increase and Delay (Reciever) when Tree Reconfigured

Multicast Group members 4 6 8 10 | 12 | 14 | 16 | 18 | 20
Remote-subscription | 68 | 162 | 188 | 310 | 298 | 422 | 448 | 484 | 556
Trafficsy Multicast-manager 36 | 129 | 144 | 205 | 232 | 256 | 359 | 291 | 413
Improvement rate -MM| 47.1 | 20.4 | 23.4 | 33.9 | 22.1 |39.319.9|39.9 | 25.7
Remote-subscription |23.75(48.37|61.32]93.79(83.99|117.0{123.4|138.0|144.3
Delay Multicast-manager | 73.0 | 42.1 |30.89(44.43|47.61|58.95|71.11|59.92|80.04
(ms) Improvement rate | 55.5[49.6|24.1 | 52.6 | 43.3 | 49.6 | 42.3 | 56.6 | 44.5

In figure 15, it is shown that, in case the number of multicast group member is
5, Sender and Receiver come closer each other and traffic of Remote-subscription
method is smaller. As the number of multicast group member is increased, how-
ever, control traffic and delay of the proposed method, which uses Multicast-
manager, is significantly reduced compared with Remote-subscription method.
Table 2 shows that, in case of the proposed method, the average reduction of
control traffic and delay are 30.2.

5 Conclusion

In this paper, a method for implementing multicast in IP-based IMT network
by placing Multicast-manager in NCPF was proposed. In conventional mobile
multicast method, there are problems that transmission route is not optimized
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when sender moves and overall multicast tree has to be reconfigured whenever
sender moves. With the proposed method, however, network load resulted from
tree reconfiguration can be reduced by placing Multicast-manager in NCPF to
manage MN’s moves and consequently to reconfigure the route between sender
and Multicast-manager only, not reconfiguring the overall multicast tree. Sim-
ulation results show that, when Sender moves, the average control traffic and
delay of the proposed method are reduced by 57.07 For future works, a study
on techniques to guarantee unique of multicast group ID, in case that sender’s
transmits new session message to Multicast-manager, has been underway.
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